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Executable File Formats

= Portable Executable (PE)
Executable file format of ¢

= Executable and Linkable
Executable file format of c

noice for Windows
-ormat (ELF)

hoice for Linux




» Portable Executable

Executable file format of choice for Windows
Including Windows CE

Modified version of Unix COFF (Common Object
File Format)

.cpl, .exe, .dll, .ocx, .sys, .scr, .drv, .tlb




PE Addressing

= Virtual Address (VA)

Virtual address of an object once it is loaded into
memory

= Relative Virtual Address (RVA)
Offset from the beginning of the loaded image




PE Tables

Import Table

Export Table
Resource Table
Exception Table
Certificate Table

Base Relocation Table

Thread Local Storage Table




PE Import and Export Tables

* ImportTable (.idata)

Used as a lookup table for external function
addresses

Import by ordinal or name

= ExportTable (.edata)

Used as a lookup table for internal function
addresses

Export by ordinal or name




PE Resource Table

= Resource Table (.rsrc)

Multi-level binary-sorted tree
Windows typically uses 3 levels
1. Type
2. Name
3. Language
Leaves contain a description and raw data




msfpescan

root@bt: ~/framework3 - Shell - Konsole
Session Edit View Bookmarks Settings Help

Imported Functions

Name
KERNEL32.DLL LoadLibraryA
KERNEL32.DLL GetProcAddress
KERNEL32.DLL ExitProcess
GDI32.d11 BitBlt
WSO0CK32.d11l

Section Header

SizeOfRawData Characteristics

0x00001000 Ox00000000 OxeOOO0O80
0x00071000 0x0004b00O 0xebO00040
0x000bcOBO 0x00000200 OxcO0O0040

root@bt: # ./msfpescan -1 /pentest/windows-binaries/tools/wget.exe I v

& Shell




! O0llyDbg PE Parsing

» (Click on the *“Modules” button

* OllyDbg - pq.exe - [CPU - main thread, module pq]
. File View Debug Trace Options Windows Help

B __J__J__J b TN .liLEJ__J;IJ_Sd__J 155 |

U DWORD PTR DS: [EAX]

Og EDX, 80000002
a4 ADD ERX, 4
B4154931

a4 SUB ESI
881549@|PDD

SEDS MOV EBX, ERX
5030 C015490{ GIP BVTE PTR 05: 4915003, 0

R T BB R

nddress IHen
BRAd

0 next SEH reco

RETURN from pq.8846207C

A

’ Paused




OllyDbg PE Parsing

= Find where the PE header is mapped

=

* OllyDbg - pq.exe - [Memory map]
@ File View Debug Trace Options Windows Help

=3 EOR )
& | X

Bl x| »[>n]|

Address |Size

Owner

|Section

Contains

Tyupe

Access

Initial

&4 H|U| L|E[M|T|c]|...] B|M|H]|

Mapped as

80010006 | 00010000
B0020000| 00061000
0011E0060| 00001600
8a11Fa60| 860116608
80130000| 00004000
B0140000| 00601000
80150000| 00001600
B0160000| 000016000
80170000| 00001000
80120000| 00001600
83190060 | 88054000
8290000 | BB6 7000
BO300000| 00BOEBB0O
B03CH000| BEBO3000
80300066 | BBBA7000
BO3E0OE0| 0001000
BO3FB006| BEBA7000
03400000 00A01006
B0401000| 00690000
80491000 | 00601600
808492000 | 00003000
B0495000| 00001000
88496000 | 00001000
80497000 | BBBORABOO
B84[1008 60034000

88405000| 06601668 p

BE4EBOE0| 00101000
BOSFO000| BEBEABOA
811FB066| 08602000
81200000 | 00002000
81210000| 00001600
81220000 | 88002000
81230000| 00003000
81240000 | 00001600
81250000| 08022000
81280000 | 00001000
81290080 | 00001000
B12AB060| 00061000
BOGEG| B

{Sect_@>
{Sect_1>
{Sect_2>
{Sect_3>
{Sect_4>
{Sect_5>
petite

{Sect_7>

Stack of main thr

PE header
Code

Data

Resources
SF¥, imports
GDI handles

Map
Priv
Priv
Priv
Map
Priv
Priv
Priv
Map
Priv
Priv
Map
Map
Map
Priv
Map
Map
Img
Imag
Imag
Imag
Img
Ima
Imag
Img
Img
Map
Map
Map
Map
Priv
Map
Priv
Map
Priv
Map
Map
Map
Priv
Priv
Mar

Gua

Gua

“DevicesHarddiskVo lume2sl

“DevicesHarddiskVo lume2sl

-
SNenimresHavAdAdi sl la lume2N]

’ Paused




! O0llyDbg PE Parsing

= Double-click to view the PE Header dump

-

4 OllyDbg - pq.exe - [Dump - pq:00400000..00400FFF] =n R
@Eile View Debug Trace Options Windows Help - & %

Bl x| »[>|n| 34 Au| L|E[mMTcl] B|M H]

Address |Hex dump Decoded data Comments

1 a123| - ASCII "PE",0,8 IMAGE_NT_SIGNATUREL4] = "PE "
julll] é4C Mach INRGE_FILE_NRCHINE_I386

I tions =

2A425E19 T v 2A425E19

[ala]a]a]a]a 121} f = v le = @

[ala]s]ala]a127) r ’ = a

BEQ S 0 cader = 224,

S18E (C E = = EXECUTABLE_IMAGE:32BIT_MACHINE:LINE_NL

égB r ] IMRGE_NE_OPTIDNQL_HDRSZ_NQGIC

n =

9 19
BEBEB3a BOaSECEa
80348481 BBa43400
880081 jajalalala]s s o)
4258806 Bea0sa42
83160081 80681080

| Bea80aaa
88408080
Baa81080
28888288

a

BEEBBaEG

BeaDeaaa

BEBa480

jalalalzlalalzc)

2 = INQGE_SUBSVSTE"_NINDONS_GUI
rist los

a DLL ics =
86166080 § 1 ~ue = 1848576,
BBEB4080 : .
80166080
8681080
jajalalalala]zs)
BeaBea16
| jalalalzlala]a o)
| 8080080 = a
PRC2ANG ARGNC 222 ot Tahle adderece — GNE22R

’ Paused




OllyDbg PE Parsing

= |n this case, the compressor left behind some
identifying information

&k OllyDbg - pq.exe - [Dump - pq:00400000..00400FFF] o[- s
@Eile View Debug Trace Options Windows Help

Comments

e




= Executable and Linkable Format
Executable file format of choice for Linux

none, .o, .so, .elf, .exe




ELF Construction

= ELF Header
= Program Header Table

Describes segments

s Section Header Table
Describes sections




readelf

: ~/framework3 - Shell - Konsole
Session Edit View Bookmarks Settings Help

42: 0804f0ed 4 OBJECT GLOBAL DEFAULT 24 opterr@GLIBC 2.0 (2)
43: 0804f0cO 4 OBJECT GLOBAL DEFAULT 24 optind@GLIBC 2.0 (2)
root@bt: # readelf -h /bin/sleep
ELF Header:
Magic: 7f 45 4c 46 01 01 01 GO OO 0O GO OO OO GO 0O 0O
Class: ELF32
DER - 2's complement, little endian
Version: 1 (current)
O0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Intel 80386
Version: 0x1
Entry point address: 0x8048c80
Start of program headers: 52 (bytes into file)
Start of section headers: 24980 (bytes into file)
Flags: 0x0
Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Number of program headers: 8
Size of section headers: 40 (bytes)
Number of section headers: 27
Section header string table index: 26
root@bt: # I

& Shell




Questions/Comments?




