


Executable	
  File	
  Formats	
  

!  Portable	
  Executable	
  (PE)	
  
"  Executable	
  file	
  format	
  of	
  choice	
  for	
  Windows	
  

!  Executable	
  and	
  Linkable	
  Format	
  (ELF)	
  
"  Executable	
  file	
  format	
  of	
  choice	
  for	
  Linux	
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PE	
  

!  Portable	
  Executable	
  
"  Executable	
  file	
  format	
  of	
  choice	
  for	
  Windows	
  

!  Including	
  Windows	
  CE	
  

"  Modified	
  version	
  of	
  Unix	
  COFF	
  (Common	
  Object	
  
File	
  Format)	
  

"  .cpl,	
  .exe,	
  .dll,	
  .ocx,	
  .sys,	
  .scr,	
  .drv,	
  .tlb	
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PE	
  Addressing	
  

!  Virtual	
  Address	
  (VA)	
  
"  Virtual	
  address	
  of	
  an	
  object	
  once	
  it	
  is	
  loaded	
  into	
  
memory	
  

!  Relative	
  Virtual	
  Address	
  (RVA)	
  
"  Offset	
  from	
  the	
  beginning	
  of	
  the	
  loaded	
  image	
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PE	
  Tables	
  

!  Import	
  Table	
  
!  Export	
  Table	
  
!  Resource	
  Table	
  
!  Exception	
  Table	
  
!  Certificate	
  Table	
  
!  Base	
  Relocation	
  Table	
  
!  Thread	
  Local	
  Storage	
  Table	
  
!  …	
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PE	
  Import	
  and	
  Export	
  Tables	
  

!  Import	
  Table	
  (.idata)	
  
"  Used	
  as	
  a	
  lookup	
  table	
  for	
  external	
  function	
  
addresses	
  

"  Import	
  by	
  ordinal	
  or	
  name	
  

!  Export	
  Table	
  (.edata)	
  
"  Used	
  as	
  a	
  lookup	
  table	
  for	
  internal	
  function	
  
addresses	
  

"  Export	
  by	
  ordinal	
  or	
  name	
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PE	
  Resource	
  Table	
  

!  Resource	
  Table	
  (.rsrc)	
  
"  Multi-­‐level	
  binary-­‐sorted	
  tree	
  

! Windows	
  typically	
  uses	
  3	
  levels	
  
1.  Type	
  
2.  Name	
  
3.  Language	
  

!  Leaves	
  contain	
  a	
  description	
  and	
  raw	
  data	
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msfpescan	
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OllyDbg	
  PE	
  Parsing	
  

!  Click	
  on	
  the	
  “Modules”	
  button	
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OllyDbg	
  PE	
  Parsing	
  

!  Find	
  where	
  the	
  PE	
  header	
  is	
  mapped	
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OllyDbg	
  PE	
  Parsing	
  

!  Double-­‐click	
  to	
  view	
  the	
  PE	
  Header	
  dump	
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OllyDbg	
  PE	
  Parsing	
  

!  In	
  this	
  case,	
  the	
  compressor	
  left	
  behind	
  some	
  
identifying	
  information	
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ELF	
  

!  Executable	
  and	
  Linkable	
  Format	
  
"  Executable	
  file	
  format	
  of	
  choice	
  for	
  Linux	
  
"  none,	
  .o,	
  .so,	
  .elf,	
  .exe	
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ELF	
  Construction	
  

!  ELF	
  Header	
  
!  Program	
  Header	
  Table	
  

"  Describes	
  segments	
  

!  Section	
  Header	
  Table	
  
"  Describes	
  sections	
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readelf	
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Questions/Comments?	
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