REVERSE ENGINEERING
MACHINE CODE: PART 1




Function Conventions

= Standard Entry Sequence (cdecl)
Save the old base pointer
Set the new stack base pointer
Allocate space for variables

function:

push ebp ; 55
mov ebp, esp ; 8BEC

sub esp, x ; Not always present

function:

enter ; C8

sub esp, x ; Not always present




Function Conventions

= Standard Exit Sequence (cdecl)
Reload old stack pointer
Reload old stack base
Deallocate space for variables

mov esp, ebp ; 8BES5
pop ebp ; 5D
ret ; C3 near,

CB far

; C9

; C3 near,

CB far




Function Call Conventions

= cdec]
Used by GCC and GNU libraries

= stdcall

Used by Win32 API
Sometimes incorrectly called “pasca

|ll
= fastcall
Many different implementations

Not standardized




Function Call Conventions

= cdecl
Parameters pushed right to left
EAX, ECX, EDX not preserved

Return values are returned in EAX
Floating point returnsin STo

Caller performs clean-up

= stdcall
Same as cdecl, except callee cleans-up

RET immis a sign of this
= fastcall

One or more parameters passed in registers

MS VC++, GCC
First arg = ECX, second arg = EDX, remainder right = left




cdecl Function Call

Convention
Push Parameters on Stack
Call the Function
Save and Update EBP

Save Registers that Will Be Overwritten

Allocate Local Variables
Execute Function
Release Local Storage




cdecl Function Call

Convention

Restore Saved Registers
Restore EBP

Return

Clean Up Parameters




stdcall Function Call

Convention
Push Parameters on Stack
Call the Function
Save and Update EBP

Save Registers that Will Be Overwritten

Allocate Local Variables
Execute Function
Release Local Storage




stdcall Function Call

Convention

= Restore Saved Registers
= Restore EBP

» Clean Up Parameters

= Return




Function Call Conventions

= QOthers

pascal
Parameters pushed left to right
Windows 3.*
syscall
Parameter size passed in AL
safecall
Encapsulated COM error handling
thiscall
Either caller or callee clean-up




Control Statements

If-Else
Switch

For
While




| TIf-Else Statement

¥include <stdio.h>
¥include <=stdlib.h>
vold do _something(int);

vold main(int argc, char *argv[]) {
do_something(1l);
¥

vold do_somethingi{int 1) {
1if (1 » 0)
printf("Greater than zerosn"):
else
printf{"Not greater than zerosn"):
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If-Else Statement

B9 18668666
B8 CCCCCCcCC
F3:AB
8370 62 @6
+7E BF
628 38084200
. E8 78006000
. 83C4 B4
.~EB @D
> 68 1CBB42060
. E8 £98068006
. 83C4 B4
> SF
. SE

. 807D C@

m
0
—
0
=
=
=
=
=
=

NDU EBP ESP

SUE ESF, 48

PUSH EBY

PUSH ESI

PUSH EDI

LER EDI,DWORD PTR SS5:[EBP-48]
MOY ECX, 18

MOV ERX,CCCCCCCC

REP STOS DWORD PTR ES:[EDI]
CMP DWORD PTR SS:[EBP+81,8
JLE SHORT if_state.B08481628D

PUSH OFFSET if_state.??_CE_BEBDEHFLARGre,

CALL if_state.printf
RDD ESP, 4
JMP SHORT if_state.B8848169AR

PUSH OFFSET if_state.??_CE_BEHEHNHDENOt]

CALL if_state.printf
ADD ESP, 4

POP EDI

POP ESI

POFP EBX

ADD ESP, 48
CMP EBP,ESP
CALL if_state.
MOy ESP, EBP
POFP EBP

RETH

__chkesp

format
printt

format
printf

"Greater than zercd”

"Mot greater than zerod”




Switch Statement

¥include <stdio.h>
¥include <=stdlib.h>

vold do_something(int);

vold main(int argc, char %*argv[]) {
do_something(1l);
¥

vold do_something({int 1) {
switch(1) {

case 0:

case 1:
printf ("Zero or onexn");
brealk

case 2:
printf ("Twosn");
brealk

default:
brealk




BE431660
AAdA1861
HAd4Aa1 8632
HA4A1 866
HAd4A10867
HA4A1 868
AAd4A1 869
AAd4A1 860
HAd41871
HA4Aa1876
AAd4A1873
HA4Aa1487B
AA4A31487E
AA4Aa18:82
HA4A31824
41 08:8
AA4A31 828R
HA43188E
HA4A16894
HA4A1 092
4310897
AA4A3189C
HA4A3189F
AA4A318A[1
HA41 A6
AA4Aa18AE
HA4318RE
HA4Aa18ARAF
HAd418BEA
HAd4Aa18E1
HAd431 8B4
HA4Aa1 8B6
AAd4A318BE
HA4Aa18ED
HA4A318BE

Switch Statement

f> S5 PUSH EBF
SBEC Moy EBF,ESP
. S3EC 44 SUEB ESFP, 44
. 53 PUSH EBX
. S6 PUSH ESI
. 57 PUSH EDI
. 807D BC LEA EDI,DWORD PTR SS5:[EBP-44]

. B9 118606668 |MOU ECX,11

. B8 CCCCCCCC | MOV ERK,CCCCCCCC

. F3:RB REP STOS DWORD PTR ES:[EDI]
. SB45 @8 MOU ERX,DWORD PTR SS:[EBP+21]
. 8945 FC MOV DWORD PTR SS:[EBP-41,ERX
. 8370 FC @8 CMP DWORD PTR SS:[EBP-41,06
~7C 2R JL SHORT switch_s.884816RE

. 8370 FC a1 CMP DWORD PTR SS:[EBP-41,1
.~7E 88 JLE SHORT switch_s.80481892
. 8370 FC @82 CMP DWORD PTR SS5:[EBP-41,2
74 11 JE SHORT switch_s.084816AR1
.vEB 1C JMP SHORT switch_s.804818RE
> 68 24804208 | PUSH OFFSET switch_s.?7_CE_BNEROGFEZero?!
. ES 24800008 |CALL switch_s.printf

. 93C4 84 ADD ESFP, 4

.+vEE 8D JMP SHORT switch_s.804818RE

> 68 100842868 | PUSH OFFSET switch_s.?7_CE_B4GGPICTwo?6’

ES VS@0Boea | CALL switch_s.printf
. 23C4 84 ADD ESFP, 4
> SF POP EDI
. SE POP ESI
. SB FPOFP EBX
. 83C4 44 ADD ESF, 44
. 3BEC CMP EBF,ESP
. ES 25000068 |CALL switch_s.__chkesp
. SBES MoV ESP, EBP
. SD FPOFP EBF

. C3 RETN

format
printf

%ogmat
printt

I

I

"Zero or onef@d”

'ITw@ll




|  For Statement

¥include <Stdllb h>

vold do_something(int):

vold main(int argc, char *argv[]) {
do_something(10);
¥

volid do Somethlng(lnt 1) {
for{; 12 > 0; 1——)
printf{"%d~n", 1);




For Statement

Ba481868 > 55

Aa4681661|(] . SBEC
Ba4016632() . 83EC 49
Aa481666() . 53

AR4A1 A6 . 56

ARd4A1 865 . 57

Aa481669() . 8D7D CO
aadaiaaec)| «» B9 18866666
Ba461671(] . B8 CCCCCCCC

pa481676|] .

F3:AB

a1a72|| .vEB B89

Aad4a1a7a(] > 8B4S @8
Aa4a1670() . 83ES a1
Aad4a162a() . 8945 68
Aa4a18332|(] > 837D B8 86
A46a16a38711 .+7E 13
Aa481639(1 . 8B4D @8
AR4A31 830 . 51

HAd4Aa1 820 -

68 108842060

. ES 690060800

Aa4a1697(] . 83C4 B8
Aa4a162a(1 .~EB DE
Ba4a1a89C|| > SF
Aa481620(] . SE
Ba46169E|] . SB
Aa48169F (] . 83C4 40
Ba4a16R2(1 . 3BEC
Aad4a1aR4) « ES 1786808606
Aa4816RA2(] . S8BES
Aa4816AB(1 . SD
Aa4a16AC|I&, C3

PUSH EBP
MOV EBP,ESP

SUB ESP, 48

PUSH EBX

PUSH ESI

PUSH EDI

LEA EDI,DWORD PTR SS:[EBP-44]
MOY ECX, 18

MOU ERX, CCCCCCCC

REP STOS DWORD PTR ES:[EDI]
JMP SHORT for_stat.B88481633
"MOY ERAX,DWORD PTR SS: [EBP+8]
SUB ERX,1

MOU DWORD PTR SS:[EBP+21],ERX
pPCMP DWORD PTR SS:[EBP+21,8
JLE SHORT for_stat.B8848189C
MOY ECX,DWORD PTR SS:[EBP+21]
PUSH ECX

PUSH OFFSET for_stat.??_CE_B3HMFCE?SCF:
CALL for_stat.printf

ADD ESP, 2

= JMP SHORT for_stat.B8848187AR
POP EDI

POP ESI

POFP EBX

ADD ESP, 48

CMP EBP,ESP

CALL for_stat.__chkesp

MOY ESP,EBP

POFP EBF

RETN

[

sd
ormat

printf

- ”z@”




|  While Statement

¥include <stdio.h>
¥include <stdlib.h>
vold do _somethingi({int);

vold main(int argc, char *argv[]) {
do_=something(10);
¥

vold do_somethingi{int 1) {
wvhile{1 > 0) {
printf("%d\n", 1);
R




Ba4a186a
AAdA1 6861
HAd4A1 8635
HAd4A1 66
HA4Aa1 867
HAd4A1 865
HAd4A1 69
AA4Aa1 860
AAd4A16871
HA4A1 76
HAdAA1 1378
HAA4A31870C
HA4A137E
HAd1 31
AAd4A1 8022
HAd4Aa1 837
HAd4A1 820

HAdA1 18F
HA41 792

HA4Aa1 195
HA41 198
HA4A1H89A[
HAd4Aa1 9B
HAd4Aa1 90
HA4E16890
HA4A1 A6
HAd4A19[2
HA418R[17
HAd4Aa1 A9
HAd41HA4A

[ |

. 3070 Ca

. B9 18086606

. B8 CCCCCCCC
F3:AB

> 8370 08 00

.~7E 1C

. 2B45 63

. S8

. 68 10884200

. E8 740000600

. 33C4 63

. 2B4D 63

. S3E9 @1
2940 @88

.~EB DE

> SF
SE

. SB

. 33C4 48

. 3BEC

. ES8 19086600

. SBES

. SD

- . 03

While Statement

PUSH EBP
MOV EBP,ESP

SUB ESP, 48

PUSH EBX

PUSH ESI

PUSH EDI

LEA EDI,DWORD PTR SS:[EBP-481]
MOY ECX, 18

MOU ERX,CCCCCCCC

REFP STOS DWORD PTR ES:[EDI]
"CMP DWORD PTR SS:[EBP+21,8
JLE SHORT while_st.8848189R
MOU ERX,DWORD PTR SS:[EBP+21]
PUSH ERX

PUSH OFFSET while_st.?7_CE_B3HMFCE?5CF.
CALL while_st.printf

ADD ESP, 8

MOY ECX,DWORD PTR SS:[EBP+21]
SUB ECX, 1

MOV DWORD PTR SS:[EBP+21,ECK

= JMP SHORT while_st.884818673
POP EDI

POP ESI

POFP EBX

ADD ESP, 48
CMP EBP,ESP
CALL while_st.
MOV ESP,EBP
FPOFP EBFP

__chkesp

RETN

[?

lj
format = A"
printf



Determining Signed-ness

= Signed and Unsigned Variables

Operations on signed/unsigned variables use
different instructions

IMUL/MUL
IDIV/DIV

Jcc




| Determining Signed-ness

Instruction Mnemonic Condition (Flag States) Description
Unsigned Conditional Jumps
JA/INBE (CForZF)=0 Above/not below or equal
JAE/INB CF=0 Above or equal/not below
|B/INAE CF=1 Below/not above or equal
|BE/INA (CFor ZF)=1 Below or equal/not above
IC CF=1 Carry
|E/|Z ZF=1 Equal/zero
INC CF=0 Not carry
NE/INZ ZF=0 Not equal/not zero
INP/JPO PF=0 Not parity/parity odd
|P/|PE PF=1 Parity/parity even
|CXZ (X=0 Register CX is zero
JECXZ ECX=0 Register ECX is zero
Signed Conditional Jumps
JG/INLE ((SF xor OF) or ZF) =0 Greater/not less or equal
JGE/INL (SF xor OF) =0 Greater or equal/not less
JUINGE (SF xor OF) =1 Less/not greater or equal
JLE/ING ((SF xor OF) or ZF) =1 Less or equal/not greater
INO OF=0 Not overflow
NS SF=0 Not sign (non-negative)
|0 OF=1 Overflow
IS SF=1 Sign (negative)




Tools of the Trade

= Disassembler
Machine code to instructions

= Decompiler
Instructions to code (often to C code)

= Debugger
Real-time, step-thru-code debugging




Disassemblers

= Disassemblers

Converts machine code to instructions

A16646F1|]l . FF?7S @8 PUSH DWORD PTR SS: [EBP+2]
A18a46F4|) . FFDO CALL ERX
A18846F&|l > SE FOFP ESI
A18846F7|l . C9 LERVE
A18a4aFe|G, C2 1660 RETN 18
A18846FE|rSs 5S FPUSH EBP
A180848FC|] . SBEC MOU EBF,ESP
1| 818848FE|] . 51 PUSH ECX
A10648FF|] . 51 PUSH ECX
A188a4164|] . 8045 FC LEA EARX,DWORD PTR SS:[EBP-4]
A186841632|] . 56 PUSH ESI
A1864164|] . 33F6 #OR ESIL,ESI
A18684166|] . 50 PUSH ERX
Alead1a71l « 68 19886280 PUSH 28819
A1aa41aCc|] . S6 PUSH ESI




Decompilers

= Decompilers

Attempt to convert instructions or byte codes to
higher-level languages

Good decompilers are implemented via p-code
analysis

Allows decompiler code to be applied to various
architectures as long as a p-code translation exists




Debuggers

= Debuggers

Modes
User-mode
Kernel-mode

Common features
Create/attach to a process
Set/clear breakpoint
Step into/over
Trace into/over



Debuggers

= Breakpoints
Software breakpoints
INT 3h (\xCC)
Memory breakpoints
Hardware breakpoints
Intel Dro-Dr7 registers
= Traces
Records instructions and execution contexts
= Stepping

Step into/over




GNU Debugger (gdb)

= Disassembler, Debugger
Command-line
Insight is a GUI wrapper for gdb
Not just for Linux
Native x86 Windows support

Special versions for various architectures



GNU Debugger (gdb)
Breakpoint Tutorial

Jojolgrey:™> gdb hello_world
GNU gdb 6.6. EJ Z0070726-cvs
Copyright (C) 2007 Free Software Foundation, Inc.
GDB 1s free software, covered by the GNU General Public LlIHH:e, and you are
welc ome to Ihﬂﬂm_ 1t and/or distribute coples of 1t under certaln conditions.
Type "show cC pulﬂg” to see the conditions.
There iS abzalutelu no warranty for GDB. Type "show warranty” for details.
This GDE was CDH?i:UrEd as ”i556—5u:: linux" .
Using ) library "/lib/libthread_db.so.l"
(gdb) 111123: main
Dnmp H+ assembler code for +HHFT1HH Mﬂlf
§ {main+0: lea % . X
{main+4>: and % _'¥+++++|l”“
{mailn+7>: aushl Ox4(%ecx)
{main+10>: push %
{maln+1l1>: mow
(main+l3>: push
{main+14>: sub ¥
{main+17>: mow 1 k) H”+d48,i%eapﬁ
{main+24>: call 0 14850 <{puts>
{maln+29>: mow ¥ )
{main+34>: add
{maln+37>: pop
{maln+. : pop
{mailn+39>: lea
8048262 <main+4Z>: ret
End H+ sembler dump.
(odb)




GNU Debugger (gdb)

,,%negkop;nt Tytgrial

tgdh' iy
starting program: JShomesjojoshello_world

O ﬁ“ﬁ43249 in main ()

HellD World"”

Eintinuing.
Hello World

Frogram exited normally.
(gdb) o
JGJD@%FEH:N} .




011yDbg

= Disassembler

= Debugger
Open
Creates a process with debug privileges
Attach
Attach to a process already running
Detach (version 2.%)

Detaches the debugger and allows the process to
continue

Terminate
Kills the debuggee




[ 011yDbg

= \Views

LIEMTIWHC[/[KIB[R[.. S|

- [CPU - main thread, module vtables]
File | view Plugins Options Window Help

Bl e e B o+ LlE[MT|WH|C|/|K[BIR|..S]| i

Alt+E
Alt+M = FF (255.)
ALY PTR DS:[_aexit_rtnl

>

*TR DS:[__error_model,2
ables.B8489A21

:s. _FF_MSGBANNER

JRD PTR SS:[EBP+3]

2s. _NMSG_WRITE . SG_WRITE

it C FF
PTR DS: [<&KERNEL32.Ex itProce i

aS = DOBABABA
- BBRBBAG
— ;= DBBeBaa1
Text file RD PTR DS:[_newmodel
iraz => B00BOBOG
. 8B4D @8 MOU ECX,DWORD PTR $S:[EBP+81]
. 51 PUSH ECX Argl
E8 S8000000 CALL vwtables._nh_malloc_dbg _nh_mal loc_dba
8 14 ADD ESP, 14
. POP EBP
3 . C RETN
Ba489AS0 IN
ccC I

T3

T3

PUSH _EEBP

MOy EBP,ESP

MOU EAX, DWORD PT




OllyDbg 2.0

= \Views

&k OllyDbg - [CPU]
.Flle View Debug Trace Options Windows Help

B x] »>n] w335 AU _I_IEILI_I_I B|MH i

Registers (FPU)

Address |Hex dump

|OllyDbg v2.00.01

Executable modules
Memory map
Threads

CPU

Watches

Search results

Run trace

INT3 breakpoints
Memory breakpoints

Hardware breakpoints

File...




011yDbg

= Code Analysis
Right-click=> Analysis=> Analyse code (Ctrl + A)
Static code analysis
Argument labeling
Function address name resolution
Control logic labeling

PUSH @ Hratb = 88888866

PUSH B Hrad = 88880080

PUSH 1 Hraz = 88866881

MOU ERX,DWORD PTR DS:[_newmode]

PUSH ERX HrazZ => 88868884
MOU ECX,DWORD PTR SS:[EBP+2]

PUSH ECX Hral

CALL vtables._nh_mal loc_dbg nh_malloc_dbg




011yDbg

= Just-in-time Debugger
Options = Just-in-time debugging
Runs Olly when a fatal error occurs
= Plugins
Great feature
Well used by the reverse engineering community




011yDbg

Debugging Tutorial

= Breakpoints

Set a breakpoint (F2)

> S PUSH EEBP
. MOU EBP,ESP
. SUE ESP, 48
. PUSH EBX
. PUSH ESI
. 57 PUSH EDI

8070 Ca LEA EDI,DWORD PTR SS:[EBP-481]
B9 10660668 MOY ECX, 18
88 CCCCCCCC MOY ERX,CCCCCCCC
REP STOS DWORD PTR ES:[EDI]

83?0 a8 aa CMP DWORD PTR SS:[EBP+21,8
v7E BF JLE SHORT if_state.884016030
68 3860842608 PUSH OFFSET if_state.??_CE_ BBDI[
ES 7ooanoaa CALL if_state.printf
83C4 a4 ADD ESFP, 4

vEB 8D JHP SHORT if _state.B8040189A0

> 68 1CBB4200 PUSH OFFSET 1f_state.??_CE_ BBHl[

. E8 69800000 CALL if_state.printf

. 83C4 o4 ADD ESF, 4

> SF POP EDI

. SE POP ESI

. SB POP EBX

. 83C4 448 ADD ESF, 48

. 3BEC CMP EBP,ESP

. E8 19680666 CALL if_state.__chkesp

. SBES MOY ESP,EBP

. 5D FPOFP EBP

. C3 RETN

- "Greater than
pr lnff

"Not greater t
pr lrlY’f

Reglsters (FPU)
2|5

Address |[Hex dump o [CEFEE T




OllyDbg
Debugging Tutorial

= Breakpoints

4

SBEC

56
57
807D Ca
B9 18088664
BS8 CCCCCCCC
F3:RB
8370 62 68
aF
68 38084200
ES 72000000
83C4 84
vEB 8D
68 1CO84260
ES 69000000
83C4 84
SF

SE

SB

S83C4 48
3BEC

ES 196688600
SBES

20006000000000C
-J
m

D VLY,

Resume execution (F9g)

PUSH EBP

MOV EBP,ESP

SUB ESP, 48

PUSH EBX

PUSH ESI

PUSH EDI
EDI,DWORD PTR SS:[EBP-48]
C¥, 18

E ’

ERX, CCCCCCCC

STOS DWORD PTR ES:[EDI]

DWORD PTR SS:[EBP+81,8

SHORT if_state.B0@481830
PUSH OFFSET if_state.??_C@_@BDl[ﬂ‘;~:
CALL if_state.printf printf
ADD ESP, 4
JMP SHORT if_state.B8848169AR
PUSH OFFSET if_state.??_CE_BBHI[forma
CALL é;_ztate.printf printf

CALL if_state.__chkesp
MOY ESP, EBP

POFP EBP

RETN

- "Greater than

- "Not greater t

EBP=0@12F
Jump from

Fea
B6B40166AR

Registers (FPU)

ﬂdaress |

Hex dump

~ ETETS




OllyDbg
Debugging Tutorial

= Breakpoints

Al [11C € X
'> 55 PUSH EBP

SBEC MOU EBP,ESP
SUB ESP, 48
0 PUSH EBX
. 56 PUSH ESI
. 57 PUSH EDI
. 807D C8 LEA EDI,DWORD PTR SS:[EBP-481]
. B9 10000060 MOY ECX, 168
0 88 CCCCCCCC MOU ERX,CCCCCCCC
REP STOS DWORD PTR ES:[EDI]
3 83?D 88 2%} CMP DWORD PTR SS:[EBP+31,8
.~7E BF JLE SHORT if_state.B0@481830
0 68 38084260 PUSH OFFSET 1f_state.??_CE_BBD
. E8 7Sooo00a CALL if_state.printf
0 8304 a4 ADD ESF,4
B 8D JMP SHORT if_state.B8840109A
> 68 1CBa42608 PUSH OFFSET if_state.??_CE_BBH
ES 69000000 CALL if_state.printf
. 83C4 94 ADD ESF, 4
SF POP EDI
« BE POP ESI
. 5B POP EBX
. 83C4 48 ADD ESP, 48
. 3BEC CMP EBP,ESP
. ES 19000000 CALL if_state.__chkesp
. SBES MOY ESFP,EBP
. SD POFP EBP
C3 RETN

pr lrlff

printf

"Greater than

"MNot greater t

Stack SS [BBIEFFSBJ BeaB00a1

Registers (FPU)

Address [Hes dump A




011yDbg

Debugging Tutorial

= Breakpoints
Stack view

Registers (FPU)

BDIf format
[printF

BHl £ format
[printF

Rddress |Hex dunp A~

CCCCCCCC Eas
CCCCCCCC
CCCCCCCC
9912FF89
BB48103F| RETURN to if_state.main+1F from if_state.B88481606R
BGIZFFSG Baa66a0a1
7C9168228 | ntdll.7C910228
EEEEEEEE
YFFDBBGBG
CCCCCCCC

CCCCccccC v
COCCCCCC




O0llyDbg
Debugging Tutorial
= Stepping

Step into (F7)

PUSH EBP Registers (FPU)

MOU EBP,ESP
SuB ESP.4B
PUSH EBX
PUSH ESI
57 PUSH EDI
807D Ca LEA EDI,DWORD PTR SS:[EBP-481]
B9 16666668 |MOU ECX, 18
B2 CCCCCCCC | MOU EQX.CCCCCCCC
F3:AB REP STOS DWORD PTR ES:[EDI]
837D 68 B4 CMP DWORD PTR SS:[EBP+31,8
.~7E BF JLE SHORT if_state.B884818380
. 62 38004208 | PUSH OFFSET if_state.??_CE_| BBDl[ - "Greater than
. E8 7oooaong CALL if_state.printf Dxlﬁff
. 83C4 o4 ADD ESF, 4
.vEB 8D JMP SHORT if _state.B0848109A
68 1CBa4288 PUSH OFFSET if_state.??_CE_ BBHl[ - "Mot greater t
ES 69000008 |CALL if_state.printf Dllnff
23C4 64 ADD ESF, 4
SF POP EDI
SE POP ESI
SB POP EBX
83C4 44 ADD ESF, 48
3BEC CMP EBP,ESP
E2S 19060688 |CALL if_state.__chkesp
SBES MOY ESP,EBP
POP EBP
RETN

> 5

D N

Jump is NOT aken
88491880_LF state.B8481630

Address |Hex dump P o1 2FEDC




011yDbg

Debugging Tutorial
= Stepping

PUSH EBP i
MOU EEP,ESP Reglsvers (FPU)
SUB ESP, 4@ : :
PUSH EBX
PUSH ESI
PUSH EDI
LEA EDI,DWORD PTR SS:[EBP-481]
B9 1@oooooa | MOV ECX, 16
B2 CCCCCCCC |MOV ERX,CCCCCCCC
F3:RAB REP STOS DWORD PTR ES:[EDI]
837D B2 6o CMP DWORD PTR SS:[EBP+21,8
.~7E BF JLE SHORT if_state.B88401630D
. 62 38004208 | PUSH OFFSET if_state.??_C@_BBDl[' rmat = "Greater than
ES 72000008 |CALL if_state.printf printf
23C4 04 ADD ESP, 4
D JMP SHORT if_state.B0040109A
68 1CBB84268 PUSH OFFSET iF_state.??;C@_@BHl[f rmat = "MNot greater t
ES 69000008 |CALL if_state.printf printf
23C4 o4 ADD ESP, 4
SF POP EDI
SE POP ESI
5B POP EBX
283C4 40 ADD ESF, 48
3BEC CMP EBP,ESP
ES 19688606606 CALL if_state.__chkesp
SBES MOU ESP,EBP
POP EBP
b RETN v

PB420035=0FFSET (f_state. ?7_LE_WBDEHFLAEGreater?sthan 5zero?675AAE (ASCII "Greater t ¢

>

<

m
m
=

I N N L

3t ¢

Address |Hex dump PN 2012FEDC 2




011yDbg

Debugging Tutorial

= Stepping
Step into (F

e

PUSH EBP
SBEC MOV EEF,ESP
S3EC 48 SUE ESP, 40
53 PUSH EBX
56 PUSH ESI
57 PUSH EDI
807D Ca LEA EDI, ?gORD PTR SS:[EBP-481]

B9 18666668 MOU ECR
B8 CCCCCCCC MOy Eﬂx CCCCCCCC
F3:RB REP STOS DWORD PTR ES:[EDI]
8370 82 B8 CMP DWORD PTR S5:[EBP+81,8
aF JLE SHORT if_state.B8481830D
68 38004208 PUSH OFFSET if_state.??_C@E_ QBDI[
ES 78088868 CALL if_state.printf
83C4 a4 ADD ESFP, 4
vEB 8D JHP SHORT if _state.B0848189A0
68 1CAB4208 PUSH OFFSET if_state.??_C@_ eBHI[
ES 69000088 CALL if_state.printf
83C4 a4 ADD ESF, 4
SF POP EDI
SE POP ESI
5B POP EBR
83C4 44 ADD ESF, 48
3BEC CMP EBF,ESP
ES 1980086008 CALL if_state.__chkesp
SBES MOY ESP,EBP
19 SD POP EBP
AL, C3 RETN

<
-J
m

D N RN

"Greater than
pr lntf

"Not greater t
pr lr|f+

88461168_1F state.printf

tatement

Registers (FPU)

Address |Hex dump | 681 2FEDS




011yDbg

Debugging Tutorial
= Stepping

28401168

» 837D B8 B8
75 1E
. 68 4C014200
. 6A 88

6A 36

68 4008142008

6A 82

ES Febzoooa
. 83C4 14
. 83F8 81
75 81

cC

&
. 68 882R4200

()
aV W
PUSH EBP
MOV EEP,ESP
SUB ESP,8C
PUSH EBX
PUSH ESI
PUSH EDI
LEA EAX,DWORD PTR SS5:[EBP+C]
MOU DWORD PTR SS:[EBP-C1J,ERX
rCMP DWORD PTR SS:[EBP+81],0
JNZ SHORT if_state.B8481133
PUSH OFFSET if_state.??_CE_BPI
PUSH 8
PUSH 36
PUSH OFFSET if_state.??_CE_B3I
PUSH 2
CALL if_state._CrtDbaReport
ADD ESP, 14
CMP ERX, 1
JNZ SHORT if_state.B0481133

INT2
XOR_ECX,ECX

TEST ECX,ECX
LJNZ SHORT if_state.B8401106F

ap into (F

8042614C ASCII "
jalalslslz 1zl ]o)
80000636
88426148 ASCII "
BaaBE6e2

:Cfiﬁbgﬂeport

Regis?e?s (FPU]

PUSH if_state.BB8422AR28 [w al Ba422AS88

. E8 7Da%8608 CALL if_state._stbuf _stbuf

. 83C4 B84 ADD ESP, 4

. 8945 FC MOU DWORD PTR S5:[EBP-41,ERAX
aa4 91] . 8B5S F4 MOY EDX, DWORD PTR SS: [EBP-C] v
EBP=BB012FF28
Local calls from do_something+23, do_something+32 F
Address |Hex dump PN 9012FED4 printf from | te. A

: v v




011yDbg

Debugging Tutorial
= Stepping

Y

PUSH EBP i
MOU EEP,ESP Registers (PPN
SUB ESP, 48 e :
PUSH EBX
PUSH ESI
PUSH EDI
LEAR EDI,DWORD PTR SS:[EBP-48]
B9 18086004 MOU ECX, 18
B2 CCCCCCCC MOV ERX,CCCCCCCC
F3:AB REP STOS DWORD PTR ES:[EDI]
8370 62 a8 CHMP DWORD PTR SS:[EBP+2],8
aF JLE SHORT if_state.B88481620
68 38084200 PUSH OFFSET iF_state.??_C@_@BDl[ rmat = "Greater than
ES 78080804 CALL if_state.printf printf
ADD ESP, 4
D JMP SHORT if_state.B08481689A0
628 1CH842608 PUSH OFFSET iF_state.??_C@_@BHl[*u;’:‘ "Not areater t
ES 69080804 CALL if_state.printf printf
83C4 a4 ADD ESP, 4
SF POP EDI
SE POFP ESI
SB POP EBX
83C4 48 ADD ESP, 48
3BEC CMP EBP,ESP
ES2 196080804 CALL if_state.__chkesp
SBES MOV ESP,EBP
POP EBP
. RETHN

ESF=0B12FEDS

<
-J
m

<
m
m

I N N L U

Address |Hex dump PN 901 2FEDS B




OllyDbg
Assembly Patching Tutorial

* - [CPU - main thread, module keygenme]
File View Debug Plugins Options Window

_I_I_I wln] w4 A LIEI_I_I_I_IJ_I_I_I_IgI_I

8842 a4 gBU Eﬂx DwORD PTR DS: [EDX+41]
E8 3357FFFF CALL keygenme strlen
83C4 B84

g SC1a4288 PUSH OFFSET keygenme.??_CE_ BDD@FGP@LlceI[ ormat = "License key must be 16 cha
E8 ASS7FFFF CALL kevgenme.printf printf

ADD ESP,S

JMP SHORT keygenme.B848BAZF

MOU ECX,DWORD PTR SS:[EBP+C]

MOV EDX,DWORD PTR DS:[ECX+41]

PUSH EDX

sz
ES8 F9SSFFFF |CALL keygenme.B@481005
83C4 a4 AODD ESP, 4
85Ca TEST ERX ERAX
v74 BF JE SHORT kevgenme.B848BRZ22
. 68 34004208 |PUSH OFFSET keygenme.??_CE_ BBE@JNCH@add_[*w1r4 = "Jalid license keyttt@”
. E8 8357YFFFF CALL kevgenme.printf printf
. 83C4 @84 AOD ESP, 4
.vEB @D JHP SHORT keygenme.@B4BBAZF
68 1CO@4288 | PUSH OFFSET keygenme.??_CE_| BBF@CGDC@HOr‘[#u;waf = "Invalid license key...@”
ES8 7457FFFF CALL keygenme.princf printf
83C4 a4 ADD ESP
SF POP E
SE

SB

S3C4 4@ ADD ESP,48

3BEC CMP EBP,ESP

ES2 E457FFFF CALL kevgenme.__chkesp
SBES BP

<

m
m
n
T

Qe 14%}4 F
20408A11
% 3

B

R R IR

keygenme

deress

%
%
;
L

Analysing keygenme: 161 heuristical procedures, 201 calls to known, 244 calls to guessed functions [ Paused




AR4EBBAAG
AA4BBRATY
AA4EBBRAC
AA4EBBAAF
AB40BA1 1
AA4ABA1LS
AA4ABALS
AA4BBRA10D
AR4BBAZA
Ha4BBRZ2
Ha4B8BRZ2Y
AA4BBAZC
Ha4BBAZF
AR4BBA3H
AA4EBAS
AA4EBBAS
AA48BA3
AR4EBBAS
AR4ABAS
AA4ABAS
AR4EBAS

MM O =R =S

OllyDbg
Assembly Patching Tutorial

= Assembly Patching
Change the jump from “invalid” code to “valid”

code
. 52 PUSH EDX
. E2 F95SFFFF CALL kevgenme.B884816865
. 23C4 a4 ADD ESF, 4
. 25CH TEST ERX,ERX
~rd 8F JE SHORT kevagenme.B8848BRAZ2Z2

. 68 34084280

. ES 8357FFFF

. 893C4 B4

.~vEE 8D

» 68 10884280

. E8 V457FFFF
83C4 B84

- L} v.
n
m

. ES E457FFFF
. SBES

. SD

. C3

PUSH OFFSET kevgenme.??_CE_BBERJMCARadd.
CALL kevgenme.printf

ADD ESP, 4

JMP SHORT kevaenme.B8848BRAZF

PUSH OFFSET keygenme.??_CE_BBFRECGOCER oY
CALL kevgenme.printf

ADD ESP, 4

POP EDI

POP ESI

POP EBX

ADD ESP, 48

CMP EBP,ESP

CALL kevgenme.__chkesp

MOU ESP,EBP

POFP EBP

RETHN

C

format
printf

format
printf

= "Ualid license keyttt@"”

"Invalid license key...@"”




AA4ABBAAF
Ba48BA1 1
AA48BA1 3
AA4B8BA1S
AA4ABBA1D
AA4B8BRAZA
Ha48BRZ22
Ha4BBRZ2Y
AA4BBRZC
Ba4BBAZF
AA4EBBASH
AA4ABAS
AA4ABAS
AA48BAS
AA4ABAS
AA4B8BAS
AA48BAS
AR4EBBAS

MMOO=J M) - X

OllyDbg
Assembly Patching Tutorial

= Assembly Patching

Double-click on the short jump

. 9500 TEST EAX,EAX
74 OF JE SHORT kevgenme.B@40BRAZ2

. Eg 33994299 PUSH OFFSET keygenme.??_CE_@BERJMCAGadd|ffornat = "Ualid license keyttt@”

. Aaccee Loaa TR —y-

. 93C4

- 2341 Assemble at 0040BA11

> 68 1C = "Invalid license key...G@"
. E2 74 F

. 83c4 4 |JE SHORT 0040BA22 v

> GF —

. GE

. 3264

" aegc | ¥ Fill with NOP's Assemble | Cancel |

. E2 E4

. SBES e

. SO POP EBP

. C3 RETN




GB40BAL 1

OllyDbg
Assembly Patching Tutorial

= Assembly Patching
Change the jump address

. 95CH TEST ERX, EAX

~rd BF JE SHORT kevgenme.B8848BRA22

. 68 34884260 PUSH OFFSET keygenme.??_C@_@BE@JMCR@add_[5:;a:
. E8 8357FFFF CALL keyagenme.printf printf
. 83C4 B4 ADD ESP, 4

.~EB 8D JMP SHORT kevgenme.B8846BRAZF

> 62 1CBB4200 PUSH OFFSET keygenme.??_C@_BBF@CGOC@Hor'[¥cunw+
. E8 7P457FFFF CALL keygenme.printf printf
. 83C4 ¢ =

? EE Assemble at 0040BA11

. SB

© SeEc | |JE SHORT 0040BA13 4

. ES E¢

. SBES

. SD o

21 v Fill with NOP's Assemble | Cancel |

- "Ualid license keytttQ”

- "Invalid license kev...Q




| 0llyDbg
Assembly Patching Tutorial

= Assembly Patching
Hit assemble
Check that the size of the code hasn’t changed

25Ca TEST ERX,ERX

AA4E v74 B0 JE SHORT kevgenme.B848BA1
B8848BA13 | . 68 248842604 PUSH OFFSET kevaenme.??_CE BBE@JMCR@add_[ "Ualid license keyttt@"”
Ba4 ES 8357FFFF |CALL kevgenme.print printf

283C4 64 RADD ESP, 4

.~EB 8D JMP SHORT kevaenme.B8848BRAZF

> 68 1CHBB84280 PUSH OFFSET kevgenme.??_CE_BBFECGOCER O Invalid license key O]
ES ?45?FFFF CALL kevgenme.printf printf

: EE Assemble at 0040BA13

seec | [JE SHORT 0040BA13 -

cc | ¥ Fillwith NOP's Essenbie]  Cancel |




OllyDbg
Assembly Patching Tutorial

= Assembly Patching

View patches
Click on the “/” toolbar button or hit Ctrl+P

Right click on an entry and click "Follow in

Disassembler” to return to the disassembler at the
target address

¥ - [Patches]
III Ele V Debua Optiol

iJJJ_iJ_LLLJﬁ:JHEJJJJJJEEJJJ

Address Slze
Ba46BA11 2. | Act Ly JE SHORT kevagenme.B8848BR22 JE SHORT kevagenme.B8848BA13

Commer




OllyDbg
Assembly Patching Tutorial

= Assembly Patching
Right click on the patch
“"Copy to executable” = “All Modifications”
OllyDbg 2.0: “Edit” = “Copy to executable”

* - [CPU - main thread, module keygenme]

Debug Plug

nat
rintf

1[ fFormat

E4S7FFFF

All modifications

Analysing keygenme: 161 heuristical pr . guessed functions




TR

011yDbg

Assembly Patching Tutorial

= Assembly Patching
Select "Copy all” (OllyDbg 1.* only)

v74 Ba
. 68 34884260
. E8 B357FFFF
. 83C4 B84

> 68 1CHA4260
. E2 V457FFFF
. 93C4 B4

JE SHORT kevyaenme.9848BA13
PUSH OFFSET keygenme.??_C@_BBE@JNCQ@add_[';;w:
CALL kevgenme.printf printf
ADD ESP, 4

JMP SHORT kevgenme.B8848BRAZF

PUSH OFFSET keygenme.??_C@_BBF@CGDC@Hor'[";~f
CALL keyagenme.printf printf
ADD ESP, 4

POP EDI

POP ESI

POFP EBX

ADD ESP, 48

CMP EBFP,ESFP

CALL keyagenme.__chkesp

MOU ESP, EBP

"Uslid license keyttt@"”

"Invalid license key...Q"

e

Copy selection to executable file X --
Copy selection to executable file?
........... Copy i| Copy all Skip | Cancel |




| 0llyDbg
Assembly Patching Tutorial

= Assembly Patching
Right click in the newly generated executable
Select "Save file”

gggggggg IE_CLONT Goaaaedce
BOREB4F S Backup
BEERB4FS )
AEO0A4FE | Edit
gggggézg ASCII "Invalid license key...@”
ABEEESAT Assemble...
EEBASHA -
BB08856C Save file...
cooeeced |
OPOOESOF| OO0 Breakpoint
it
BEEEES1A| Goto
PERRASC
PERRES1E
BRABESE 1 Search for
DooooSos|

ABORASZE | ~ Highlight register
PEREASZD )
BB8aa532 Addressing
PEBBAS3S

cooeectd e . e
[ et o ooy €lp on comman 1tt+
DB000SL
BAAAASIE Hex
APRBASS 1
PERRASSE |~ Text
oo
PRBAESSO| Integer
PPBBASSE
AERBASE1 |+ Float
PENRASES

ASCII "Valid license keyttt@”

v Disassemble




OllyDbg
Assembly Patching Tutorial

= Assembly Patching
Save the new executable

v74 B8 JE SHORT @088BA13
68 34004200 PUSH 426834
BBBBBHIS ESCBdbr

: Save data to file

Savein: | () crack

A Mkeyger

My Recent
Documents

4 >

&4

Desktop

-/

My Documents

oL
My Computer

.«

My Hct..ork File name: ygen cked|ex v Save |
Places
X, [*.exe) LI Cancel

Save as type:




= Disassembler, Decompiler*, Debugger
Commercial debugger

With freeware and demo versions

Now a Hex-Rays product
Formerly Datarescue

*Decompilers sold seperately (and is expensive)




€ IDA - C:\Documents and Settings\Jojo\Desktop\Advanced Reverse Engineering\sample_code'\crack\keygenme.exe M=

File Edit Jump Search View Debugger Options Windows Help

= #h ¥ 1 | Test v
EEe BA 2PHAS /-H gy N
Boen BB -« N X - #- S HK/~-~
Bre FRB | FAEA

2= ) I B B |

[Z] DA View-4 st Hex View-& Eﬁ Exports !?_r% Imports | N MNames "_.o" Functions | """ Strings ﬁ Structures | En Enums

\Z] IDA View-A

eax, 22h )
short loc_ 403666

|

EEN L
ecx, [ebp+var_4]

ecx, 1 loc_4083666:
[ebp+var_4], ecx| |mov [ebp+var_8],
short loc_48366D

l
vy
BN EAN Ll

loc_468366D: loc_40366F:
jmp short loc_483676( |mov [ebp+var_8], 8
l |
vy

<

Propagating
Function argument information is propagated
The initial autoanalysis has been finished.

AU: idle Down | Disk: 2GB




= Shortcuts
Run (Fg), step into (F7), step over (F8)
Set/clear breakpoint (F2)
Apply name to an address (N)
Comment (:), repeatable comment (;)

Toggle graph view/assembly view (space)
Jump to name/address (G)

Follow reference (enter)
Display/jump to cross-references (X)

Return to previous location (esc)




IDA Patching

= Patching
Edit “cfg/idagui.cfg”
Change "DISPLAY_PATCH_SUBMENU" to "YES”

€® IDA - C:\Users\Owner\Desktop\Software Reverse Engineering\assignments\{
File @ Jump Search View Debugger Options Windows Hely
D) Ctrl+Ins L } A @ (,ﬁ m‘?j
Begin selection Alt+L

Select identifier Shift+Enter
DAView-A [
Code

Data

Struct var...
Strings
Array...
Undefine

Rename

B. X % % E

Operand type
Comments
Segments
Structs

[ [ Y R Ry RN RN R Y

Functions
Patch program Change byte...
Other Change word...

Plugins Assemble...




Decompilers

; =============== § UBROUTTI N E ======================================= hool __ cdecl sgell(_ inték4 al1, __ inték4 a2)
{

; Attributes: bp-based frame return al >= a2;
b

; sgell{ inté64, _ intéy)
public @sgell$qjj

@sgell$qjj proc near

arg_8 = dword ptr 8

arg_h = dword ptr OCh

arg_8 = dword ptr 18h

arg_C = dword ptr 14h
push ebp
mov ebp, esp
mov eax, [ebp+arg_#0]
mov edx, [ebp+arg_4]
cmp edx, [ebp+arg C]
jnz short loc_18226
cmp eax, [ebp+arg_ 8]
setnb al
jmp short loc_10229

loc_16226: ; CODE XREF: sgell{_ inté4,_ inté4)+Cj
setnl al

loc_18229: ; CODE XREF: sgell{_ inté4, inté4)+14j
and eax, 1
pop ebp
retn

@sgell$qjj endp

|F————————————————



WinDbg

= Disassembler, Debugger
User/kernel-mode debugger

&1 Kernel ‘com:port=com1,baud=115200' - WinDbg:6.0.0017.0
File Edit Yiew Debug Window Help

2| 4|z BBEE el o BEREEEE0] [E 8 2 Al 2 5

-10] x|
fwooscerey _ioi x|
Offset: I Previous I Next |

10/ x|

Customize...

Reg |Value A|

fd8f2333 ffc2 inc ed=
£d8£2335 0c00 or al,0=0

Ntfs!|NtfsExceptionFilter:

fd8f2338 8Sbhec nov ebp.esp
fd8f233a 51 push ecx

fd8f233b 51 push ecx

fd8f233c 803de2as90£d400 CI byte ptr [Ntfis!NtfsTestFilter (fd90aee2)].
lﬂéi%ﬂ
fda8f2344 8b5d0c nov ebx, [ebp+0zc]
fd8f2347 8b03 nowv eax, [ebx]
fd8£2349 S6 push esi

fd8f234a 57 push edi

fd8f234b 8b38 nov edi, [eax]

fd8f234d 0£8596850000 ine Ntfs!NtfsExceptionFilter+0x18 (fd8fafe9d)
F1QF7QCQ a1 f£NANNNNAN P adi Ne~NNNnnnea
4

e b v e bt A e e b e e

C:
Args Funcinfo | Source l Addrs | Headings MNonvolatile regs | Frame nums I Arg bypes | More | Less |

ChildEBP RetAddr Args to Child

fde760a4 £d9217a5 80dacda8 £d46760d40 80510£25 Ntfs!NtfsExceptionFilter
fde760b0 80510f25 £fd6760d48 00000000 £d46760d8 Ntfs!NtfsFsdCreate+0x217
fd6760d8 80512ba3 £fd6761b8 fd676a64 £d676208 nt!_except_handler3+0x4b

fde760fc 80512b77 fd6761b8 fd676ab4 £d676208 nt!ExecuteHandler2+0x26
F:—rF.'?ﬁ‘I,:Q ANE1 2264 fAR7ARTRA fARZAR?2NA ~NNNNN22 nt |FvernteHandlerd+Nw?24 _'LI
4 4V

gs 0

fs 30

es 23

ds 23

edi £d4909998
esi 0

ebx fde76a64
edx 80512bb7
eCx cOooooz22
eax fde760d40
ebp fde76a74
eip fd8£2337
cs g

efl 282

esp fde760a8
ss 10

dr0 0

drl 0

dr2 0

dr3 0

dré fEE£f0££0
dr? 400

di 9998

si 0

bx 6abd B
| v

[Lno,Colo | Syso:coMPor | Proc 000:0 | Thrdooo:o [2sm [ove [caps [mum




Questions/Comments?




