MODERN VULNERABILITY
EXPLOITATION:

THE STACK OVERFLOW




History of the Stack

Overtlow

= Buffer Overflow
Understood as early as 1972
Computer Security Technology Planning Study

= Morris Worm

First hostile stack overflow exploit, 1988
Targeted Unix’s finger service

= Phrack

"Smashing the Stack for Fun and Profit”
By Aleph One

Educated the hacking community




Stack Overflow 1n Practice

= Code Red

July 13, 2001
Worm targeted IIS 5.0 stack overflow
Infected 359,000 computers in one day




Stack Overflow 1n Practice

= SQL Slammer

January 25, 2003

376 byte worm targeted Microsoft SQL Server
2000

Patch was available 6 months beforehand
Even infected computers belonging to Microsoft

90% of all vulnerable machines were infected
within 10 minutes




Stack Overflow 1n Practice

= Twilight Hack
Exploit for the Wii
Renamed Legend of Zelda horse "Epona”
Triggered when brought up in conversation
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The Name

= Stack Overflow

Occurs when the size of the stack is insufficient
Not an exploit, just an out of memory exception

= Stack Buffer Overflow

Most often called a stack overflow
Sometimes a stack overrun

Sometimes referred to as stack smashing




Buffers

= Buffer

A contiguous section of limited memory
C buffers most commonly exist as arrays
C strings are null-terminated char arrays

vold main() {
char str[6] = "Hello":

printf ("Z“s\n", str):



Bounds Checking

= Bounds Checking
C/C++ implement no inherent bounds checking
It is possible to index values outside of an array

Enables memory corruption
Enables exploitation

= {1,

C:\WINDOWS\system32\cmd.exe

C:\Documents and Settings\Jojo\De
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Buffer Overflow

= Buffer Overflow

The writing of data past a buffer’s boundary
Ex:

What indexes are allocated for n?

What indexes are written to for n?

vold main
int n[3]
int 1;

for (1 =
nii]




| Stack Overflow

= Stack Overflow

A subset of the buffer overflow
A buffer overflow of a variable on the stack

Overflow variable

Local variable

Overflow
Direction

Saved EBP

Return address

OX0012FFFF




C String Operations

= CStrings
Just arrays of characters
Terminated with the NULL character (oxo00)
String operations are terminated when the string
terminator is encountered
Ex:

vold main() {
char source[7] = "012345";

char dest[3] = "01";

strcpy(dest, source);




Stack Overflow

= Example
gets() overwrites str with an input string

char str[l6];

gets(str);
printf("%=\n", str);




Stack Overflow

HHUd 1 UM
Ha4Ha1861
481663
AA4Aa1 8686

34681869
AA4A81 667
ABCDEFGHI JKLMNO

AAa481868F
34814812
AAd4A3148185
AAd4Aa1416

AA4a1824
AAd4Aa16023
AA431825
HAdA1 Q26

BA12FFE8
BEa12FF6C
Ba12FF7a
Ba12FF74

BB486030
Ba12FF78
44434241
43474645
AA1Z2FF72] 4C4B4R49
AR1Z2FF7C 884F4E4D
AA12FF26 | raBl12FFCa
Ba12FF24

ASCII "x<@"

AA12FFE2| | 808886061
AA1ZFFSC ) 88416BE7G
AA12FF24a) ) 88416DARG

aa12FF94

Aa12FF22| | FFFFFFFF
AA1Z2FF2C ) PFFOFB6G6
AA12FFAG| | 88886661
AA12FFA4 || 98888006
AA1Z2FFAS ) B812FF94
Aa12FFAC|| 8658B9BS

aa1z2FFES
aal12FFE4
aa12FFES
Baa12FFBC
aalz2FFCa

80482508| SE handler

ulalalalalalals
=001 2FFFB

. SBEC

7C218228| ntdl 1. 7C218228

S83EC 18

. 8045 FB

=17
ES 49800800

. 893C4 B4

204D Fa

. 51
. 68 306840080

ES 67800800

. 83C4 62
. SBES

SO

ASCIT "ABCDEFGHIJKLMNO™

88401156 RETURN to stack_ov.<{ModuleEntryPoint>+8B4 from stack

BB12FFEB| Pointer to next SEH record
BB4850A8| stack_ov.884656AS

-I | :-
MOU EBP,ESP
SUB ESP, 18
LEA EARX,DWORD PTR SS:[EBP-181]
PUSH ERX

CALL stack_ov.B88401658

ADD ESP, 4

LEA ECX,DWORD PTR SS:[EBP-181]
PUSH ECX

PUSH stack_ov.B88486038

CALL stack_ov.B88401627

ADD ESP, 8

MOU ESP, EBP

POFP EBP
H [

ASCII "=<@"”




8@12FF68 a8486038

Stack Overflow

C:\Documents and Settings
1123456789281 2345ABCDEFG

Ba12FF 70
44434241
42474645
4C4B4A49
©| BB4F4E4D
4| [eB12FFCo
|| 26421156
BEGEERE 1
B@410E70
B@4160A0
7C910228
FFFFFFFF
7FFDFB@0
BEGEEAE 1
PAGEEABE
Ba12FF 94
2G58B9E5
B@12FFED
BA4E2500
BA4ESHAS
|| paoea660
1| Laa1 2FFFo

ASCII "=<@"
ASCII "ABCDEFGHIJKLMNO™

RETURN to stack_ow.

ntdll.7C216228

Pointer to next SEH record

SE handler
stack_ov.B8846568R8

SBEC
S83EC 18
2045 Fa
=17

ES 49800800

83C4 B4
204D Fa
51

68 30604800
ES 67800800

83C4 @8
SBES
SO

{Modu leEntryPoint >+8B4 [

MOU EBP ESP

SUB ESP, 16

LER EQX.DMDRD PTR SS:[EBP-181]
PUSH ERX

CALL stack_ov.B88401658

ADD ESP, 4

LEA ECX,DWORD PTR SS:[EBP-181]
PUSH ECX

PUSH stack_ov.B884860306

CALL stack_ov.B884810627

RADD ESP, S

MOY ESP, EBP

POFP EBP

ASCII "=<@"”

6@12FF68 B80486038| ASCII "X%=Q"
BO12FF78| ASCII 812345678901 2345SABCDEFG’
333231306

37363534

31383938

35343332

44434241

80474645

BeaBeeaa 1

B80416E7H

804 16DAGB

7C916228 | ntdl L. 7C218228

FFFFFFFF

YFFDDBBA

BaaBaeaA 1

B0ABRRRG

Ba12FF24

S0SSB9BS

BB12FFEB| Pointer to next SEH record
B80482508| SE handler

BA4850A8| st ack_ov.B8848568RS

BaaBRERe

HA1 2FFFA




Stack Overflow

= Example
Prints successfully

Restores a bad base pointer (0x44434241)
Not a critical error

Returns to a bad address (0x00474645)
Critical error

C:\Documents and Settings\J

1123456789012345ABCDEFG
1123456782012345ABCDEFG

Access violation when executing (00474645




Highland and Lowland

Addresses
= Highland

Most significant byte in address is not oxoo
Unlimited injected code size
Linux stacks are in highland address space

OXO8XXXXXX

= |Lowland

Most significant byte in address is oxo0
Limited injected code size
Windows stacks are in lowland address space

WinXP: 0X0012XXXX
WINNT: 0X0040XXXX




Endianness

= x86 Endianness
Little-endian

» Endianness and Lowland Addresses

Lowland addresses may be injected

On the condition that they are the last item
Register

OAOBOCOD

Little-endian




Endianness

= Stack Overflows and Endianness
Sometimes only a partial overwrite is needed

Sometimes only a partial overwrite is present
Off-by-one

Ba48BCY3| vu ln_ser.8848BCTY3

A1 2FFSA

B8460BBA1 | RETURN to wuln_ser.898468BBA1 from wuln_ser.B8848106R
BEaBRBAasC

7C216228 ntdl L. 7C218222

FFFFFFFF

rFFD2B88a

cCCCCCCCcC

ccCCcCCCC




Endianness

= Stack Overflows and Endianness
Ex: Overwrite 4[4 bytes with A's (ox41)

Ba12FD7a
Ha12FD74
Ba12FD73S
Ba12FDYC
AA12FDSA
A812FD34
AA12FDSS
AA12FDSC
Bal12FD949
Ha12FD94
Ha12FD93
Hal12FD3C

Bal1z2FD7a
aa12FD74
aa12FD7S
Ba12FD7C
AA12FDS8A
Aa12FDS4
AA12FDSS
AA12FDSC
Ba12FD24
aa12FD24
Ba12FD23
aal2FD2C

Hni FF u
B848EBEA1
BaaaRaAacC
7Co18228
FFFFFFFF
rFFD988a8
CEEEEEEE
CCCCCCCC

41414
AA4BBCTY S
41414141
41414141
BaaaaRaA
rC2182238
FFFFFFFF
rFFDRGBA
| P e I« 4 [ [ [ [
CCCCCCCC

4141
141
141

| vu ln_ser.8840BCY3

RETURN to wuln_
ntdll.7C216228

vy ln_ser.8848BC7Y3

ntdll.7C218228

Ser.t

148BEBA1 from wuln_

SeET.




Endianness

= Stack Overflows and Endianness

Ba12FD7a
Ha12FD74
Ba12FD7Y3
Ba12FDYC
AA12FDSA
A812FD34
AA12FDSS
AA12FDSC
Bal12FD949
Ha12FD94
Ha12FD93
Hal12FD3C

Ba12FD7aE
Ba12FD74
Ha12FD7S
Ba12FD7C
AA12FDeA
An12FD24
AA12FDEs
AA12FDaC
Ha12FD949
Ha12FD94
Ha12FD98
HAa12FD3C

HHl FF u
B848EBEA1
BaaaRaAacC
7Co18228
FFFFFFFF
rFFD988a8
CEEEEEEE
CCCCCCCC

41414141
41414141
41414141
AA48BCYS
41414141
B8414141
BEBBaasC
rCo918228
FFFFFFFF
7FFDRGBE
CECECCEE
CECCCCEE

vid ln_ ARdABCTY S

RETURN to wuln_
ntdll.7C216228

=T

vy ln_ser.8848BC7Y

vy ln_ser.98414141
ntdll.7C218223

=19 |

Ser.t

148BEBA1 from wuln_

Ex: Overwrite 3/4 bytes with A's (ox41)

SET.




Endianness

= Stack Overflows and Endianness

Ba12FD7a
Ha12FD74
Ba12FD7Y3
Ba12FDYC
AA12FDSA
A812FD34
AA12FDSS
AA12FDSC
Bal12FD949
Ha12FD94
Ha12FD93
Hal12FD3C

Ba12FD7a
Ba12FD74
Ba12FD73
Ba12FD7C
HA12F0DS8H
aa12FD84
A1 2FDSS
AA12FDSC
Ha12FD9a
Ba12FD94
Ba12FD98
Ha12FD2C

HHl FF u
B848EBEA1
BaaaRaAacC
7Co18228
FFFFFFFF
rFFD988a8
CEEEEEEE
CCCCCCCC

41414141
41414141
41414141

vid ln_-
RETURN to wuln_
ntdll.7C218228

AA4B8BCTY 3w

41414141
00084141
BEBPRREC
7C910228
FFFFFFFF
7FFD60E9
CCCCCCCC
CCCCCCCC

=T

ARdABCTY S

AR4dABCTY S

ntdll.7C218223

Ser.t

148BEBA1 from wuln_

Ex: Overwrite 2/4 bytes with A’s (ox41)

SET.




Endianness

= Stack Overflows and Endianness

Ba12FD7a
Ha12FD74
Ba12FD7Y3
Ba12FDYC
AA12FDSA
A812FD34
AA12FDSS
AA12FDSC
Bal12FD949
Ha12FD94
Ha12FD93
Hal12FD3C

Bal12FD7a
Ba12FD74
Ba12FD7Y3
Bal12FD7C
AA12FDea
BAa12FD34
AA12FDSS
AA12FDSC
Ha12FD94
Ba1z2FD94
Ba12FD93

HHl FF u
B848EBEA1
BaaaRaAacC
7Co18228
FFFFFFFF
rFFD988a8
CEEEEEEE
CCCCCCCC

HA4ABCY

41414141
Ba46a664 1
BBBBBasC
rCo918228
FFFFFFFF
7FFDDBaa
CCCCCCCC

vid ln_ ARdABCTY S

RETURN to wuln_
ntdll.7C216228

=T

v ln_ Ba4aBCcys

vy ln_ser. 884000841
ntdll.7C218228

SEl.

Ser.t

148BEBA1 from wuln_

Ex: Overwrite 1/4 bytes with A's (ox41)

SET.




Endianness

= Stack Overflows and Endianness
Ex: Overwrite o/4 bytes with A's (ox41)

Ba12FD7a
Ha12FD74
Ba12FD73S
Ba12FDYC
AA12FDSA
A812FD34
AA12FDSS
AA12FDSC
Bal12FD949
Ha12FD94
Ha12FD93
Hal12FD3C

aa12FD7a
Bal12FD74
Ba12FD7S
Ba12FD7C
AA12FDSA
Aa12FD34
AR 2FDSS
AA12FDaC
Ba12FD9a
AA12FD94
HHl FD4—

Hni FF u
B848EBEA1
BaaaRaAacC
7Co18228
FFFFFFFF
rFFD988a8
CEEEEEEE
CCCCCCCC

AA48BCY S
41414141
Ba46BEOA
BaBBBasC
rC2108228
FFFFFFFF
7FFDRBBA
CCCCCCCC

vid ln_

RETURN to wuln_

ey . 18048BCTY S

ntdll.7C210223

vid ln_-

=1 =g g

AA4ABCTYS

vy ln_ser.8840BE8G
ntdll.7C218228

Ser.t

148BEBA1 from wuln_

SeET.




Potential Stack Overftlow

Explolit Vectors

= Common Unsafe I/O Functions
gets()

Incredibly unsafe, never use

scanf() family

Without precision specifiers there is no bounds
checking

cin >> char(]
No bounds checking
Use cin.get(), cin.getline() with length specifiers




Potential Stack Overftlow

Explolit Vectors

= Common Unsafe String Functions

strcpy(), strcat()
No length specifiers, use strncpy and strncat

fgets(), strncpy(), ..., functions w/ length specifiers

Specify your length correctly!
Notorious for off-by-one errors




Targets for a Stack Overtflow

= Control Pointers
Return pointer (ret)
Stack exception handlers (SEH)
vtable pointers
Function pointers in general

= | ocal Data

Variables
Control
Authentication
Pricing




Exploiting the Return

Address

= Return Address
All data is "overrun” up to the return address

Hacker gains control when the function returns

Function must reach its return instruction
0x0012CFFF

Overflow
Direction

Old stack data Old stack data

0x0012FFFF




| Exploiting the Return
Address

= Normal Execution

char str[1l6];

gets(str);
printf{"%s\n", str);

884060338 ASCII "X<E"

Ba12FF738| ASCII "ABCDEFGHIJKLMNO™
44434241
43474645
4C4B4R49
Ba4F4E4D
FEa12FFCH
88401 15S6| RETURN to stack_ov.<{ModuleEntryPoint>+8B4 from stack_ov.B8848160606
BBBB6BHaA 1
B8416E7A
Ba416DAA
7C216228 ntdll.7C218228
FFFFFFFF
YFFDFaaa
BBB666aAa 1
BEBBHRRAG
Ba12FF94
8B8538B9ES
B812FFEB| Pointer to next SEH record
88462508| SE handler

BB46B56AS | stack_ov.884856R2

BBBBBARARA
=031 2FFFB




Exploiting the Return

Address
= Exploit

BA12FF&8
AA12FF&C
A1 2FF7A
Ba12FF74
(%1% B FF“”
A1 2FF7

AA12F 7_

HHl FF44
AA12FF9S
Ba12FF3C
Ba12FFAB
Aa12FFR4
AA12FFAS
Ba12FFAC
Aa12FFBEB
aa12FFB4
AA12FFBS
Ba12FFBC
Ba12FFCa

char str[1l6]:

gets(str);

printf ("= \n"

PB4RERZD
B812FF 70
44434241
42474645
4C4B4A49
BB4F4E4D
- 031 2FFC
B0491156
PERRERE 1
864 1BE7D
864 1B0AD
7C918228
FFFFFFFF
7FFOF 200
PEEEERE 1
PEBEBROE
B012FF94
S0SSE9ES
B012FFED
BE4B2500
PE4ESOAS
BOABERRD

=001 2FFFB

ASCII "=<@"

str);

BE12FFES

ASCII ""ABCDEFGHIJKLIEEDYE=I

RETURN to st

ntdll.7C2162238

Ba12FF7a
Ba12FF74
Ba12FF7S
Ba12FF7C
A1 2FFaA
. Ba12FF24
AA12FFS8
Ba12FFSC
Ba12FF9a
Ba12FF94
Ba12FF93
BAa12FF9C
Ba12FFRa
Aa12FFR4
Ba12FFRS
Ba12FFAC

Pointer to nest SEHGG1Z2FFEA

SE handle

stack_ov. 96495998

aal12FFE4
aa12FFES
aa12FFBC
aal1z2FFCa

AA4B81688F| <

0012FF 70
9GIBIRID
33369090
33369090
33369090
41414141
0012FF 70
BEREEEE 1
064 1BECD
804 1B0F9
FFFFFFFF
BOES3E40
7FFDS000
PEREGEE 1
BEREBRGE
B012FF94
SOSSE9ES
001 2FFED
BB4B2500
BB4ESOAS
BEREEEE0
801 2FFFo

Pointer to next SEH record

SE handler

stack_ov.B884856R2




| Exploiting the Return

Address
= Exploit

BAAa12FF78
Ba12FF71
Ba12FF72
Ba12FF73
Ba12FF74
Ba12FF7S
BA12FF76
Ba12FF77
BA12FF73
Ba12FF 79
Ba12FF7A
Ba12FF7B
Ba12FF7C
Ba12FF 7D
Ba12FF7E
Ba12FF7F
Aa12FF2a
Ba12FFS1
Ba12FFS2
Ba12FFS3
Ba12FF24
AA12FFS6
A1 2FFSS8
Ba12FFSA
A1 2FFSC

NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
INC ECX
INC ECX
INC ECX
INC ECX

BA12FFe3
BAa12FFEC
BA12FF78
Ba12FF74
Ba12FF7S
Ba12FF7C
Ba12FFsa
Ba12FF24
A1 2FF38
A1 2FF3C
Ba12FF9a
Ba12FF94
Ba12FF92
Ba12FF9C
Ba12FFRa
aa12FFR4
Ba12FFRS
Ba12FFRAC
Ba12FFEA
Ba12FFBE4
Ba12FFBES
Ba12FFBC

aa12FFCa

JO SHORT @812FF8S
ADC AL,BYTE PTR DS:[ERK]
ADD DWORD PTR DS:[ERX], EAX
ADD BYTE PTR DS: [ERK], AL
ROR BYTE PTR DS:[ESI], 41

8481 66F
Ba12FF7a
2398948948
289894898
2898948948
23939398
41414141
Ba12FF7a
BaaBa6aa 1
B84 168ECH
2841080Fa
FFFFFFFF
BBES3E48
rFFD2B8a8
BaaBa6aa 1
BaBBnARAG
Ba12FFo4
S8AS8B9ES
Ba12FFEB
B8a482508
Ba4856A8
BaaBnAaAaAE
Ba12FFFa

stack_ov.B8848188F

Pointer to nexrt SEH record

SE handler

stack_ov.B884856R3




Exploiting the SEH

= Structured Exception Handler (SEH)

When an exception occurs
The SEH chain is travelled

Each handler chooses to handle or pass on the
exception

If no exception handler is called, the default (UEF)
deals with it SIS

stack_overflow.exe has encountered a problem and
needs to close. We are somny for the inconvenience.

If you were in the middle of something, the information you were working on
might be lost.

Please tell Microsoft about this problem.

‘We have created an error report that you can send to us. We will treat
this report as confidential and anonymous.

To see what data this error report contains, click here.

Debug Send Error Report | |:




! Exploiting the SEH

= Structured Exception Handler (SEH)
Linked list of exception handlers

Address : start Address - 0x71AA5500 Address - 0x71AA5580

Link List Record
Next Record

Ox71AAS500

Exception Handle

0x10BB2220

1

Link List Record

Next Record
O0x71AA5580

Exception Handler

Ox4066EF10 H

1

Link List Record

Next Record

OXFFFFFFFF

Exception Handle

Ox6ACC4440

> Address - 0x108B2220

Function to

handle divide by
0 errors

L Address : 0x4066EF 10

Function to

handle excessive
string lengths

L Address : 0x6ACC4440

Function to

handle missing
files




Exploiting the SEH

= Structured Exception Handler (SEH)
Example of a programmer-defined SEH

int ExceptionHandler():

o1d main() {
char str[1l6];

_try {
gets(str);
printf ("%=\n", str);

¥
__except (ExceptionHandler()) {

¥

int ExceptionHandler() {
printf ( "Exception™n");
return 0;



Exploiting the SEH

= Structured Exception Handler (SEH)
Exception handler is “registered”

EXCEPTION_REGISTRATION

Pointer to next SEH
Pointer to exception handler (this is a function pointer!)

_— S Bo4@11FC| Entry addre
—— o en DO1CMRCT| GD4GSERS| seh. OBOGORE
00401003| . 6A FF PUSH 1" 9012FF7C| FFFFEFFE
godolees| . 6AFF . |PUSH -1 o oo G901 2FF 20| Fea12FFCa
i IRt o [ Ee P e ot SE handler installstionfi22i2FFd | | 06401385| RETURN to
EEEENGEE . ool conoon { MOy ERX, DWORL 0] oo1zFrac|| oa416ESE
Selppd ] (Ot S [t E S i S SRR S S e oa12FF90| | 6a4160E8
00401016 . 64:8925 Ll il AL o012FF24|| 7C910223| ntdl 1. 7Co10228

101D] . 83C4 ADD ESE, -1 oo12FFos|| FEFFFEFF

Frac| | 7FFoFame

Point >+8B4 from seh.B88481668

seh.<{Modu leEntry

: oot ¢ 01 2rFao| | ooeanesi
2 S o St e e e e oo aa12FFA4| | eaepepae
| 745 FC 06G0D{110U DUORD PTR 35: (EBP-41,0 a012FFre | aB1oFFod

e as | R O 2 e b lla SR s a512FFAc|| 258B9BS

Slppiany| o i EDoH Eag . o Tl sssLEsR-ced o012FFEG| | 9812FFED| Po to next SEH recor d
gada105a| . S ISH ERX ot oes B012FFea|| 004011FC| SE handle

00401031| . ES 830€ L omel i 2 Goiorroe | BadasERs 2oh  apIpeEs

BE4p1635| . 804D DS LEA ECX,DWORD PTR SS:[EBP-28] 001ZFFBC| | 00090000

oo12rFCo | Loal2FFFa
@a12FFC4| 7C817077| RETURN_to kernel32.7C817077
2 310228 ntd 310222




Exploiting the SEH

= Structured Exception Handler (SEH)
Default structured exception handler
Stored near bottom of the stack
Note the end of SEH chain value

HU1ZFFLS
BA12FFCS
Bal12FFCC
Balz2FFDG
Ba1z2FFD4
Bal12FFDS
Ba1z2FFDC
HA12FFEA
Bal1z2FFE4
HA12FFES
HA12FFEC

Balz2FFFG
Ha12FFF4
BA12FFFS
HA12FFFC

- '

FFFFFFFF
7FFD9066
805512FA
Ba12FFCS
S5B30920
FFFFFFFF
7C239A02
7C217026
PREEEEOE
PEABEEOE
PEGEEEEOG
Pa461204
PEABBEOG

End of SEH chain
SE handler
kernel32.7C217634

seh.<Modu leEntryPoint >




Exploiting the SEH

= Exploiting the SEH
Overwrite the next SEH pointer
JMP+6 (oxEB06)

Overwrite the SE handler
Make it point to a POP, POP, RET in NTDLL
Msfpescan can find this for us

Create an access violation to be handled by the
SEH chain

Generate one using your egregious overwrite




Exploiting the SEH

= Exploiting the SEH
Why POP, POP, RET?

EXCEPTION_DISPOSITION is placed on an independent exception
dispatcher stack

EstablisherFrame points to our SEH registration (which we overwrote) and
is located at [ESP + 8] on the new stack

We execute our SE handler (pointer to POP, POP, RET)
POP, POP, RET will begin execution at our SEH registration

typedef EXCEPTION DISPOSITION (*ExceptionHandler) (
IN EXCEPTION RECORD ExceptionRecord,
IN PVOID EstablisherFrame,
IN PCONTEXT ContextRecord,
IN PVOID DispatcherContext);




Exploiting the SEH

= Exploiting the SEH

Why not just make POP, POP, RET address point
to the shellcode???

0x0012CFFF
Locals

Next SEH PopPopRet
SE Handler
Old EBP
Return Address

Parameters
0x0012FFFF




Exploiting the SEH

= Exploiting the SEH

From:

http://www.i-hacked.com/freefiles/EasyChat_SEH_exploit_v1.3.pdf

Normal stack frame

Unused Stack
(Lower memory addresses)

funcC Local Variables

Next Exception_Registration_Record

funcC Exception Handler

funcB's EBP

Return Address in funcB

funcC Argument 1

funcC Argument 2

Buffer overflow stack frame

Unused Stack
(Lower memory addresses)

Beginning of buffer overflow (0x41)

Stage 1 (short jump to stage 2)

Address to pop/pop/ret

Stage 2 (primary payload)

pop/popiet
function

Stage 2 (continued)

Stage 2 (continued)

Stage 2 (continued)




! Exploiting the SEH

= Exploiting the SEH

Hal1z2FF44
Ha12FF48
Ha12FF4C
Hal1z2FFSe
Ha12FFS4
BA12FFSS
HAa12FFSC
Ha12FFea
Hal12FFed
HAa12FFe8
Ha1Z2FFeC
Ba12FF7a
Ha12FF74
BA12FF73
Ba12FF7C
A1 2FF 23
Hal12FFS4
HA12FFa8
AA12FF2C
Ha1z2FF98
Bal1z2FF94

~ e P

P43 10936
B@12FFSS
FFFFFFFF
BEES2EAG
7FFDEQGS
41414141
41414141
41414141
41414141
41414141
41414141
9BIPBEER
7CE7F422
D9591E6A
2474D9EE
73815BF4
SEESEE13
FCEES305
S147F4EZ
ESBEDSOA
32879015

|

RETURN to -

Pointer to next SEH record
SE handler




Questions/Comments?




