Fall 2014

CODEBREAKER CHALLENGE 2.9




Challenge Scenario

"An international terrorist organization has recently
revised the operational security (OPSEC) procedures
used to communicate with their members in the field.
We have recovered a program that we believe is
being used to covertly send encrypted messages. On
the surface, the program appears to simply check the
weather forecast in a few cities, but we believe there
is more to the program than meets the eye. Your
mission is to figure out how to execute the covert
functionality, reverse-engineer the encryption
algorithm, create a decryption program, and lastly
figure out a way to decipher a message that was
captured from a high-value target.”



The Challenge

= There are 4 different levels or "tiers" to this
challenge problem

Tier 1: Determine how to execute the hidden
functionality

Tier 2: Bypass an authentication check
Tier 3: Create a decryption program
Tier 4: Decrypt message from a high-value target

= Each tier gets progressively harder and builds
off lower tiers




The Challenge (cont.)

» The program will provide you with directions
for where to send an encrypted email after
you complete Tier 3

Please use your *.edu address so we know you are
a student

You will then be sent the encrypted message for
Tier 4

= Solutions are due by the end of 2014



Getting Started

= Review the 'Getting Started’ tips in the
Codebreaker Challenge document

* Download the IDA Demo from Hex-Rays

https://www.hex-
rays.com/products/ida/support/download demo.h
tml

= Try running the program with different
options and observe its behavior

= Disassemble and start analyzing the binary



https://www.hex-rays.com/products/ida/support/download_demo.html

Reverse Engineering Tips

= Examine strings in the binary using IDA

Look for clues that relate to the functionality you are trying
to find / reverse

Utilize IDA xrefs to find code that references the string(s) of
interest

Utilize symbols (e.g., function names) to help determine
what a section of code does
» Try setting debugger breakpoints to help RE code

Single-step after hitting a breakpoint and see how the
values in registers/memory change

Look for the result of interesting computations. You can
sometimes get the data you need from memory

= | everage online resources, e.g.,Intel manuals, RE
lectures, etc. for help on reverse-engineering




Reverse Engineering Tips

= Optimizing compilers sometimes generate
strange looking code for simple operations

= |n this challenge, you will encounter one such
optimization during Tiers 2 — 4

= To save you some time/frustration, we will
walk through an example and explain the
math behind the optimization



What does this code do?

mov edx, oxAC769185 [/ edx = oxAC769185

MOV eax, ecx
imul edx

/] ecx = input value
/| edx:eax = eax * edx

lea eax, [edx + ecx*ox1]/[ eax = edx + ecx

mov edx, eax

sar edx, ox6

MOV eax, ecx

sar eax, oxaf

mov ebx, edx

sub ebx, eax

mov eax, ebx

imul eax, eax, oxsf
mov edx, ecx

sub edx, eax

/[ edx = eax

/[ arith right shift; edx = edx >> ox6
/| eax = ecx

/| eax = eax >> oxaf (31)

/| ebx = edx

/| ebx = ebx - eax

/| eax = ebx

/| edx:eax = eax * oxsf (95)
/[ edx = ecx

/] edx = edx — eax

/[ edx is the final result



Signed Division and Remainder

*= The code computes: edx = ecx % 95

= Why multiply by oxAC769185 and where did that
number come from?
Division is a time consuming operation

When the divisor is a constant, the compiler can
optimize the computation

» The basic trick is to multiply by a "magic value”
(~ 232/d) and extract the leftmost 32 bits of the
product

= The following site computes these numbers for
you: http://www.hackersdelight.org/magic.htm



http://www.hackersdelight.org/magic.htm

Signed Division and Remainder

» Forwordsize W= 3 anddivisord, 2 <d<

2" =1 we wish to find the least integer m and
p such that:
mn| _|n w-1
_Zp_-{d‘foroSn<2 (13)
‘mn| | _ | _2W-1 _
2+ 1= 5] for —2¥ 1 <n< -1 (ab)

witho<m<2Wandp> W
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Signed Division and Remainder

= The “magic number” M used in the multiply
instruction is given by:

M = A

.

m
\

m, if 0 <m<2W-1
—2Wif 21 <m < 2W

= Because (1b) must hold forn = —d,

=]

1 = —1, which implies

md
2D

> 1] (2)
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Signed Division and Remainder

* Letn, be the largest value of n such that

rem(n,, d) = d-1. It can be calculated from:

N, =

— ZW_—l

2W—1

d

xd—1

—rem(@¥"1,d) =1 (3)

= Because (1a) must hold forn = n,:

mnCJ

mngc ne+1
2P d

VCJ _ Mc— (d 1) e

(4)
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Signed Division and Remainder

= Combining (4) with (2) gives:

(5)

= Because m is to be the least integer satisfying
2D
(5), itis the next integer greater than —

2P+d—-rem(2P,d)

m = d Ldl‘ +1  (6)

2P > n.(d —rem(2P,d)) (7)

13




Signed Division and Remainder

= Algorithm to find M and shift amount s from d
Compute n.using (3)

Solve for p by trying successively larger values,
starting at W, until satisfying the inequality in (7)
When the smallest p = W satisfying (7) is found,
m is calculated from (6)

The shift amountis computedas:s =p — W

M is simply a reinterpretation of m as a signed
Integer

14




64-bit Data Types

Consider the following program:

main()§
one
two
three
four

printf(
return o;

five
SIX

,one + two, three + four, five + six);

15



64-bit Data Types - x86 64

Part 1: Move values onto the stack

mov BYTE PTR [rbp-ox2],
mov BYTE PTR [rbp-oxi],
mov DWORD PTR [rbp-oxc],
mov DWORD PTR [rbp-0x8],
mov DWORD PTR [rbp-0x20],
mov DWORD PTR [rbp-oxac],
mov DWORD PTR [rbp-0xa8],
mov DWORD PTR [rbp-oxa14],




64-bit Data Types - x86 64

Part 2: Load into registers and compute

mov  rax,QWORD PTR [rbp-0x28]
mov  rdx,QWORD PTR [rbp-0x20]

lea rex, [rdx+rax*1]

mov  eax,DWORD PTR [rbp-0x8]
mov edx,DWORD PTR [rbp-oxc]

add edx,eax
movsx esi,BYTE PTR [rbp-ox2]
movsx eax,BYTE PTR [rbp-ox1]
add  esi,eax

[/ N rax
// in rdx

/] rcx = rax + rdx*1

[l In eax

/] in edx

/| edx = edx + eax

[l In esi

[l In eax

/] esi = esi + eax

17



64-bit Data Types - x86

No 64-bit registers ®

five = ;

SIX = ;

Let’'s make it work with 32-bit ones!

18



64-bit Data Types - x86

Part 1: Move values onto the stack (same as x86_64)

mov BYTE PTR [ebp-1],
mov BYTE PTR [ebp-2],
mov DWORD PTR [ebp-8],
mov DWORD PTR [ebp-12],
mov DWORD PTR [ebp-24],
mov DWORD PTR [ebp-20],
mov DWORD PTR [ebp-32],
mov DWORD PTR [ebp-28],




64-bit Data Types - x86

Part 2: Load into registers and compute

mov  eax,DWORD PTR [ebp-32]
mov  edx,DWORD PTR [ebp-28]
add eax,DWORD PTR [ebp-24]
adc edx,DWORD PTR [ebp-20]

mov  eax,DWORD PTR [ebp-12]
add eax,DWORD PTR [ebp-8]

movsx edx,BYTE PTR [ebp-1]
movsx eax,BYTE PTR [ebp-2]
lea eax,[edx+eax]

// in eax
I/ in edx
/| eax = eax +
/] edx = edx +

[/ In eax
/| eax = eax +

// in edx
[/ In eax
/| eax = edx + eax*

+CF
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Questions
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Technical Walkthrough

= Original Codebreaker Challenge
Released during Fall 2013

Reverse-engineering [ crypt challenge
Program prompted for a password
AES key is derived from SHA256 hash of password

AES-encrypted blob w/ instructions for how to submit the
solution stored in the executable

To verify the correct password was entered, the derived key is
used to compute an HMAC of the encrypted blob

If HMAC is correct, the blob is decrypted, revealing
instructions.

Weakness of the design is in the key-derivation function
= Only first 2-bytes of SHA256 hash matter
= Easy to brute force

22




Running the program

B

Command Prompt - CodeBreaker.exe
tschallenge >

tschallenge >

tschallenge >

tschallenge >

tschallenge*

tschallenge >

tschallenge >

tschallenge >

:~challenge

tschallenge >

tschallenge >

tschallenge >

tswchallenge >CodeBreaker.exe

elcome to the HSA Codebreaker Challenge?

o win the challenge,. vou must he the first to decrypt the code

protected by the password. You are free to use any means at your

Aizposal to reverse—engineer andAsor modify this binary in order to discover

he encryption key. Instructions for submitting your solution will bhe *revealed’
hen you are successful...good luck?

Enter Password:




Running the program (2)

Command Prompt

tschallenge >
tschallenge >
tschallenge >
tschallenge >
t~challenge >
tschallenge >
tschallenge >
tschallenge >
tschallenge
tschallenge *CodeBreaker.exe

elcome to the NSA Codebreaker Challenge?

o win the challenge, you must he the firzst to decrypt the code

rotected hy the password. You are free to use any means at your

ispozal to reverse—engineer andsor modify this bhinary in order to discover

he encryption key. Instructions for submitting vour solution will be 'revealed’
hen you are successful...good luck?

nter Password: password
ACCESS DEMIED

C:schallenge >




Disassemble

= Disassemble the Codebreaker binary

If asked whether you want to use Proximity View
Click no
Use graph view

25



Disassemble (2)

Load an

Load file C:\challenge\CodeBreaker.exe as
Portable executable for 80386 (PE) [pe.ldw]

Processor type

|MetaPC (disassemble all opcodes) [metapc] v |

Analysis
Loading segment | 0x00000000
7| Enabled

Loading offset | 0x00000000 V| Indicator enabled

Options

Kernel options 1

| Load resources

V| Rename DLL entries

Manual load Kernel options 2

V| Create imports segment Processor options

Z Output window Create FLAT group

vyLes paycs ucsCrApcaon

352256 43 allocating memory for b-trgf C--drectory C:\Windows

352256 43 allocating memory for virt N
262144 32 allocating memory for name [ ok ][ cancel |[ rep

9266656 total memory allocated

Loading processor module C:\Program Files (x86)\IDA Demo 6.6\procs\pc.w32 for metapc...OK
Autoanalysis subsystem has been initialized.
Possible file format: Portable executable for 808386 (PE) (C:\Program Files (x86)\IDA Demo 6.6\loaders\pe.ldw)

[ mc |
L ¢




| Disassemble (3)

IDA - Ci\challenge\CodeBreaker.ex
File Edit Jump Search View Debugger Options Windows Help

S @ MGG S ) o DO ddat A X > OO ) w@ @

| o P

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x = IDA View-A E] @ Hex View-1 @ Structures L§3 Enums = Imports E. Exports
Function name 'S
sub_401000
_main
sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620 [l i =]
sub_401670
sub_401D30

sub_4010C0 ; httributes: bp-based frame

sub_401FED . o
sub_402340 l; int _ cdecl main(int argc, const char *xargu, const char xxenup)
sub_4028F0 “main proc near

var_2D8= dword ptr -2D8h
i var_2D4= dword ptr -2D4h
var_2D8= dword ptr -2DBh
var_2CC= dword ptr -2CCh
i, Graph overview var_2C8= dword ptr -2C8h
: : var_2C4= dword ptr -2Chh
var_2C8= dword ptr -2C8h
var_2BC= dword ptr -2BCh
var_2B8= dword ptr -2B8h
var_2B4= dword ptr -2BL4h
var 2?RA= dwnrd ntr -2RAh
100.00% (2,-123) (989,370) 00000470 00401070: _main

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F:

E Output window

cunpLiinyg riiy LATrTuoygrdm rides LACUSAIVH UEy U Uviueonivdu . 1ue - . -
Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

IDC

Disk: S539GB




Observe Strings

= Observe the strings that show up in IDA

Click Views->Open Subviews->Strings
You should see the strings that are displayed when
you run the program

Welcome to the NSA Codebreaker Challenge!

Loading......

To win the challenge, you must be the first to decrypt the code

protected by the password. You are free to use any means at your

disposal to reverse-engineer and/or modify this binary in order to discover

the encryption key. Instructions for submitting you solution will be ‘revealed’

when you are successful...good luck!

Enter Password:
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Observe Strings (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search | View | Debugger Options Windows Help
ﬁ Hie~r=-~ a&n Open subviews

Toolbars

Library function | Data |}
Calculator.. B

Full screen F11

Ed
O E X

E Functions window

Function name

sub_401000
_main

sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620
sub_401670
sub_401D30
sub_4010C0
sub_401FED
sub 402340
sub_4028F0

Graph Overview
Recent scripts Alt+F9
Database snapshot manager... Ctrl+Shift+T

Print segment registers Ctrl+Space

~E 3%
¢ & &l 8

Print internal flags F

Hide Ctrl+Numpad+-
Unhide Ctrl+ Numpad++
Hide all

Unhide all

Kl £

Delete hidden area

Setup hidden items...
1 L2 | Uar

A

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F

il BN [EE e

var_4 ]

var_3J Ij
i, Graph overview var_1
: : var :E
—1 5=
var_1
var_3J
var_i _
var_3 L=

i

uvar
100.00% (2,-123) (91,6) 00000470 00@

Quick view

Disassembly
Proximity browser

Hex dump

Exports
Imports
MNames
Functions

Strings

Segments
Segment registers

Selectors

Signatures

Type libraries

Structures
Enumerations

Local types

Cross references

Function calls

Notepad

Problems

Shift+F4
Shift+F3
Shift+F12

Shift+F7
Shift+F8

Shift+F5
Shift+F11

Shift+F2
Shift+F10
Shift+F1

Imports

Exports

char ==argu, const char ==xenup)

E Output window

LUNPLILNY TI1E G AFTUYrdil riles (AGU JAVIVA PFENU U 0AIULZUIILUdu - LuL

Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

o |

Open strings window




| Observe Strings (3)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

st i@~ B fpd & ) g B oF F - > " [@ O |no debugger ~ | % @ B B
e I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x E IDA View-A @Sh’ings windowD @ Hex View-1 @ Structures |_§3 Enums E| Imports E_-»a Exports

Function name * || Address Length Type  String

sub_401000 rdata:004117F7 00000005 \ab\thnty

_main rdata:00411810  0000005F IEE%E () +,-./0123456789:; < = > T@ABCDEFGHUKLMNOPQRETUVWIYZ[\\]*_ABCDEFGHLIK...
sub_401310 rdata:004118F6 00000005 \a\b\tinty

sub_4013E0 rdata:0041190F  0000005F IEE%E ()*+,-./0123456780:; < = > T@ABCDEFGHUKLMNOPQRETUVWXYZ[\\ ] _abcdefghijkim...
sub_401450 rdata:00411980 00000036 Welcome to the NSA Codebreaker Challenge!\n\nLoading...

sub_4014E0 rdata:004119B88 00000005 .An

sub_401620 rdata:004119C8 00000041 To win the challenge, you must be the first to decrypt the code\n

sub_401670 rdata:00411410 00000042 protected by the password. You are free to use any means at your\n

sub_401030 rdata:00411A58 00000040 disposal to reverse-engineer and/or modify this binary in order to discover\n
sub_4010C0 rdata:00411A48 00000052 the encryption key. Instructions for submitting your solution will be ‘revealed"in
sub_401FED rdata:00411AFC 00000027 when you are successful...good lucklin\n

sub_402340 rdata:00411824 00000011 Enter Password:

sub_4028F0 rdata:00411B38 00000009 F32[*nhr]

rdata:00411B44  0000000F ACCESS DENIEDYn

rdata:00411C62 00000006 S0\EMN B,

rdata:00411CE2 00000005 AQNbIT

rdata:00411E8E 00000000 =B BILZEGIATT~

rdata:00411EBE 00000005 S11b?

rdata:00411ECE 00000005 e#fr

rdata:00411F08 00000005 t,X

rdata:00411F0F 00000005 4-'30 B\ BE

rdata:00411F24 00000005 M;va

rdata:00411F2F 00000006 HIR=

Linel of 216

| | o o [ o o o o o o o

|

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F:

M

(|&

=
5
m
-
[=]
=}
a
g
L
(|&

]

(|&

i, Graph overview

A |2

][

] |
][]

OO OO0 0000000000000 0000

N |

E Output window

cunpLiinyg riiy LATrTuoygrdm rides LACUSAIVH UEy U Uviueonivdu . 1ue - . -
Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

IDC

Disk: S539GB




ACCESS DENIED

= Double click on the "ACCESS DENIED\n"
string

This takes you to the data section of the binary
where the string is stored

= To the right of the string are cross references
to this address (show up as DATA XREF in
IDA)

= Press ctrl-x to pull up a cross-references
window; you will see two different references
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| ACCESS DENIED (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

tH a2 BEHB S ) o A0 dadiE F-F X > O O |vodebugge v %) B & B¢
I I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x DA View-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums |‘_>E| Imports E_-‘E Exports
- .rdata:B864811AFC aWhenYouAreSucc db ‘when you are successful...good luck?',BAh
= -rdata:@8411AaFC
sub_401000 .rdata:08411AFC db BAh,B
_main .rdata: 88411823 align 4
sub_401310 .rdata:B86411B24 ; char aEnterPassword|[]
sub_4013B0 .rdata:@8411624 aEnterPassword db 'Enter Password: ',8
sub_401450 .rdata: 08411835 align 4
sub_4014E0 .rdata:B868411B38 ; char a32[] .
<ub 401620 .rdata:88411B38 a32 db "%32[7',8ah
- .rdata:86411B38 db 6Dh,']",8
sub_101670 .rdata:@6u11B41 align 4
sub_401D30 -rdata: 88411844 ; char afccessDenied[]
sub_401DC0 .rdata:B80411B44 afccessDenied db *ACCESS DENIED',8Ah,08
sub_401FED .rdata:88411B4L
sub 402340 -rdata:88411B53 align &4
sub_4028F0 -rdata:ee411E54 ; char as[]
sub 4029ED .rdata:Be411B54 as db “%s°,8nh,0
b_403000 .rdata:B86411B58 dword_411B58 dd BD72BAEZ22h
sub -rdata:@e411B5C dword_411B5C dd 42BA2F98h
sub_403060 .rdata: 06411868 dword 411868  dd 23EF65CDh
sub_403140 .rdata:B6411B64 dword_411B64 dd 71374491
sub_404160 .rdata:B86411B68 dword_411B68 dd BEC4D3B2Fh
sub_4041F0 .rdata:B86411B6C dword_411B6C dd BBS5CBFBCFh
sub_4043E0 .rdata:Be411B70 dword_411B78 dd 8189DBBCh
cub 404420 .rdata: 86411874 dword_411B74%  dd BE9BSDBASh
sub_4044A0 .ridata:06411B78 dword_411B78 dd BF348B538h
b_406510 .rdata:B8684811BYC dword_411B7C dd 3956C25Bh
U .rdata:Bo411B80 dword_411BBO dd BB6B5DB1%9h
sub_4065E0 _ .rdata:08411B84 dword_411B84  dd 59F111F1n
_security_check_cookie() .rdata:oe411688 dword_411B88 dd BAF194F9Bh
_wscanf .rdata:B86411B8C dword_411B8C dd 923F82ALh
_scanf rdata:ee411690 dword_411B90 dd BDAGDE118h
<ub 4067FE .rdata:@0411B94 dword_411B94%  dd BAB1CSEDSh
5 -rdata:ee411B98 dword_411B98 dd BA3830242hH
.rdata:B86411B9C dword_411B9C dd BDBB7AAYEN

Function name

__initstdio

M

00010144 00411B44: .rdata:alccessDenied

E Output window

The initialdautoanalysis has been finished. ~
IDC

AU: idle Down Disk: S539GB




| ACCESS DENIED (3)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

tH a2 BEHB S ) o A0 dadiE F-F X > O O |vodebugge v %) B & B¢
I I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x DA View-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums |‘_>E| Imports E_-‘E Exports

- .rdata:B864811AFC aWhenYouAreSucc db ‘when you are successful...good luck?',BAh
=7 cub 401000 -rdata:@8y11aFcC f d
sub. .rdata:ees11AFC db 6Ah,8
_main .rdata: 08411823 align 4 Referenced at
sub_401310 .rdata:88411B24 ; char aEnterPassword H
sub_401360 .rdata:B8a411B24 aEnterPassword db 'El[ﬂ]:er Password: ' _main+7/E
sub_401450 .rdata: 08411835 align 4
sub 4014E0 .rdata:B868411B38 ; char a32[] .
wub 401620 .rdata:06411B38 a32 db '%32["",8Ah
- .rdata: 06411838 db 6Dh,']',8
sub_101670 .rdata:@6u11B41 align 4
sub_401D30 -rdata: 88411844 ; char afccessDenied[]
sub_4010C0 .rdata:@0411BL44 afccessDenied  db *ACCESS DEMIED',BAh,8
sub_401FEQ .rdata: 0041144
sub_40234A0 -rdata:@8411653 align &4
sub_4028F0 -rdata:ee411E54 ; char as[]
<ub 4020E0 .rdata:@es11B54 as db *%s',8Ah,8
- .rdata:@0411B58 dword_411B58 dd BD728AE22h
sub._403000 .rdata:00411B5C dword 411BSC  dd 428A2F98h
sub_403060 .rdata: 06411868 dword 411868  dd 23EF65CDh
sub_403140 .rdata:B6411B64 dword_411B64 dd 71374491
sub_404160 .rdata:e0411B68 dword_411B68 dd BEC4D3B2Fh
sub_4041F0 .rdata:00411B6C dword_411B6C dd BB5CBFBCFh
sub 4043B0 .rdata:00411B76 dword_411B78 dd 8189DBBCh
<ub 404430 .rdata:00411B74 dword_411B74 dd BE9BSDBASHh
wub 404440 .rdata:B86411B78 dword_411B78 dd BF348B538h
- .rdata:@0411B7C dword_411B7C dd 3956C25Bh
sub_106510 _.rdata:00411B86 duord_411B88  dd BB6B5DB10R
sub_4065E0 .rdata:Bo411B84 dword_411B84 dd 59F111F1h
_security_check_cookie(x) .rdata:oe411688 dword_411B88 dd BAF194F9Bh
_vscanf .rdata:@0411B8C dword_411BSC dd 923F82a4h
scanf .rdata: 86411896 dword_411B90 dd 8DAGDS118h
ub 4067FR .rdata:00411B9% dword_411B94 dd BAB1CSEDSh
- .rdata:00411B98 dword 411898 dd BA3036242h
.rdata:@0411B9C dword_411B9C dd B8D8O7AA9SH

Function name

__initstdio

M

00010144 00411B44: .rdata:alccessDenied

E Output window

The initialdautoanalysis has been finished. ~
IDC

AU: idle Down Disk: S539GB




Double-click Reference

= You should now be looking at disassembled
x86 code
We just leveraged the fact that in order to print
the ACCESS DENIED message to the screen, the
code had to reference the address in the data

section of the program where the string was
stored.

= Using xrefs in IDA is a quick and easy way to
find interesting code sections

34




| Double-click Reference (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-a- HEE S 3 o DO ofaetF-F e X > D O [Nodebuge SRGIEIHE N ol s
e B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports
nov [esp+ZD8h+var_L], eax
Xor eax, eax
sub_401000 = push ebx
_main push esi
sub_401310 Xor ebx, ebx
<ub 4013B0 push BEFh ; size t
B mou esp+2E4h+var 13B], eax
sub_401430 mnov EesB+2Ehh+uar:13?}, eax
sub_1014E0 [esp+2E4h+var_133], eax
sub_401620 [esp+2E4h+var_12F], eax
sub_401670 [esp+2E4h+var_12B], eax
sub_401D30 [esp+2E4h+var_127], eax
sub 4010C0 [esp+2E4h+var_123], eax
<ub 401FED [esp+2Esh+var_11F], eax
cub 402340 eax, [esp+2Ekh+var F7]
sub_4028F0 s’;: tg;d N
sub_4029E0 [esp+2ECh+var_13C], bl
sub:_403000 [esp+2ECh+uar_F8], bl
sub_403060
sub_403140 sub_4818808
sub 404160 offset aEnterPassword ; "Enter Password: ™
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Function name 'S

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

Linel of 235

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




Explore Code Block

= Explore the code block preceding the access
denied Message wote you con dousie-cick calstatements tovisi the functon boy
= You will see routines to:
print the initial welcome screen,
prompt the user for the password and
compute the password length

= The branch for "ACCESS DENIED" is taken
when the strlen of the password is o.
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| Explore Code Block (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-a- HEE S 3 o DO ofaetF-F e X > D O [Nodebuge -] @) & e
| L L 7]

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports
mov [esp+ZD8h+var_&], eax
Xor eax, eax

sub_401000 = push ebx

_main push esi

sub_401310 Xor ebx, ebx

sub 4013E0 push BEFh ; size_t

- mov [esp+2E4h+var_13B], eax
Su:-igii:g mnov [esp+2E4h+var_137], eax
U [esp+2E4h+var_133], eax
sub_401620 [esp+2E4h+var_12F], eax
sub_401670 [esp+2E4h+var_12B], eax
sub_401D30 [esp+2E4h+var_127], eax
sub_4010C0 [esp+2E4h+var_123], eax
sub 401FEQ [esp+2E4h+var_11F], eax
cub 402340 eax, [esp+2E4h+var_F7]

- ehx ; int
sub_4028F0 eax : void *
sub_4029E0 [esp+2ECh+var_13C], bl
sub:_403000 [esp+2ECh+uar_F8], bl
sub_403060

sub_403140 sub_481888

sub_404160 offset aEnterPassword ; "Enter Password: *
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Function name 'S

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

Linel of 235

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




|  Explore Code Block (3)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

tH a2 HEHG S ) o DO GadiE F-F X > O O |vodebugger ¥ %) & ¢
. I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports
e atuar_ 4], eax
- _

Function name

sub_401000 =

_main

sub_401310

sub_4013B0 [ oEuh 138]
. esp+ +yar ,

sub_401450 -

- [esp+2E4h+var_137], o H
cub_4014ED SLIEEHOMEA Initializes 33
sub_401620 [esp+2E4h+uar_12F],

sub_401670 [esp+2Esh+var_12B], byte buffer to
sub_401D30 [esp+2Esh+var 12771,

sub_401DC0 [esp+2E4h+var_123],

sub_401FE0 ; [esp+2Esh+var_11F], ZEro.
sub_402340 SRS -

sub_4028F0 > ; A0

sub_4029ED mou [esp+2ECh+uar_13C], bl

sub_403000 . or o

sub_403060 call

sub_403140 call sub_4818808

sub_404160 push offset abEnterPassword ; "Enter Password:
sub_4041F0 call

sub,_4043B0 lea ecx, [esp+2FBh+var_13C]

push ecx
sub_4g4420n push offset a32 Hila = FA U
=t call
: lea eax, [esp+2F8h+var_13C]
Linel of 235 add esp, 18h

8, Graph overview lea edx, [eax+1]

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




|  Explore Code Block (4)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH a2 Bl B 3 o DO ddw St L X > OOk o) u@ @
e o I

Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports
= mov [esp+ZD8h+var_4&]|, eax
eax, eax

Function name
sub_401000 E
_main . esi
sub_401310 ebx, ebx
sub_401380 8EFh
sub_401450 :

sub_4014E0 [esp+2Esh+uar_133],
sub_401620 [esp+2E4h+var_12F],
sub_401670 [esp+2E4h+var_12B],
sub_401D30 [esp+2Esh+var_127],
sub_401DC0 [esp+2E4h+var_123],
sub_401FEQ !

sub_4023A0
sub_4028F0
sub_4029EQ
sub_403000

sy _memset(var_F7, 0, OxEF)
sub_404160 offset aEnterPassword ; "Enter Password: *

sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Linel of 235

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




Explore Code Block (5)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump View Debugger Windows Help

SH -2 HIME B 3 w @D
e B I

Data [l Regular function

Search Options

Library function Unexplored [ Instruction

EFuncﬁons window O & x IE DA View-A [

@ Strings window

@ Hex View-1

ﬁﬁﬁ?‘.j’vf@x = @ O Mo debugger - I‘>‘:@] i’l'ﬁ
External symbol
IE Structures |_§3 Enums

Imports

E_-»a Exports

Function name 'S

sub_401000 E
_main
sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620
sub_401670
sub_401D30
sub_4010C0
sub_401FED
sub 402340
sub_4028F0
sub_4029E0
sub_403000
sub_403060
sub_403140
sub_404160
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

Linel of 235

8, Graph overview

100.00% (9,717) (961,306)

mov
Xor
push
push
Xor
push
mov
mov
mov
mov

call
lea
push
push
call
lea
add
lea

[esp+ZD8h+var_I], eax

eax, eax
ebx
esi
ebx, ebx

BEFh ; size_t

[esp+2E4h+var_13B],
[esp+2E4h+var_137],
[esp+2E4h+var_133],
[esp+2E4h+var_12F],
[esp+2E4h+var_12B],
[esp+2E4h+var_127],
[esp+2E4h+var_123],
[esp+2E4h+var_11F],

eax
eax
eax
eax
eax
eax
eax
eax

eax, [esp+2E4h+var_F7]

ehx ; int
eax ; void =

[esp+2ECh+var_13C],

p+2ECh+var_F8], bl

call sub_4818808
8 g et P

Prints the

1 introductory text

assword ; "Enter Password: "

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

eax, [esp+2F8h+var_13C]

esp,

18h

edx, [eax+1]

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




|  Explore Code Block (6)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

tH a2 HEHG S ) o DO GadiE F-F X > O O |vodebugger ¥ %) & ¢
. I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA View-A [ @Sh’ings window @ Hex View-1 IE Structures |_§3 Enums s| Imports E_-»a Exports
nov [esp+ZD8h+var_L], eax

xor eax, eax

sub_401000 = push ehx

_main push esi .

sub_401310 xor ebx, ebx . Prints

sub_4013B0 push BEFh ; size_t n . n
b 401450 moy  [espr2Ehh+var_138], eax Enter Password:
sub_H0L4ED mou  [espeoEAnsvar 1331, an

cub_401620 oy e a1y e and stores the
sub_401670 moy [esp+2E4h+var_12B], eax

sub_401D30 mou [esp+2Eah+var_127], eax characters typed
sub_4010C0 mov [esp+2E4h+var_123], eax

sub_401FEO mou [esp+2E4h+var_11F], eax into the 33 byte
lea eax, [esp+2E4h+var_F7]

sub_4023A0 push ehx . Int

sub_4028F0 push eax ; void = bUffer-

sub_4029E0 nov [esp+2ECh+var 13C], bl

sub_403000 mov g o

sub_403060

sub_403140 sub_4818808

sub_404160 offset aEnterPassword ; "Enter Password: ™

sub_4041F0

sub_4043B0

sub_404420

ol ARAA AR
M

Linel of 235

Function name 'S

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

loc_481117:

100.00% (9,717) (961,308) 00000551 00401151: main:loc 401151

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




| Explore Code Block (7)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

tH a2 HEHG S ) o DO GadiE F-F X > O O |vodebugger ¥ %) & ¢
. I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports
nov [esp+ZD8h+var_L], eax
Xor eax, eax
sub_401000 = push ebx
_main push esi
sub_401310 xor ebx, ebx
<ub 4013B0 push BEFh ; size_t
B mou esp+2E4h+var 13B], eax — H
sub_401430 mnov EesB+2Ehh+uar:13?}, eax eax = p0|nter to
sub_1014E0 [esp+2E4h+var_133], eax
sub_401620 [esp+2E4h+var_12F], eax paSSWOrd
sub_401670 [esp+2E4h+var_12B], eax
sub_401D30 [esp+2E4h+var_127], eax ebx — O
sub_4010C0 [esp+2E4h+var_123], eax
[esp+2E4h+var_11F], eax
EE:':SE:_\% eax, [esp+2Euh+uarTF?] de eax + 1
sub_4028F0 obx =
sub_4029E0 [esp+2ECh+var_13C], bl
sub:_403000 [esp+2ECh+var_F8], bl
sub_403060
sub_403140 sub_4o1808
sub 404160 offset akEnterPassword ; "Enter Password: ™

sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Linel of 235

Function name 'S

ec®, [esp+2F@h+var_13C]

;%320 TAnwe]"

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

loc_481117:

100.00% (9,717) (961,308) 00000551 00401151: main:loc 401151

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




Explore Code Block (8)

£® IDA - Ci\challenge!
File Edit Jump

SEie- -
|

Library function

Search

E Functions window

View Debugger

LTSN
N

Data [l Regular function

O & x

Options ~ Windows
@ e
Il I

Unexplored [ Instruction

3 maview-a B

Help

@ Strings window

@ Hex View-1 IE Structures |_§3

Enums

off mlf @ F - @ X' > [ O Nodebugger Y @) @
)

External symbol

E_-»a Exports

Imports

Function name

sub_401000
_main

sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620
sub_401670
sub_401D30
sub_4010C0
sub_401FED
sub 402340
sub_4028F0
sub_4029E0
sub_403000
sub_403060
sub_403140
sub_404160
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

-

K

V¥
PIEIE]

loc_481117:
mov cl,
inc eax
cmp cl, bl

jnz short loc_4@1117

[eax]

—

¥
FEIE

sub eax, edx
cmp eax, ebx

jnz short loc_481151

¥

Linel of 235

8, Graph overview

E Output window

offset afccessDenied
sub_4867FB
eax, A48h
eax

dd esp, 8

r eax, BFFFFFFFFh

op esi

op ebx

oy ecx, [esp+2D8h+var_4]
or eCX, esp

all

oV esp, ebp

op ebp

etn

; FILE =

; "ACCESS DENIEDAN"

push
lea
push
lea
mov
nov
mov
nov
mov
mov
mov
mov
mov

; _ security_check_cookie{x)}

mov

100.00% (9,1167) (937,486) 000004Ce& 004010C6: main+5é

[l e (5=

loc_481151:

; size_t

eax

edx, [esp+2Eh4h+var_13C]

edx ; void =

esi, [esp+2E8h+var_2D8]
[esp+2E8h+var_2CC], 6AB9ESATh
[esp+2E8h+var_2C8], BEBG7AESSh
[esp+2E8h+var_2C4], 3C6EF372h
[esp+2E8h+var_2C8], BAS4FF53ANh
[esp+2E8h+var_2BC], 518ES527Fh
[esp+2E8h+var_2B8], 9BB5688Ch
[esp+2E8h+var_2B4], 1F83D9ABh
[esp+2E8h+var_2B8], SBEGCD1%h
[esp+2E8h+var_2D8], ebx
[esp+2E8h+var 2047, ebx

The initialdautoanalysis has been finished. ~

IDC

Disgk:

S59GB




Explore Code Block (9)

£® IDA - Ci\challenge!
File Edit Jump Search View Debugger Options Windows Help

tH a2 HEHG S ) o DO GadiE F-F X > O O |vodebugger ¥ %) & ¢
e I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA View-A [ [5] strings window [O] Hex view-1 . Z| Imports E_-»a Exports

Function name 'S

sub_401000 =

“main Compute the password
sub_401310 R
sub_4013B0 Loc_k@1117: Iength

mov cl, [eax]
sub_401450 inc eax

sub_4014E0 cmp cl, bl
sub_401620 jnz short loc_ 481117
sub_401670 —
sub_401D30 ;
sub_401DCO
sub_401FED pax, edx
sub_402340 eax, ebx
sub_4028F0 short loc_ 481151
sub_4029E0 ) 1
sub_403000 Y
sub_403060 ; P
sub_403140 offset afAccessDenied ; "ACCESS DEMIEDYN™
sub_404160 sub_4867FB loc_481151: ; size_t
sub_4041F0 eax, A48h push eax
sub 4043B0 eax ; FILE = lea edx, [esp+2Ehh+var_13C]

y ush edx ; void =
?E%Eﬁiﬂ dd esp, 8 Eea esi, [esp+2E8h+var_2D8]
[1[} v eax, BFFFFFFFFh mov [esp+2E8h+var_2CC], G6ABPEGGFh

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

Line1 of 235 ap esi mov [esp+2E8h+var_2C8], BBBG67AEBSh
op ebx mov [esp+2E8h+var_2C4], 3CA6EF372h
8, Graph overview oy ecx, [esp+2D8h+var_4] mov [esp+2E8h+var_2CA], BAS4FF53Ah
or ecx, esp mov [esp+2E8h+var_2BC], S1BE527Fh
all ; _ security_check_cookie{x)| [mov [esp+2E8h+var_2BR], 9BB5G688Ch
oV esp, ebp mov [esp+2E8h+var_2BA4], 1FB3D2ABh
op ebp mov [esp+2E8h+var_2B@], S5BEGCD1%h
etn mov [esp+2E8h+var_2D8], ebx

mnov [esp+2E8h+var 2047, ebx

100.00% (9,1167) (937,486) 000004Ce& 004010C6: main+5é

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB



Explore Code Block (10)

£® IDA - Ci\challenge!
File Edit Jump Search View Debugger Options Windows Help

tH a2 HEHG S ) o DO GadiE F-F X > O O |vodebugger ¥ %) & ¢
e I O )
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports

Function name 'S

sub_401000 £ = '

_main

su:_igg:ég loc_uB1117: ) " "

mov”cl, [eax] Print "ACCESS DENIED\n
- inc eax

sub_4014E0 1, bl 1

sub_401620 522 ghort loc_ 481117 |f the password has a

sub 401670

sub_401D30 3 |ength of 0
sub_401DCO [l e =

sub_401FEQ sub eax, edx
sub_402340 cmp eax, ebx
sub_4028F0 jnz short loc_ 481151
sub_4029E0 11
sub_403000
sub_403060

sub_403140 offset afAccessDenied ; "ACCESS DEMIEDYN™
sub_404160 sub_4867FB loc_481151: ; size_t
sub_4041F0 eax, A48h push eax
sub 4043B0 eax ; FILE = lea edx, [esp+2Ehh+var_13C]

- push edx ; void =
Suf’-‘,‘f‘fﬁ‘l esp, 8 lea esi, [esp+2E8h+var_2D8]
[1[} eax, BFFFFFFFFh mov [esp+2E8h+var_2CC], G6ABPEGGFh

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

Line1 of 235 mov [esp+2E8h+var_2C8], BBBG67AEBSh

ebx mov [esp+2E8h+var_2C4], 3CA6EF372h

8, Graph overview ecx, [esp+2D8h+var_4] mov [esp+2E8h+var_2CA], BAS4FF53Ah

ecx, esp mov [esp+2E8h+var_2BC], S1BE527Fh

; _ security_check_cookie{x)| [mov [esp+2E8h+var_2BR], 9BB5G688Ch

esp, ebp mov [esp+2E8h+var_2BA4], 1FB3D2ABh

op ebp mov [esp+2E8h+var_2B@], S5BEGCD1%h
etn mov [esp+2E8h+var_2D8], ebx
mnov [esp+2E8h+var 2047, ebx

100.00% (9,1167) (937,486) 000004Ce& 004010C6: main+5é

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB



Secure Hash Algorithm

= Hash values can be used to verify the
integrity of the data without providing any
means to derive the original data. The
algorithm is irreversible s smplementedinsome widely sed secorty

applications and protocols: TLS, SSL, PGP, SSH, S/IMIME, Bitcoin and IPsec)

= The first call computes the SHA256 hash of
the password

You can figure out that it is a SHA256 by Googling
for some of the large constants that you will find

N t h (S COd (S (ox6a09e667, oxbb67ae85, ox3cbef372, oxas4ff53a, oxsi0e527f, oxgbo5688c,
ox1f83dgab, oxgbeocd1g)

46




| Secure Hash Algorithm (2)

IDA - Cichallenge\CodeBreaker.e
File Edit Jump Search View Debugger Options Windows Help

fHie-- G S 3 o DO obae F-F e X > D O [Nodebuge Y @) @
e B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x =] IDA View-A D |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums E| Imports é’a Exports
[ - =)

Function name 'S

sub_401000 E loc_481151: ; size_t
main push eax
<ub_ 401310 leah egx, [esp+2E!|h+uar_1:_35]
pus edx ; void =
sub. 401380 lea esi, [esp+2E8h+var_2D8]
sub_401450 mou [esp+ZE8h+var_2CC], 6ABYE6S7h
sub_4014E0 nov [esp+2E8h+var_2C8], BBB67AESSH
sub_401620 mov [esp+2E8h+uar_2C4], 3C6EF372h
sub_401670 mov [esp+2E8h+var_2CA], BAS4FF53Ah
sub_401D30 mnov [esp+2E8h+var_2BC], S1BE527Fh
sub 401DC0 mov [esp+2E8h+var_2BR], 9BB5688Ch
b O1FE) hou  [eaproEheuar 2b0], SBE0CDION
mou esp+ +yar .
sub 402340 mov [es::+2E8h+uar:208], ebx
sub_4028F0 mov [esp+2E8h+uar_2D4], ebx
sub_4029E0 mov [esp+2E8h+var_2DA], ebx
sub_403000 call sub_481D30
sub_403060 lea eax, [esp+2E8h+var_118]
sub_403140 push eax
sub_404160 moy Eh: , ugﬁc 0
ca su
T?E%Efiﬁl mov cl, byte ptr [esp+2ECh+var_118+1]
[1[} ®or cl, byte_41G6EBS
mov dl, byte ptr [esp+2ECh+var_118]
®or dl, byte_ 416EB1
%, Graph overview add esp, BCh
Xor eax, eax
mov [esp+2EBh+var_14C], cl
mov [esp+2EBh+var_14B], dl
lea ecx, [eax+7]
mov edi, edi
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T
100.00% (490,1456) (756,110} 00000552 00401152: _main+E2

E Output window

IMe 1IN1Tlal autoanalysls nas Deen t1ni1sned.

Command ‘HakeUnknown" failed

481D30: can't rename byte as ‘sub_481D38' because the name has a reserved prefix.
481DCO: can't rename byte as ‘sub_sdf' because the name has a reserved prefix.

IDC

Add a breakpoint to the current address




| Secure Hash Algorithm (3)

IDA - Cichallenge\CodeBreaker.e
File Edit Jump Search View Debugger Options Windows Help

fH a3 BEHB S ) o DO GadiE G- X > O O |vodebugge ¥ %) & ¢
Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports

Function name 'S

sub_401000 loc_461151: ; size_t Putting pointer to password buffer

_main push eax
lea edx, [esp+2Eh4h+var_13C]
ub 010 push  eds : Goid x and password length on the stack
su ; ?
b}0M50 esi, [esp+2E8h+var_2D8]
sHb- +9E8h+yuar
sub_4014E0 es - , BBBG7AESSH
sub_401620 mov [esp+2E8h+uar_2C4], 3C6EF372h
sub_401670 mov [esp+2E8h+var_2C8], BAS4FF53ANh
sub_401D30 mouv [esp+2E8h+var_2BC], S1BE527Fh
sub_4010C0 mov [esp+2E8h+var_2BR], 9BB5688Ch
sub A01FED hos  [eop-sEBhuar 2501, SBECGDIoN
mov esp+ +uar_. .

Su:-jgig'sg mov [esp+2E8h+var_2D8], ebx
s mov [esp+2E8h+uar_2D4], ebx
sub_4029E0 mov [esp+2E8h+var_2DA], ebx
sub_403000 call sub_481D30
sub_403060 lea eax, [esp+2E8h+var_118]
sub_403140 push eax
sub_404160 moy Eh: , ugﬁc 0

b_4041F0 ca sub_
f?h‘ﬁujnn mov cl, byte ptr [esp+2ECh+var_118+1]
[1[} ®or cl, byte_41G6EBS
mov dl, byte ptr [esp+2ECh+var_118]
®or dl, byte_ 416EB1
%, Graph overview add esp, BCh
Xor eax, eax
mov [esp+2EBh+var_14C], cl
mov [esp+2EBh+var_14B], dl
lea ecx, [eax+7]
mov edi, edi
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T
100.00% (490,1456) (756,110} 00000552 00401152: _main+E2

E Output window

IMe 1IN1Tlal autoanalysls nas Deen t1ni1sned.

Command ‘HakeUnknown" failed

481D30: can't rename byte as ‘sub_481D38' because the name has a reserved prefix.
481DCO: can't rename byte as ‘sub_sdf' because the name has a reserved prefix.

IDC

Add a breakpoint to the current address




| Secure Hash Algorithm (4)

IDA - Cichallenge\CodeBreaker.e
File Edit Jump Search View Debugger Options Windows Help

fHie-- G S 3 o DO obae F-F e X > D O [Nodebuge Y @) @
e B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x =] IDA View-A D |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums E| Imports é’a Exports
[ - =)

Function name 'S

sub_401000 E loc_481151: ; size_t
_main push eax
sub_401310 lea edx, [esp+2E4h+var_13

sub_4013B0 push  edx ; gl x Constants associated with
sub_401450 lea esi, [esp+ZE8h+uayF2D8]

mnov esp+2E8h+var 2 ,» GABYEGOHTh H
sub_4014E0 nov EesB+2E8h+uar:2 8BB67AESSH SHA256 haShlng
sub_401620 mov [esp+2E8h+uar_J 3C6EF372h
sub_401670 nov [esp+2EBh+var_ BAS4FF53AN
sub_401D30 mnov [esp+2E8h+var_ S18E527Fh
sub 401DC0 mov [esp+2E8h+var 9BA5688Ch
sub:401FEO mov [esp+2E8h+var_ ;ggggg?g:

mov A
sub 402340 mov [esp+2E8h+var_2D8
sub_4028F0 mov [esp+2E8h+uar_2D4 [Ye
sub_4029E0 mov [esp+2E8h+var_2DA],
sub_403000 call sub_481D30
sub_403060 lea eax, [esp+2E8h+var_118]
sub_403140 push eax
sub_404160 moy Eh: , ugﬁc 0

ca su
T?E%Efiﬁl mov cl, byte ptr [esp+2ECh+var_118+1]
[1[} ®or cl, byte_41G6EBS
mov dl, byte ptr [esp+2ECh+var_118]
®or dl, byte_ 416EB1
%, Graph overview add esp, BCh
Xor eax, eax
mov [esp+2EBh+var_14C], cl
mov [esp+2EBh+var_14B], dl
lea ecx, [eax+7]
mov edi, edi
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T
100.00% (490,1456) (756,110} 00000552 00401152: _main+E2

E Output window

IMe 1IN1Tlal autoanalysls nas Deen t1ni1sned.

Command ‘HakeUnknown" failed

481D30: can't rename byte as ‘sub_481D38' because the name has a reserved prefix.
481DCO: can't rename byte as ‘sub_sdf' because the name has a reserved prefix.

IDC

Add a breakpoint to the current address




| Secure Hash Algorithm (5)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-a- HEE S 3 o DO ofaetF-F e X > D O [Nodebuge SRGIEIHE N ol s
' B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports

FIZE

-

Function name

sub_401000 £
_main

sub_401310 ; Attributes: bp-based frame

sub_4013B0

sub_401450 ; int _ cdecl sub_481D38(void =, size_t)
sub_4014E0 sub_481D38 proc near

sub_401620
sub_401670 arg_@= dword ptr 8
sub_401D30 arg_4= dword ptr BCh

sub_401DCO push ebp

sub_401FED nov ebp, esp

sub_402340 push ebx

sub_4028F0 push edi

sub_4029E0 nov edi, [ebp+arg_u]

sub_403000 %eat EI[JI:, E:i1+2[:h]
es edi,

zﬁ::jgggjg jz short loc_u@1DB6

sub_404160

L]
sub_4041F0 ;
o snsamn I |
il jmp short loc_481D44
T

Linel of 235
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%, Graph overview L

FIEE]

loc_481D4k:
mov eax, 46h
sub eax, [esi]

~rmn adi aav

100.00% (-30,-11) (&61,345) 00001130 00401D30: sub 401D30

E Output window
Toang T LT SagUOTOr T e EGT USUT L wiounIv £ T e T ana

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

IDC

Disk: S539GB




AES Key Derivation Routine

= AES is a symmetric-key algorithm; same key
is used to encrypt and decrypt the data.

= The AES key is being derived from the hash of
the password

= Lets take a closerlook at what is being done
to the password hash
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AES Key Derivation Routine (2)

£® IDA - Ci\challenge!
File Edit Jump Search View Debugger Options Windows Help

fH a3~ % 3 0 @O obaheF - X »p D O [Nodebugger ¥ %) & ¢
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x =] IDA View-A D |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums E| Imports

— N =

Function name 'S

sub_401000 E loc_481151: ; size_t
_main push eax
sub 401310 lea edx, [esp+2Ehh+var_13C]

- push edx ; void =
sub. 401380 lea esi, [esp+2E8h+var_2D8]
sub_401450 mou [esp+ZE8h+var_2CC], 6ABYE6S7h
sub_4014E0 nov [esp+2E8h+var_2C8], BBB67AESSH
sub_401620 mov [esp+2E8h+uar_2C4], 3C6EF372h
sub_401670 nov [esp+2E8h+var_2C0], BAS4FFS3Ah
sub_401D30 mou [esp+2E8h+var_2BC], 518E527Fh
sub 401DC0 [esp+2E8h+var_2B8], 9BB5688Ch

cub_401FED [esp+2E8h+var_2B4], 1F83D9ABN var_118[1] xor byte_416EBO

wub 402340 [esp+2E8h+var_2B8], SBEOCD19h

cub_4028F0 [esp+2Egn+uar_208], ebx var_118[0] xor byte_416EB1

[esp+2E8h+var_2D4], ebx
sub_4029E0 [esp+2EBh+var_2D8], ebx
sub_403000 sub_u81D38

sub_403060 eax, [esp+2E8h+var_118]
cub._ 403140 _ both values pushed onto the stack
sub_404160 St

sub_4041F0 cl, byte ptr [esp+2ECh+var_118+1] starting at var_14B

T cl, byte_41G6EBS
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=

dl, byte ptr [esp+2ECh+var_118]
dl, byte H16EB1

%, Graph overview esp, BCh

eax, eax

[esp+2EBh+var_14C], cl
[esp+2EBh+var_14B], dl

ecx, [eax+7]

edi, edi

100.00% (490,1456) (756,110} 00000552 00401152: main+E2

E Output window

IMe 1IN1Tlal autoanalysls nas Deen t1ni1sned.

Command ‘HakeUnknown" failed

481D30: can't rename byte as ‘sub_481D38' because the name has a reserved prefix.
481DCO: can't rename byte as ‘sub_sdf' because the name has a reserved prefix.

IDC

Add a breakpoint to the current address



| AES Key Derivation Routine (3)

IDA - Cichallenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-- G S 3 o DO ofaeF-F e X > D O [Nodebuger SRGIEIHE N ol s
¢ B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports
i call sub_481DCH

= cl, byte ptr [esp+2ECh+var_118+1]
sub_401000 3 cl, byte 416EBO

_main dl, byte ptr [esp+2ECh+var_118]
sub_401310 dl, byte 416EE1

sub_4013B0 esp, 8Ch

sub_401450 eax, eax
sub_4014E0 [esp+2EBh+var_14C], cl

sub_401620 [esp+2EBh+var_14B], dl

ecx, [eax+7]
sub_401670 edi, edi

sub_401D30
sub_401DCO

sub_401FED E Eal =
sub_402340

sub_4028F0 loc_4B811F8:
sub_4029E0 MoVZx edx, [espreax+2EBh+var_14B]
sub_403000 mowv [esp+eax+2EBh+var_14Aa], dl
sub_403060 novzx edx, [espreax+2EBh+var_14C]
sub 403140 mov [esp+eax+2EBh+var_149], dl
<ub 404160 movzx  edx, byte 416EB2[eax]

- ®or [esp+eax+2EBh+var_14a], dl
Suf’-‘,‘f‘fﬁﬂ Movzx edx, byte 416EB3[eax]
e ®or [esp+eax+2EBh+var_149], dl
Line 1 of 235 add eax, 2
%, Graph overview jnz short loc_4811F8
T—

il et 55

lea ed®, [esp+2EBh+var_14C]

lea eax, [esp+2EBh+var_268]
100.00% (364,1783) (922,216) 00000615 00401215: _main+1AS

Function name
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E Output window
Toang T LT SagUOTOr T e EGT USUT L wiounIv £ T e T ana

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

IDC

Disk: S539GB




| AES Key Derivation Routine (4)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH e > BB B Y o DO dldd L X > OO o) u@ @
¢ o I

Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports
i call sub_481DCH

= nov cl, byte ptr [esp+2ECh+var_118+1]
sub_401000 3 X0F cl, byte 416EBO

_main mnov dl, byte ptr [esp+2ECh+var_118]
sub_401310 xor dl, byte_ 416EB1

sub_4013B0 add esp, 8ch

sub_401450 ®or eax, eax

sub_4014E0 223 [esp+2EBh+var 14C], cl . . )
sub_ 401620 nov For 7 iterations, computes:
sub_401670 mo
sub_401D30
sub_401DC0 P ) ) )
sub_401FE0 ; k[i + 2] = Kk[i] xor byte[i + 2]
sub_4023A0
sub_4028F0 loc_u811Fe: k[l + 3] k[l + 1] Xor b\/tE[T + 3]
sub_4029E0 movzx  edx, [esp+eax+2EBh+uar_14B]
sub_403000 mowv [esp+eax+2EBh+var_14Aa], dl
sub_403060 novzx edx, [espreax+2EBh+var_14C]
sub_403140 mowv [esp+eax+2EBh+var_149], dl

<ub 404160 novzx  edx, byte 416EB2[eax] where k= Val’_l 18 and
sub_4041F0 ®or [esp+eax+2EBh+var_14a], dl

sub AP mouzx  edx, byte_416EB3[eax] byte = byte 416EBO

m ®or [esp+eax+2EBh+var_149], dl

Line1 of 235 add eax, 2
dec ecx

%, Graph overview short loc_4011F0

Function name
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Bh+var_268]
100.00% (364,1783) (922,216) 00000615 00401215: _main+1AS

E Output window
Toang T LT SagUOTOr T e EGT USUT L wiounIv £ T e T ana

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

IDC

Disk: S539GB




AES Key Derivation

= The 16-byte key is derived as follows:

= Ho, Hz, ..., H31 represents the 32-bytes of the
SHA256 hash

= Ko, Kz, ..., Kag are the 16-bytes of key

" Ro, R3, ..., Rig are the 16-bytes of fixed
random data that is in the program

(ox23,0x8e,0x60,0xe1,0xd2,0X96,0Xx38,0XC7,0Xa5,0XCO,0X22,0X74,0X4f,0%x31,0x5b,0xcd)
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AES Key Derivation

e Ko=HixorRo
e Ki=HoxorRa
e K2=KaxorR2
K3 =Ko xorR3
* Kg4=K3xor R4
 Kg=K2xorRg

 Kag=Ka12 xorRig

» Looking at the above equations, do you notice any problems?

How many bytes of the password hash are ultimately used in the
derivation of the key?

Given this, how many possible AES keys could be derived from this
function?

Is that something that you can efficiently compute and brute-force?
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Keyed-Hash Message

Authentication Code

-ollowing the code you will see that the AES
ey is passed to a function that computes the
Keyed-Hash Message Authentication Code
(HMAC) of the cipher text stored in the
program.

If the computed HMAC-SHA256 matches the
expected HMAC

(oxbc,0xbo,0x78,0x41,0xaa,oxdo,0x06,0x68,0xdd,0xa4,0x74,0x06,0xd7,0x13,0x2b,0xd2,0xgb,0x0e, 0xdb,0xod, 0xfg,oxce, 0xf4,
1 i 7 1 ! 1 1 i i i ! /A 1 I I 1 1 I I 1 I

oxay,oxfg,0x51,0x6¢,0x99,0xfc,0xb6,0%xg95,0xf8)

Then, the AES key is used to decrypt the cipher text
Else, "ACCESS DENIED"” message is displayed
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| Keyed-Hash Message
Authentication Code (2)

IDA - Cichallenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH - B 8B ) o @O et -F e X > O O [Nodebugger ) w®) @ E
¢ B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x |E DA view-A [ |'___-;'-‘|Sh'ings window @ Hex View-1 @ Structures |_§Z Enums =] Imports E_E‘ Exports
L J

Function name i
sub_401000 E

main

- eax, [esp+Z2EBh+var_268]
sub_401310 sub_u81310

sub_4013B0 eax, [esp+2EBh+var_268]
sub_401450 sub_481458

sub_4014E0 eax, [esp+2E@h+var_118]
sub_401620 eax

sub_401670 eax, [esp+2E4h+var_268]
sub_401D30 sub_4814E8

sub_401DCO esp, 4

eax, 26h
sub_401FED ecx, ecx

sub_402340 j short loc_u@1270
sub_4028F0 |

sub_4029E0
sub_403000
sub_403060

sub_403140 loc_481278:

sub_404160 edx, [esprecx+2EBh+var_118]
sub_4041F0 edx, dword_416FBB[ecx]
AT.YETN j short loc_4812D5

M

edx, [esp+2EBh+var_14C]

Fd
Fd
#
Fd
Kl
Fd
Fd
Fd
Fd
Fd
Fd
(7]
7
7]
7
7]
7
7
7
=

Linel of 235 ‘.

%, Graph overview

eax, 4
ecx, 4 loc_4812D5: 5 "ACCESS DENIED\R"
eax, 4 offset aAccessDenied
short loc_481278 sub_4867FB

eax, 46h

100.00% (340,2218

E Output window
Toang T LT SagUOTOr T e EGT USUT L wiounIv £ T e T ana

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

| mc |

AU: idle Down Disk: S539GB




| Keyed-Hash Message

Authentication Code (3)

IDA - Cichallenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH @a-- B d & 3 o B O ofmhEhFrd e X » @D O |Nodebugger ) %eF) & B
¢ | IR |

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x |E DA View-A [ [57] strings window [3] Hex view-1 [A] structures [E]  Enums %] Imports @ Exports
Function name i E r: IE L
s - [] |5 .
£ | sub_401000 3 [ ]
(7] sub_ lea e, [esproEonevar 0] Compares var_118[32] with
L£| _main lea eax, [esp+2EBh+var_268]
. . .
] sub_401310 call  sub_u81310 byte 416FB0[32] and prints
L] sub_4013B0 lea eax, [esp+2EBh+var_268]
(7] sub_401450 call  sub_u51450 "ACCESS DENIED\n" if they are
|f| sub_4014E0 lea eax, [esp+2E@h+var_118]
[#] sub_401620 push  eax not
E sub_401670 lea eax, [esp+2Eih+var_268]
IE sub_401D30 call sub_4814E8
7] sub_401DCO add esp, 4
L] sub mov eax, 26h
|| sub_401FEQ wor ecx, ecx
L] sub_4023A0 jmp short loc_481278
|| sub_4028F0 T
[£] sub_4029E0 (R}
|| sub_403000 r:
u [F] sub_403060
I g sub_403140 loc_481278:
£ sub_404160 moy edx, [esp+ecx+2EBh+var_118]
|| sub_4041F0 l cmp edx, dword_416FBB[ecx]
1 . anannn jnz short loc_h4812D5
4 n 3 —
Line1 of 235 S : L]
%, Graph overview O & x Gl =
y

add ecx, 4 1 12D5: ; "ACCESS DENIED\n"

cmp eax, 4 p offset afccessDenied

jnb short loc_u481278 1 sub_4867FB

add
nuch LT Tl L ax
100.00% (340,2218) (976,403) 00000615 00401215: _main+1AS

E Output window O & x
T B T T ‘
Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.

10C 59
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| Keyed-Hash Message
Authentication Code (4)

b IDA - Ci\challenge\CodeBreaker.exe

S e Bl B Y o DO At F e X P OO o) ¥
] | | I |

Library function Data [l Regular function Unexplored Il Instruction External symbol
ZFuncﬁons window O & X LEJ DA View-A (£ [5'] strings window J (3] Hex view-1 } [A] structures [ E 'E]  Imports

Function name = 4
L 28 ]

%T sub_401000 ]
\J _main
sub_401310 loc_481276:
sub_401380 mov edx, [esp+ecx+2EBh+uar_118]
sub_401450 cmp edx, dword_416FBB[ecx]
sub_4014E0 jnz short loc_4612D5
sub_401620 =l
sub_401670
sub_401D30 | MiZE
sub_401DCO eax, 4
sub_401FE0 ecx, 4 loc_4612D5: ;5 "ACCESS DENIED\Nn"
sub_4023A0 eax, 4 push offset afAccessDenied
sub_4028F0 j short loc_461278| (call sub_4867FB
sub_4029E0 T add eax, 46h
(7] sub_403000 Egﬂ E2F b 3 FILE =

= stib:403060 mov ecx, [esp+2E8h+var_4]
(7] sub_403140 add esp, 8
(7] sub_404160 pop esi
(7] sub_4041F0 pop ebx
‘? =4840 xor ecx, esp
i el mov eax, OFFFFFFFDh
Linel of 235 call @  security_check_cookie@4% ; _ security_check_cookie(x)
mov es eb
Jﬂ:, Graph overview pop ebg ? p
retn
_main endp

/|

B

I

K

HE

Y S (S |

ES

1|
[~

'ﬂ
|/100.00% (196,2454) (36,82 255: _main+lES

3 Output window
SIEHYG AN EgNuCr G TEGrUSUT G VASUGEO £ 17 HeC T aeae
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has be:‘[jﬁff'}ished.
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| AES Decryption

IDA - Cichallenge\CodeBreaker.exe

File Edit Jump Search View Debugger Options Windows Help

SH @-- B @ & ) g B O ofmhEhF e X » @D O |Nodebugger ) %eF) & B

¢ o I : v
Library function Data [l Regular function Unexplored Instruction External symbol
EFuncﬁons window O & x |_E DA View-A [ [57] strings window [3] Hex view-1 [A] structures [E]  Enums %] Imports @ Exports
Function name - 1 |
[#] sub_401000 3 _ Y
LF] _main E@l@
E sub_401310 lea eax, [esp+2EBh+var_14C]
[F] sub_401380 lea esi, [esp+ZEBh+var_268]
= b call sub_4B1FER
b_401450 _

"—?*_- sub_4014E0 lea eax, [esp+2EBh+var_F8&]
L] sun push sax
Ed sub_401620 nou ecx, esi
|__?;_ sub_401670 push ecx
|F| sub_401D30 call sub_4828F8
|| sub_401DCO lea edx, [esp+2E8h+var_F&]
[#] sub_401FED push edx
E sub_402340 push offset as
(7] sub_4028F0 call
1 cub 4029E0 add esp, 16h
L] sub xor eax, eax
|.?3 sub_403000 pop esi

u [7] sub_403060 pop ebx

I || sub_403140 mov ecx, [esp+2D8h+var_ U]
|| sub_404160 xor ecx, esp
|| sub_4041F0 call
=1 ceanaann ki mov esp, ebp
4 1l 2 pop ebp
Line1 of 235 retn
%, Graph overview O & x

d 100.00% (196,2919) (68,6) 00000655 00401255: main+lES

E Output window O & x
e T e "
Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.
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Brute Force Attack

= Leverage the fact that you know the
expected HMAC and you know how to derive

putative key

(oxbc,0xbo,0x78,0x41,0xaa,0xdo,0x06,0x68,0xdd, 0xas,0x74,0x06,0xd7,0x1a,0x2b,0xd2,0xg9b,0x0e,0xdb,oxod
,0xfg,oxce,oxfs,0xa7,0xfg,0x51,0x6¢,0x99,0xfc,0xb6,0%xg5,0xf8)

= Write a simple program to brute force the key
and decrypt the ciphertext

The CyaSSL library is easy to use and contains all
the functions that you need (it was used to write

the challenge problem)
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Brute Force Code

printf("Searching for a solution...\n");
for (i=0; i < (1<<16); i++)
{
memcpy(hashGuess, (uint8_t*)&i, 2);
/| Derive the AES key to decrypt secret code
retCode = deriveAESKey(hashGuess, (uint8_t*)AESKey);
/| Compute HMAC of ciphertext
computeHMAC(ciphertext, sizeof(ciphertext), AESKey, AES_KEY_SIZE, HMACdigest);
/| Compare computed HMAC with expected value
if (memcmp(HMACdigest, HMAC_cipher, SHA256_DIGEST_SIZE) == 0)
{
fprintf(stderr, "FOUND SOLUTION!\n");
fprintf(stderr, "SHA256 Hash of Password -> Byte 1: ox%x\tByte 2: ox%x\n", hashGuess[o], hashGuess[1]);
fprintf(stderr, "AES Key: ");
printHexString(AESKey, AES_KEY_SIZE);
printf("\n");
/| Decrypt the challenge ciphertext
decrypt(AESKey, plain, sizeof(plain));
printf("%s\n", plain);
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Ciphertext

. uint8_t ciphertext[] = { ox34,0x3b,0x71,0x62,0xba, 0xgf,0x55,0xb8,0xdg,0x88,0x71,0x98,0x24,0x41,0x3€,0x4d,
oxas,oxbd,ox1a,0xe1,0x2¢,0xae,ox2¢,0xff,0x1d,0x4€,0x1a,0x9e,0x94,0x8a,0x4d,0x07,
ox71,0x5d,0xc6,0xaf,oxef,0x91,0x09,0x67,0xda,0xfa,0x37,0x96,0x11,0xe1,0x67,0xd6,
ox3e,0xa1,0x5e,0x58,0xob,0x81,0xdd,oxb2,0xaf,0x5d,o0xde,oxde,oxg9d,0x82,0xb3,0x72,
0x36,0%x86,0xab,0x72,0xea,0X3€,0X5a,0Xa0,0X21,0X4€,0X94,0xbf,0x51,0x12,0xbe, oxfc,
oxb6,0x07,0x3d,0x51,0%x36,0xcf,0x76,0%x93,0xab,0xc6,0x6¢,0x7b,0x5f,0xc8,0%16,0xa2,
0X11,0XC0,0xe6,0x87,0xge,0xab,0x40,0x56,0xa4,0xb7,0xa5,0x20,0x44,0xbf,0xbo,0xb7,
0x5b,0x43,0X4a,0X02,0%x19,0x09,0x1d,0xb2,0x30,0xbb,0x15,0xce, 0x1c,0x97,0xd8,0x77,
oxbc,0x42,0x87,0%14,0%93,0%85,0xd2,0x0a,0x7d,0XC4, 0X44,0X0€,0%x82,0X35,0X3b,0XC4,
0X40,0%78,0X7a,0X59,0Xa1,0X59,0x18,0X09,0X22,0x17,0x68,0xc0,0xfc,0x7a,0x5f,0x67,
ox5b,0x2a,0xb3,0xfc,0x53,0xbc,0xe0,0x92,0xff,0x0d,0x84,0x74,0x31,0x1f, 0xf5, 016,
ox4f,0x17,0x50,0x8d,0x95,0x51,0%x06,0xf7,0xbc,0xda, 0x15,0%x05,0x76,0xb5,0%x10,0%78,
oxa4,oxa1,0xf1,0x45,0xf1,0x6e,0x78,0x2c,0x33,0%01,0x4€,0x82,0x68,0x4f, 0xe8,0%x12,
ox69,0xdd,0x00,0x77,0x17,0xec,0X95,0x76,0xbc,0x8¢,0x43,0XC5,0X99,0X53,0Xba, 0x86,
0X4C,0X6b,0x46,0x4a,0X35,0x82,0Xe1,0X10,0Xe€,0X2a,0X73,0X4d,0x80,0x55,0xdc,0xbc};




Brute Force Solution

Searching for a solution...

FOUND SOLUTION!

SHAZS6 Hash of Password -> Byte 1: 0xl12 Byte 2: 0x2

AES Key: 0x2]1 0xSc Oxfc O0xcO O0x12 Ox6a O0x52 0O0xdS O0x70 O0x92 O0xb0 O0x4 Ox4b O0x81 Ox
da 0Ox86

Congratulation=! You have successfully decrypted the challenge cipher.

Plea=ze =send an email (use yvour ¥*.edu address) with a writeup of your =solution an
d the =tring bd46l1a2l1f932a4130a6f6e70d to the following address: Seninr_Prnject@n
za.gov




Plaintext

= Congratulations! You have successfully
decrypted the challenge cipher.

» Please send an email (use your *.edu address)
with a writeup of your solution and the string
bd461a21f932a4130a6f670d to the following
address:
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Questions
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