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Challenge Scenario

NSA has discovered that the leadership of a
terrorist organization is using a new method of
communicating secret messages to its
operatives in the field and has provided each
individual with a unique program for decoding
messages. Your mission is to reverse-engineer
this software and develop capabilities to exploit
the secret messaging component.



The Challenge

= There are 4 different levels or "tasks" to this
challenge problem

Task 1: Determine how to execute the hidden
functionality

Tas
Tas
Tas

N Tdg

 2: Bypass an authentication check
< 3: Create an encoder program

K 4: Spoof a message to a high-value target

task gets progressively harder and

builds off previous ones



The Challenge (cont.)

* Challenge materials and instructions can be
found at https://codebreaker.ltsnet.net

= Register for an account with your .edu email
address



https://codebreaker.ltsnet.net/

Reverse Engineering Tips

= Examine strings in the binary using IDA

Look for clues that relate to the functionality you are trying
to find / reverse

Utilize IDA xrefs to find code that references the string(s) of
interest

Utilize symbols (e.g., function names) to help determine
what a section of code does
» Try setting debugger breakpoints to help RE code

Single-step after hitting a breakpoint and see how the
values in registers/memory change

Look for the result of interesting computations. You can
sometimes get the data you need from memory

= | everage online resources, e.g.,Intel manuals, RE
lectures, etc. for help on reverse-engineering




Technical Walkthrough

» 2014 Codebreaker Challenge on Windows
using IDA Pro Demo

* This binary can be downloaded from
https://codebreaker.ltsnet.net/resources



https://codebreaker.ltsnet.net/resources

| Running the program

BN Command Prompt

Cgpyright (c) 2009 Microsoft-cérporation. Al1l rights reserv
ed.

C:\challenge>codebreaker2.exe
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM Sun. High: 75 Low: 63
1 - Partly Cloudy. High: 75 Low: 63
- sunny. High: 77 Low: 63
- sunny. High: 81 Low: 64

sunny. High: 82 Low: 63
Full forecast available at: http://us.rd.yahoo.com/dailynews

/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/usca0638_f.html

Cc:\challenge>




Running the program (2)

E¥ Command Prompt

A1l rights reserv

C:\challenge>codebreaker2.exe

Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM Sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63

Sat - sunny. High: 77 Low: 63

sun - Sunny. High: 81 Low: 64

Mon - sSunny. High: 82 Low: 63

Full forecast available at: http://us.rd.yahoo.com/dailynews

/rss/weather/Los_Angeles__cA/*http://weather.yahoo.com/Torec
ast/usca0638_f.html

C:\challenge>codebreaker2.exe -h
eatherman help:

-v for version info

-h for help 1info

-1 to 1ist supported areas

-1 to specify an area

C:\challenge>codebreaker2.exe -v
eatherman version 6.8.1
Powered by Yahoo

Cc:\challenge>




Disassemble

= Disassemble the Codebreaker2 binary

If asked whether you want to use Proximity View
Click no
Use graph view




| Disassemble (2)

Load file C:\challenge\codebreaker2.exe as
j Portable executable for 80386 (PE) [pe.ldw]

Processor type

|MetaPC (disassemble all opcodes) [metapc] v |

)

Analysis
Loading segment
| Enabled

Loading offset | 0x00000000 V| Indicator enabled

Options

Kernel options 1

Load resources

¥| Rename DLL entries

Manual load Kernel options 2

V| Create imports segment Processor options

2 Output window Create FLAT group

vyces paycs ucsCrApcion

2162688 264 allocating memory for b-trdf D--drectory C:\Windows
2162688 264 allocating memory for virt
262144 allocating memory for name Cancel ]‘ Help

4587528 total memory allocated

Loading processor module C:\Program Files (x86)\IDA Demo 6.6\procs\pc.w32 for metapc...OK
Autoanalysis subsystem has been initialized.
Possible file format: Portable executable for 88386 (PE) (C:\Program Files (x86)\IDA Demo 6.6\loaders\pe.ldw)




| Disassemble (3)

File Edit Jump Search Windows Help

LY L I Bt F-F e X > OOk <) W@ TP
A — N ]

Unexplored [ Instruction

View Debugger Options

@ @

Library function Data [l Regular function External symbol

O & x = IDA View-A Structures |_§E Enums Imports E__*a Exports

E Functions window

Function name 'S

__mingw_invalidParameterHandler
_pre_cpp_init
_pre_c_init
__tmainCRTStartup
_mainCRTStartup
__gce_register_frame
__gee_deregister_frame
_fixupString
_special_printf
_getPasswordFromUsername
_writefunc
_isDirectory
_init_string
_printWeatherForecast
_tierl
_setSeed
_getRand&4
_BaszebdEncode
_encrypt
_SHA256_Update_part 0
_SHAZ224 Tnit

SHA256 Init

M

&
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A
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A
A
7
F
7
F
7
F
7
F
7
F
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F
7
F
71
4
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=
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=
=
=

E Output window
LUNPLILNY TLI1E
Executing function ‘main’ ...

B | g

Hex View-1 IE

-text:a0481462
-text:ae481465
-text:ae481465
-text:a04814CA
-text:a04814D8

add esp, BCh
jmp tmainCRTStartup

-text:aa4e14D0 ;

-text:ae4814D8
-text:ae4814D8
-text:o04814D0
-text:ae4814D8
-text:o04014D0
-text:ae4814D8
-text:004014D3
-text:aa4814DD
-text:a04014E2
-text:a04014ES
-text:004014ES
-text:a04014ES
-text:a04014ES
-text:@04014ER
-text:a04014F 8
-text:a04014F 8
-text:a04014F 8
-text:a04014F 8
-text:a04014F 8
-text:004014F0
-text:a04014F 8

align 18h

SUBRODUTIMHNE

int mainCRTStartup()

_mainCRTStartup

_mainCRTStartup

public _mainCRTStartup

proc near

sub esp, BCh

mov ds:_mingw_app_type, 8
call _ security_init_cookie
add esp, BCh

jmp __ tmainCRTStartup

endp

align 18h

SUBRODUTIMHNE

Attributes: bp-based frame

gcc_register_frame proc near

00000800 004014D0: _mainCRTIStartup

public gce_register_frame

; CODE XREF:

_register_frame_ctor+6lp

LoATTUYrdil riles LASUJAVIVH UENU U.ULIULIUd.IUL - -

Compiling file 'C:\Program Files (x86)\IDA Demo 6.6%\idc\onload.idc’...

Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the input file right now.

Using FLIRT signature: SEH for vc7-11

Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.

IDC
Disk: 44GB




Observe Strings

= Observe the strings that show up in IDA
Click Views->Open Subviews->Strings

You should see the strings that are displayed when
you run the program

Yahoo! Weather forecast for
Full forecast available at:

Weatherman version 6.8.1
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| Observe Strings (2)

File Edit Jump Search | View | Debugger Options Windows Help
e B R AR Open subviews

T

Toclbars

Calculator... ?

Full screen F11

Quick view

Disassembly

Library function Data | Proximity browser

BIWE L

| 3
Hex dump Imports

[F] Functions window

Function name Exports

2 Graph Overviey
E __mingw_invalidParamet 17,’
[#] _pre_cpp_init :
L_Zr _pre_c_init
[E __tmainCRTStartup
@ _mainCRTStartup
E __gcc_register_frame Print internal flags F
LE ___gcc_deregister_frame
7] _fixupString
\E _special_printf L Ctrl=Numpad++
@ _getPasswordFromUserna o,  Hide all
|f] _writefunc .
iz‘ _isDirectory '%- Unhide all
Qj _init_string /S Delete hid a
@ _printWeatherForecast Setup hidden items...
[E _tierl — T TGiEES
Q‘j _setSeed 91584
\_ﬂ _getRand64 3“1 5B7
(7] _BaseS4Encode |815BC
(7] _encrypt |815BF
[7] _SHA256_Update_part_0 |815¢2
[7] _SHA224 Init [015C4

i : lo15¢6 — ,
7] _SHA2S6 Init lo15c6 loc_4615c6: | L= Notepad IDE XREF: _special printf+53}j

4 S i o1ocs i) e

- =~ - | o Toayax

\_E _SHA256_Transform 5915(;3 add ;bx,J;

\Z} _SHA256_Final |815CE movzx eax, byte ptr [ebx]

(7] _SHA224 Final (01501 test al, al

[F] _sHA256 3815!)3 jnz short loc_4015C6

(7] _sHa224 191505 ; ; g

@ b64 callback ctrl {815D5 loc_4615D5: . CODE XREF: _special_printf+uuTj
R - |815D5 mov [esp], esi char =

7] _b6d_free |815D8 nov [esp+h], edx va_list

[F] _b64_new |815DC call _uprintf

@_‘ _b64_read [815E1 lea esp, [ebp-8Ch]

2 MY WA [

4 |l e |000009C& 004015C6: _special _printf:loc_4015Cé

Line1 of 1970 | < i

Imports

Names Shift+F4
Functions Shift+F3
Strings Shift+F12

Recent scripts Alt+F9
Database snapshot manager... Ctrl+Shift+T

Print segment registers Ctrl+Space

1 () el i

Segments Shift+F7

Hide Ctrl+Numpad+-
Segment registers Shift+F8

Selectors

Signatures Shift+F5
Type libraries Shift+F11

Structures Shift+F9
Enumerations Shift+F10
Local types Shift+F1

Cross references

FiE pFEE b6 @EE

Function calls

Open strings window




| Observe Strings (3)

Length Type  5tring

ordata:00442115 00000019
rdata:00442151 00000011
srdata:00442144 00000067
rdata: 004421 A8 00000010
srdata:004421BE 00000018
ordata:00442103 00000008
rdata:0044210C 0000002E
rdata:00442204 00000009
rdata:00442214 00000021
srdata:00442235  0000001C
rdata:00442254 00000021
ordata:00442275 00000024
rdata:0044220C 00000021
srdata:004422B0 00000011
rdata:004422CE 00000011
rdata:0044220F 00000018
ordata:004422F8 00000023
rdata:00442320 00000118
ordata:00442458 00000017
rdata:0044244F 00000013
ordata:00442462 00000010
rdata:00442472 00000015

T
[
(=1
=
m
L1
1

]

Weatherman version 6.8.1

Powered by Yahoo

Weatherman helpin-v for version info\n-h for help info'in-1 to list supported areas\n-i
Chitmpii\secretsi),

-X to enter hidden mode

+vhliX
http://weather.yahooapis.com/forecastrssw="%d
snprintf

Yahoo! Weather forecast for %as:\n

Failed to pull weather data

‘nError (Codel -- Invalid Setup)

“nTierl of the challenge completed!

‘nError (Code 2 -- Invalid Setup)

Enter username:

Invalid username

Enter password for %es:
Tier 2 of the challenge completed!

99001919090(900699900100900009000/090060900010690069
9900(00990009001009%9

9900069093999

990000900959

990069160066/,076 0]

w

A T T Y T Y T T T T T T Y T Y T Y T Y T O O




Observe Strings (4)

T
[
(=1
=
m
L1
1

W

w

W

w

Ao

rdata:00442118
rdata:00442131
rdata:00442144
Jdata:0044 21 AB
rdata:0044 21 BB
Jdata: 00442103
rdata: 004421 DC
rdata:0044 2204
rdata: 00442214
Jdata:00442235
rdata:00442254
Jdata:00442278
Jdata:0044229C
rdata:0044 228D
Jdata:004422CE
rdata:0044 22DF
rdata: 0044 22F8
rdata:00442320
rdata:00442438
rdata:0044 244 F
rdata:0044 2462
rdata:00442472

Length

00000019
00000011
00000067
00000010
00000018
00000005
0000002E
00000009
00000021
0000001 C
00000021
00000024
00000021
00000011
00000011
00000018
0000002>
00000118
00000017
00000013
00000010
00000015

Weatherman version 6.8.1

Powered by Yahoo

Weatherman helpn-v for version info\ il h for help info'in-1 to list supported areas\n-i
Chitmpii\secretsi),

-X to enter hidden mode

+vhli

i/ forecastrss fw=%d

C:\\tmp\\secrets\\

snprintf
Yahoo! Weather forecast for %&s\n
Failed to pull weather data
‘mErrn:ur (Codel -- Invalid Setup)

: mpleted'
‘nError (Code 2 -- Invalid 5€ .
Enter usemame: -X to enter hidden
Invalid username
Enter password for %es:

Tier 2 of the challenge c

e ﬂ@ﬂﬂ'éééééﬂﬂﬂﬂlﬂﬂﬂﬂﬂﬂﬂ'GGG&&G&
ﬂﬂﬂéﬁﬂﬂﬂﬂﬂﬂﬂédﬂﬂﬁé

9900069093999
990000900959
990069160066/,076 0]

Enter username:




C:\\tmp\\secrets

= Double click on the "C:\\tmp\\secrets” string

This takes you to the data section of the binary
where the string is stored
= To theright of the string are cross references

to this address (show up as DATA XREF in
IDA)

= Press ctrl-x to pull up a cross-references
window; you will see two different references
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2118
2118
2118
2131
2131
2142
2144
2144
2144
2144
2144
2144

1AB

103

C:\\tmp\\secrets (2)

; char aWeathermanUers| ]
aWeathermanlUers db "Weatherman version 6.8.1°,8
; DATA XREF: _tier1:loc_481aEB8To

» char aPoweredByYahoo| ]
aPoweredByYahoo db 'Powered by Yahoo',8 ; DATA XREF: tier1+161T0
align 4
: char aWeathermanHelp| ]
aWleathermanHelp db 'Weatherman help:',8Ah ; DATA XREF: tieri:loc 4@1E708To
db '-v for version info',B88h
db "-h for help info",B8ah
db "-1 to list supported areas',BAh
db "-i to specify an area',B
:» Char aCTmpSecrets[]
aCTmpSecrets db 'C:itmpisecretsy',@ ; DATA XREF: tier1+4F9To
; tier1+6B5To ..
; char akToEnterHidden] ]
aXToEnterHidden db '-¥ to enter hidden mode',® ; DATA XREF: tier1+58ETo
; char options[]

17



| C:\\tmp\\secrets (3)

2118 ; char aleathermanlUers]|]

#1118 aWeathermanVUers db "UYeatherman version 6.8.1',8

2118 ; DATA XREF: _tier1:loc_481AEBTO
2131 ; char aPoweredByYahoo ]

2131 aPoweredByYahoo db ‘Powered by ¥Yahoo',8 ; DATA XREF: Referenced at:
2142 align &4

2144 3 char alWeathermanHelp]] .
2144 aWeathermanHelp db “UYeatherman help:',8Ah ; DATA :{HEF_tlerl'I'q'Fg
2144 db '-v for version info',B88h

2144 db '-h for help info',Bah tiEI'1+EB5

2144 db "-1 to list supported areas®,8Ah ™
2144 db "-i to specify an area',B
1AB ; char aCTmp3ecrets|]
aCTmpSecrets db "CIAiEmpisecretsy’ 4 DATA XREF: tier1+4F9To
_tier1+6BSTo ...

; char akToEnterHidden] ]
akToEnterHidden db '-X to enter hidden mode®,8 HEF: tier1+58ETo
103 ; char options[]

18




Double-click Reference

= You should now be looking at disassembled
x86 code

We just leveraged the fact that in order to use
"C:\\tmp\\secrets” in the program, the code had to
reference the address in the data section of the
program where the string was stored.

= Using xrefs in IDA is a quick and easy way to
find interesting code sections

19



Double-click Reference (2)

CODE XREF: _tier1+145Tj
; DATA XREF: .rdata:off 44262410
[esp+261Ch+nargc], offset alleathermanHelp ; jumptable B88481ADS case 184
ebp, 1
_puts
[esp+261Ch+nargu], 8 ; int
[esp+261Ch+nargc], offset aCTmpSecrets ; "CoyiEmpiisecretsi\”

_daccess
eax, BFFFFFFFFh

loc_ 481AB8 ; jumptable 88461AD5 default case

[esp+261Ch+nargc], offset aXToEnterHidden ; "-X to enter hidden mode™

_puts
loc_481AB8 ; jumptable @8481AD5 default case

20



Explore Code Block

; CODE XREF: tier1+145Tj

[esp+261Ch+nargc], offset aWeathermanHelp ; jumptable BB481ADS case 184
ebp, 1

__puts

[esp+261Ch+nargu], B ; int

[esp+261Ch+nargc], offset aCTmpSecrets ; "Coyivtmpiisecrebsiy”

_access

eax, BFFFFFFFFh

loc_4B1ABA ; jumptable B8481AD5 default case

[esp+261Ch+nargc], offset aXToEnterHidden ; '-¥ to enter hidden mode®

_puts
loc 481ABA ; jumptable B8461ADS5 default case

; char aWeathermanHelp]| ]
dleathermanHelp db ‘Weatherman help:',8ah
db "-v for version info',8ah
db "-h for help info',BAh
db "-1 to list supported areas',BAh
db "-i to specify an area',B

21



Explore Code Block (2)

CODE XREF: _tier1+145Tj
; DATA XREF: .rdata:off 44262410
[esp+261Ch+nargc], offset alleathermanHelp ; jumptable B88481ADS case 184
ebp, 1
_puts
[esp+261Ch+nargu], 8 ; int
[esp+261Ch+nargc], offset aCTmpSecrets ; "CoyiEmpiisecretsi\”

_daccess
eax, BFFFFFFFFh

loc_ 481AB8 ; jumptable 88461AD5 default case

[esp+261Ch+nargc], offset aXToEnterHidden ; "-X to enter hidden mode™

_puts
loc_481AB8 ; jumptable @8481AD5 default case

22



Explore Code Block (3)

; CODE XREF: _tier1+145Tj
: DATA KREF: .rdata:off _442624)0

— 1 1. Print the help text
onraravl. 2. Check if C:\tmp\secrets exists

h+nargc],

- 3. Print extra help if it does
loc_481ABA - R
s1Ch+nargc], offset aXToEnterHidden ; "-X to enter hidden mode™

; jumptable @8481AD5 default case

23



| Running the program (for h@gl)

c:\challenge>mkdir C:\tmp\secrets

Cc:\challenge>codebreaker?2.exe -h
Weatherman help:

-v for version info

-h for help 1info

-1 to 1ist supported areas

-1 to specify an area

-X to enter hidden mode

c:\challenge>




| Explore Code Block (4)

; CODE XREF: tier1+68FTj
moy [esp+261Ch+nargw], B ; int
mouv [esp+261Ch+nargc], offset aCTmpSecrets ; "Coirvbmpiisecrebsiy”
call _dccess
add eax, 1
jz loc 48251C
1lea ebx, [esp+261Ch+var_ 21EB]
mou [esp+261Ch+nargc], offset aTier10fTheChal ; “‘nTier 1 of the challenge completed?™
mov edi, ebx
call _puts
®or eax, eax
mouv ecx, 186h
rep stosd
lea esi, [esp+261Ch+var 1DEA]
mov edi, esi
1lea ebp, [esp+261Ch+var 19E@]
mou cx, 188h
rep stosd
mouv edi, ebp
mou cx, 188h
rep stosd
moyv [esp+261Ch+nargc], offset aCTmpSecrets ; "CoyivEmpiisecrebsiy™”
call _isbhirectory
add eax, 1
jz loc_ 4B2534
mov [esp+261Ch+nargc], offset aEnterUsername ; “Enter username: ™
call _printf




|  Explore Code Block (5)

; CODE XREF: _tier1+68FTj
[esp+261Ch+nargv], 8 ; int

Ch+nargc], offset aCTmpSecrets ; "C:\\tmp\\secrets\\"

loc_46251C
ebx, [esp+261Ch+var_21E0D]
esp+261Ch+nargc], offset aTier10fTheChal ; "\nTier 1 of the challenge completed?"

- 5 1. Another 'access' check
ecx, 1006h

rep stosd

1 - 1 +261Ch+ - 1DE®O a B

oy esl el Al 2. Prints the Tier 1 complete

+ + & B . B
oy entqpenl cotchevar 81 message if the directory exists
rep stosd
mov edi, ebp
mov cx, 166h
rep stosd
mov [esp+261Ch+nargc], offset aCTmpSecrets ; "C:i\\tmp\\secrets\\"
call _isDirectory
add eax, 1
jz loc_402534
mov [esp+261Ch+nargc], offset aEnterUsername ; "Enter username: "
call _printf




'Running the program (for

BN Command Prompt - codebreakerdexe -X

Cc:\challenge>mkdir cC:\tmp\secrets

C:\challenge>codebreaker2.exe -h
eatherman help:

-v for version info

-h for help info

-1 to Tist supported areas

-1 to specifﬁ an area

-X to enter nidden mode

Cc:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM Sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - Sunny. High: 77 Low: 63
sun - sunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63
Full forecast available at: http://us.rd.ﬁahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/Usca0638_f.html

ier 1 of the challenge completed!
Enter username:




Tier 1 Complete!

= Pretty straight forward

= Just looking at the strings may have been
enough to get you through this

= ..ontoTier 2!
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'Running the program (for

BN Command Prompt - codebreakerdexe -X

Cc:\challenge>mkdir cC:\tmp\secrets

C:\challenge>codebreaker2.exe -h
eatherman help:

-v for version info

-h for help info

-1 to Tist supported areas

-1 to specifﬁ an area

-X to enter nidden mode

Cc:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM Sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - Sunny. High: 77 Low: 63
sun - sunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63
Full forecast available at: http://us.rd.ﬁahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/Usca0638_f.html

ier 1 of the challenge completed!
Enter username:




|  Explore Code Block (6)

mov [esp+261Ch+nargc], offset aEnterUsername ; “"Enter username: *
call _printf

mou eax, ds: dimp  iob

mov [esp+261Ch+nargu], 488h ; int

mov [esp+261Ch+nargc], ebx ; char =
mov [esp+261Ch+options], eax ; FILE =
call _fgets

test edax, eax

jz loc_ 482540

moy [esp+Z261Ch+nargu], BAh

moy [esp+Z261Ch+nargc], ebx

call _strchr

test edx, eax

jz short loc_ 482 B8EF

mou byte ptr [eax], 8

; CODE XREF: _tier1+75aTj
Zor eax, eax
ot ecx, BFFFFFFFFh
mow edi, ebx
repne scash
not ecy
suh ecx, 1
cmp ecx, 7
jbe loc_L4B24EC
mov [esp+261Ch+nargv], ebx
mov [esp+261Ch+nargc], offset akEnterPasswordF ; "Enter password for %s:
call _printf
mov eax, ds: dimp_  iob
moy [esp+261Ch+nargu], 486h ; int
moy [esp+261Ch+nargc], esi ; char =
moy [esp+261Ch+options], eax ; FILE =
call _fgets




I Explore Code Block (7)

gLh+narqgc], offset aEnterUsername ; “Enter username:

__imp___iob . 1. Prompt for a username

[95p+EﬁiEh+nargu], hadh ; 1nt
- ont o ear o rri2. Read it into a buffer
3. Find the length; if less than 8,

oC_482540

: +261E::2::gz}: 2:: ;Egr Jump to code that prints din
strchr

Cax g error and exits

loc_482B8EF
byte ptr [eax], 8

; CODE RXREF: _tier1+75atj
Zor eax, eax
ot ecx, BFFFFFFFFh
mow edi, ebx
repne scash
not ecy
suh ecx, 1
cmp ecx, 7
jbe loc_L4B24EC
mov esp+261Ch+nargv], ebx
g gLh+narqgc], offset akEnterPasswordF ; "Enter password for %s:

* imp__ iob

61T +nargu], 400 : int 4. Prompt for a password
esp+261Ch+nargc], esi ; char =

ch+options], eax ; FILE » 5. Read it into a buffer




|  Explore Code Block (8)

moy [esp+261Ch+nargc], ebx ; void =
mou edi, ebx

mov [esp+261Ch+options], 488h ; size t
mou [esp+261Ch+nargu], ebp ; void =
call _getPasswordFromUsername

Xor eax, eax

or ecx, BFFFFFFFFh

repne scash

mow [esp+261Ch+nargue], ebp

mow [esp+261Ch+nargc], esi

not eCx

mou [esp+261Ch+options], ecx

call _strncmp

test eax, eax

mou ebx, eax

jnz loc_ 482821

1ea edi, [esp+261Ch+var 15E@]

mouy esi, offset aCTmpSecrets ; "C:ihtmpiisecretsiy”
mou [esp+261Ch+nargc], offset aTier20fTheChal ; "Tier 2 of the challenge completedt”
1lea ebp, [esp+261Ch+uar 9EB8]

call _puts




Explore Code Block (9)

moy [esp+261Ch+nargc], ebx ; void =
mou edi, ebx
] . . size t
o wmgid 6. COmpute the password

call _getPasswordFromUsername

cax, eax from the username

repne scash
mow [esp+261Ch+nargv], ebp ; char =

mow [esp+261Ch+nargc], esi ; char = 7. ChECk thE pEEEWDI‘d End
not PCH
grionsl, ecx 5 size t  print the tier 2 success
et message if correct

loc_482821

edi, [esp+261Ch+var 15E@]

esi, offset aCTmpSecrets ; "C:iwitmpiisecretsiy”
[esp+261Ch+nargc], offset aTier20fTheChal ; "Tier 2 of the challenge completedt”
ebp, [esp+261Ch+uar 9EB8]
_puts



getPasswordFromUsername

loc h@1640:

call
mouw
mouw
mouw
mouw
call
mouzxs
mou
test
iz
mouw
mouw

_memset

eax, [esp+1Ch+arg_H]
[esp+1Ch+var_14], esi
[esp+iCh+var 1C], ebx
[esp+iCh+var 18], eax
_memcpy

eax, byte ptr [ebx]
ds: _lastChar, 3Bh

al, al

chort loc_ 481674

ecx, JBh

esi, BAC7G9185h

;: CODE XREF:
eax, al
ecx, cl
ecx, [ecx+eax-7]
eax, ecx
esi
eax, ecx
eax, 1Fh
edx, ecx
edx, O
edx, eax
edx, 5Fh
ecx, edx
ecx, Z8h
[ebx], cl
ebx, 1
eax, byte ptr [ebx]
al, al
short loc 481648
ds: lastChar, cl

_getPasswordFromUsername+7C)j




What does this code do?

mov edx, /[ edx =
Mov eax, ecx /| ecx = input value
imul edx /] edx:eax = eax * edx
lea eax, [edx + ecx*0x1]// eax = edx + ecx
mov edx, eax /[ edx = eax
sar edx, // arith right shift; edx = edx >>
Mmov eax, ecx /| eax = ecx
sar eax, /| eax = eax >> (37)
mov ebx, edx /| ebx = edx
sub ebx, eax /| ebx = ebx - eax
mov eax, ebx /| eax = ebx
imul eax, eax, /| edx:eax = eax * (95)
mov edx, ecx /] edx = ecx
sub edx, eax /[ edx = edx — eax

/[ edx is the final result

35




Signed Division and Remailnder

* The code computes: edx = ecx % 95

= Why multiply by oxAC769185 and where did that
number come from?
Division is a time consuming operation

When the divisor is a constant, the compiler can
optimize the computation

» The basic trick is to multiply by a "magic value”
(~ 232/d) and extract the leftmost 32 bits of the
product

= The following site computes these numbers for
you: http://www.hackersdelight.org/magic.htm
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http://www.hackersdelight.org/magic.htm

| getPasswordFromUsername (2)

loc 4B1640:

call
mou
mou
mou
mou
call
mouzx
mou
test
jz
mou
mou

mousx
mousx
lea
mou
imul
mou
sar
add
sar
sub
imul
sub
add
mou
add
mouzx
test
jnz
mou

_menset
eax, [esp+iCh+arg @]
[esp+i1Ch+var_ 14], esi ; size t
[esp+iCh+var 1AC], ebx ; wvoid =
+ + - * . ]
by ar=181, eax 5 void Initialize lastChar to 0x3B
eax, byte ptr [ebx]
ds: lastChar, 3Bh
al, al
short loc_ 481674
ecx, dBh
esi, BAC769185h

; CODE XREF: getPasswordFromUsername+7Clj
eax, al
ecx, cl Computes:
ecx, [ecx+eax—7]
eax, ecx
esi
eax, Bcx
eax, 1Fh buffer[%ebx] =
ed®, ecx

cdx. & ((lastChar + (buffer[%ebx] - 7))

edx, eax

ccx, edx % (127 - 32)) + 32
ecx, 26h

[E"’:]i c1 lastChar = buffer[%ebx]
ebx,

eax, byte ptr [ebx]

al, al

short loc 481640

as: 1astcnar, e Where %ebx goes from [0:passwordLength)
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| Running the program

BN Command Prompt - codebreakerdexe -X

Cc:\challenge>mkdir cC:\tmp\secrets

C:\challenge>codebreaker2.exe -h
eatherman help:

-v for version info

-h for help info

-1 to Tist supported areas

-1 to specifﬁ an area

-X to enter nidden mode

Cc:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM Sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - Sunny. High: 77 Low: 63
sun - sunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63
Full forecast available at: http://us.rd.ﬁahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/Usca0638_f.html

ier 1 of the challenge completed!
Enter username:




| Running the program (4)

BN Command Prompt - codebreakerdexe -X

-1 to list supported areas
-1 to spec1fﬁ_an area
-X to enter hidden mode

C:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - sunny. High: 76 Low: 64
sun - sunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63
Full forecast available at: http://us.rd. ﬁahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/UscAa0638_f.html

ier 1 of the challenge completed!

Enter username: secretagentman

Enter password for secretagentman: h(Eql_z<[$Ry5]

ier 2 of the challenge completed!

Since it's your first time encrypting a message -- Welcome!
An encrypted welcome message has been Teft for you at C:\tm
p\secrets\welcome. Decrypt it using your decrypt1on ro ram
with recipient name a1pﬁabet1c' and secret key 'efghij

Follow the prompts below to encrypt your first message:

Enter recipient name:



Tier 2 Complete!

= Required either reverse engineering the
password derivation function or just using a
debugger to see the computed value

= ...ontoTier3!
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| Running the program (4)

BN Command Prompt - codebreakerdexe -X

-1 to list supported areas
-1 to spec1fﬁ_an area
-X to enter hidden mode

C:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:
hu - AM Clouds/PM sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - sunny. High: 76 Low: 64
sun - sunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63
Full forecast available at: http://us.rd. ﬁahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec
ast/UscAa0638_f.html

ier 1 of the challenge completed!

Enter username: secretagentman

Enter password for secretagentman: h(Eql_z<[$Ry5]

ier 2 of the challenge completed!

Since it's your first time encrypting a message -- Welcome!
An encrypted welcome message has been Teft for you at C:\tm
p\secrets\welcome. Decrypt it using your decrypt1on ro ram
with recipient name a1pﬁabet1c' and secret key 'efghij

Follow the prompts below to encrypt your first message:

Enter recipient name:



! Running the program (5)

& Command Prompt

:\challenge>codebreaker2.exe -X
Yahoo! weather forecast for Los Angeles:

hu - AM Clouds/PM Sun. High: 75 Low: 63
Fri - Partly Cloudy. High: 75 Low: 63
sat - Sunny. High: 76 Low: 64
sun - Ssunny. High: 81 Low: 64
Mon - Sunny. High: 82 Low: 63 _
Full forecast available at: http://us.rd.yahoo.com/dailynews
/rss/weather/Los_Angeles__CA/*http: //weatﬁer.yahoo.com/forec
ast/uUsca0638_f.html

ier 1 of the challenge completed!

Enter username: secretagentman

Enter password for secretagentman: h(Eql_z<[$Ry5]
ier 2 of the challenge completed!

Since 1t's your first time encrypting a message -- wWelcome!
An encrypted welcome message has been left for you at C:\tm
\secretsﬁwe]come Decrypt it using your decryption pro ram
w1th recipient name a1pﬁabet1c and secret key ' gﬁ1

Follow the prompts below to encrypt your first message:

Enter recipient name: alice

Enter Secret Key: keepthissecret
Enter Message: Hello there!!
Message Saved to C:\tmp\secrets\msg

C:\challen



! Running the program (6)

BN Command Prompt

sat - Sunny. gh: 76 Low: 64

sun - Sunny. High: 81 Low: 64

Mon - Sunny. High: 82 Low: 63

Full forecast available at: http://us.rd. %ahoo.com/dai1ynews
/rss/weather/Los_Angeles__CA/*http://weather.yahoo.com/forec |
ast/USCA0638_f.html

ier 1 of the challenge completed!
Enter username: secretagentman
Enter password for secretagentman: h(Eql_z<[$Ry5]

ier 2 of the challenge completed!

Since it's your first time encrypting a message -- Welcome!
An encrypted welcome message has been left for you at C:\tm
p\secrets\welcome. Decrypt it using your decryption ram
with recipient name 'alphabetic’ and secret key ' fgﬁ

Follow the prompts below to encrypt your first message:

Enter recipient name: alice

Enter Secret Key: keepthissecret
Enter Message: Hello there!!
Message Saved to C:\tmp\secrets\msg

C:\c?q]]enge>type c:\tmp\secrets\msg

o:alice
Msg:aurnw0T4QYLTueew4vh+iYE4GTgZzUgFOm7Fhvs6187YtD9nANTB8Gp/P
g]Z?QethLjOGVQNEQ==

C:\challenge>




| Explore Code Block (10)

"ﬁ+++—§i+++—:+ﬁg"

[esp+14h+nargc], offset aEAnA ;
call _special printf

mouv eax, ds:  imp iob
lea ecx, [esp+14h+arg 1424]

mou [95p+1uh+nargu], 488h ; int
o 4h+nargc], ecx ; char =

tl““‘—*l- eax ; FILE = | 3st fgets: the program now has:
Pt - Recipient name

L1H
mov Edl, [ESp+1uh+arg 8]
X0 eax, eax - SecrEt key
or ecx, BFFFFFFFFh
repne scash -
1lea eax, [esp+14h+arg_1424] Message
lea edi, [esp+14h+arg_1824]
moy [esp+14h+var 4], ebp ; int
mou [esp+14h+var 8], edi ; char =
mouv [esp+14h+options], ebx ; int
mov [esp+14h+nargc], eax ; void =

qu], ecx ; size t
_encrypt
[esp+1

Passes everything to '_encrypt’

perih+nargc], offset aNAARed ; " +++-|+0)—++-[+-[a+]"
call _special printf
i loc 4820821




| Inside encrypt (1)

51, |eax+

[esp+13Ch+var_13C], esi ; size t
_tcalloc

[esp+13Ch+uar_134], esi ; size t
esi, [esp+13Ch+var E4]
[esp+13Ch+var FC], eax
[esp+13Ch+uar_138], eax ; void =

[esp+13Ch+var_13C], eax nid =

_getPasswordFromUsername 1- comPUtes paSSWOFd baSEd
eax, [esp+13Ch+uvar_51 . u
- on reciplient name

[ ecpa i _ BADEDEDEDH
ASp+13Ch+var_Aub], gl

[esp+13Ch+var_u?], ]

[esp+13Ch+var_ut],

[esp+13Ch+var_41], 6ABDSDEDh 2. Performs the same string

[esp+13Ch+var_3D], @ }]'(j. . . I . f
_FixupString

LS trang evar 301 unhiding as In special_print
[esp+13Ch+var_13C], eax

[esp+13Ch+var_3C], BDEDEDA6AN

[esp+13Ch+var_38], BBIB3ASADh

[esp+13Ch+var_34], 8BASA7ATH Resulting strings:

[esp+13Ch+var_38], SDAYAEASH

[esp+13Ch+var_2C], 8DEDh - ""'MESSAGE BEGIN___\nII

[esp+13Ch+var_2a], @

ot Popatchsvar 51] "\n---MESSAGE END---"

[ebp+8], eax

[Ehp+ L] -

eax, [esp+13Ch+var_ 4]
[ebp+8], eax

eax, [esp+13Ch+uar_AuG]
[ebp+8BCh], eax

eax, [esp+13Ch+uvar_41]
[ebp+18h], eax

eax, [esp+13Ch+var_3D]
[ebp+14h], al




Inside encrypt (2)

mov
mov
call
mov
mov
mov

_strlen

esp+ +uar s, €bxX ; size_
[esp+13Ch+uat_13C], eax ; void =
[esp+13Ch+var_138], edx ; void =
_memcpy

eax, [esp+13Ch+var_3C]
[ebp+ebx+13h], eax
eax, [esp+13Ch+var_38]
[ebp+ebx+17h], eax
eax, [esp+13Ch+var_34]
[ebp+ebx+1Bh], eax
eax, [esp+13Ch+var_38]
[ebp+ebx+1Fh], eax
eax, [esp+13Ch+var_2C]
[ebp+ebx+23h], ax

eax, [esp+130h+uat _2Aa]
h al
esp+13Ch+val™
_SHA256_Init
[esp+13Ch+ual

esi

_13C], edi har =
[esp+13Ch+var_138], edi
edi, [esp+13Ch+var_71]

[esp+13Ch+var_13C], esi
[esp+13Ch+uvar_134], eax
_SHA256_Update

[esp+13Ch+uat
[esp+13Ch+var
_SHA256 Final

_138], esi
~13c], edi

_1]
6D]
esi

eax, |esp+i13Ch+uar_

[esp+13Ch+uar_
[esp+13Ch+var
_SHA256_Init
edx, [esp+13Chfuat FC

1187,
_118], eax

»

ecx, [edx]
edx, 4
eax, [ecx-18101081h]

the secret key

Compute the SHA256 hash of

Compute the SHA256 hash
of the derived password

moweoe xer: _encropto2( 1Nt Shown here, Update

and Final below)




| SHA256 Functions

NetBSD Library Functions Manual

NAME
SHA256 Init, SHA256 Update, SHA256 Pad, SHA256 Final, SHA256 Transform,
SHAESE End, SHA256 File, SHA256 FlleChunk SHAESG Data -- calculate thes
NIST Secure Hash Standard {v—r51cn 2)

SYNOFPSIS

#include <sys/types.h>
#include <sha2.h>

void
SHAES&_Init{SHAESE CTH *context):

vold
SHA256 Update (SHA256 CTX *context, const uint8 t *data, size t len);

void
SHAESS_Ead{SHAESE CT¥ *context):

void
SHA256 Final (uint8 t digest[SHAZ56 DIGEST LENGTH], SHAZ56 CTX *context);




[esp+i3Chevar_13C], esi Copies the first 8

[esp+13Ch+var 118], edx

L ons e~ 1r £ bytes of the secret
o ' key hash into var_118

» CODE XREF:

ecx, [edx] and var_110

edx, 4
eax, [ecx-1818181h]
eCX
eax, ecx
eax, BOBBAROBOLh
short loc 482936
ecx, eax
ecx, 18h
eax, S@80h
eax, PCX
ecy, [ed=+2]
edx, ecx
al, al
eax, [esp+13Ch+var_FC]
edx, 3
edx, [esp+13Ch+var FC]
[esp+13Ch+var_ 13C], esi . .
[esp+13cn+var_138], eax  Copies the first 8 bytes of
[esp+13Ch+var_ 134], edx
_SHA256_Update

Tesps1aChovar 138], esi th€ password hash into
[ESp+13Eh+uar 13C], edi
; var_114 and var_108

edx, [ESp+13Eh+uar:?1]
[esp+13Ch+var 108], eax
eax, [esp+13Ch+var Fi]

I i [ESp+13Eh+uar 1147, edz




| Initial computation

loc_4829Ch: ; CODE XREF: _encrypt+3A5Lj
eax, [esp+i3Ch+var_118], S851F42Dh
ecx, [esp+13Ch+var_118], L4C9S7F2Dh

ecx, eax Computes

eax, 4C957F2Dh

[esp+13Ch+var_118] — ( * )
edi, edx result= (A *X)+C
esi, eax

edi, ecx

eax, [esp+i3Ch+var_114], S5851F42Dh

ecx, [esp+13Ch+var_1688], L4C9S7F2Dh

ecx, eax where

eax, 4C957F2Dh

[esp+13Ch+var_ 114] A =6364136223846793005

edx, ecx

[esp+13Ch+var_124], eax C =1442695040888963407

eax, [esp+13Ch+var_189]

esp+idCh+var 1287, edx .

l[adxlj [esp+13cﬁ+ua|]~_12u] X = the 64-bits from the
ec®, [esp+i3Ch+var_128]

ebp, [eax+8] hash

eax, ebx

edx, BF767814Fh

ecx, T4857BYEh

esi, BF767814Fh

edi, 14657B7Eh for both values. Results are

eax, 7

short loc_402a41 placed in EDX:ECX and EDI:ESI

esi, [esp+13Ch+var_118]
edi, [esp+13Ch+var_118]




|  Subsequent computations

loc_4829Ch: ; CODE XREF: _encrypt+3A5Lj
eax, [esp+i3Ch+var_118], S851F42Dh
ecx, [esp+13Ch+var_118], L4C9S7F2Dh

ecx, eax Computes

eax, 4C957F2Dh

[esp+13Ch+var_118] — ( * )
edi, edx result= (A *X)+C
esi, eax

edi, ecx

eax, [esp+i3Ch+var_114], S5851F42Dh

ecx, [esp+13Ch+var_1688], L4C9S7F2Dh

ecx, eax where

eax, 4C957F2Dh

[esp+13Ch+var_ 114] A =6364136223846793005

edx, ecx

[esp+13Ch+var_124], eax C =1442695040888963407

eax, [esp+13Ch+var_189]

esp+idCh+var 1287, edx -

L e enraehesan o8] X = 64-bit result computed
ecx, [esp+13Ch+var_1280] .

ebp, [eax+8] previous

eax, ebx

edx, BF767814Fh

ecx, T4857B7Eh

esi, BF767814Fh

edi, 14657B7Eh for both values. Results are

eax, 7

short loc_402a41 placed in EDX:ECX and EDI:ESI

esi, [esp+13Ch+var_118]
edi, [esp+13Ch+var_118]




So..

» byte buffer[] = SHA256(secret key)

= byteresult[o-7]= (A * buffer[o-/]) +
» byte result[5-15] = (A * result[o-/]) +
= byte result] ]= (A *result[c-15]) +

= ...and same for the derived password

= From now on we will refer to:
‘result’ from secret key as X
‘result’ from derived password asY
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| Inside encrypt (4)

loc_ 482A65:

loc_ LB2A87:

mow
®or
test
mou
mow
mow
mow
jz
mouzx
mow

mou
mow
shrd
mow
shr
test
cmounz
shrd
shy
test
cmounz
mow
®or
mow
Xor

: CODE KREF:

edx, [esp+13Ch+var_124]
eCX, PCX

eax, eax
[esp+13Ch+var_114], edx
ed®, [esp+13Ch+var_128]
[esp+13Ch+var_1688], edx
edx, 8

short loc_4@ZA8Y

ecx, [esp+13Ch+var_189]
edx, ebp

; CODE XREF:

[esp+13Ch+var_169], dl
eax, [esp+i13Ch+var_124]
esi, edi, cl

edx, [esp+13Ch+var_124]
edi, cl

cl, 26h

esi, edi

eax, edx, cl

ed=, cl

cl, 26h

eax, edx

edx, [esp+13Ch+var_184]
esi, eax

eax, esi
edx+ebx], al

_encrypt+333tj

Compute

ciphertext[i] = plaintext[i] A
(X[i] ~ Y[i])

_encrypt+35ET]

where

ciphertext = plaintext = var_104

X = value computed above (secret key)
Y = value computed above (password)
i = ebx




|  Inside encrypt (5)

edx, [esp+i13Ch+var_ F4]
eax, [esp+i3Ch+var_24]
[95p+13ﬂh+uar 134], eax
pon+13Ch+uvar_ 28]
p » ebp
[95p+13ﬂh+uar 138 edx

Jasesuencode J Takes the resulting ciphertext

_138]: offset allbh A8 ; “wh*™

ac]. eax ; char x buffer and Base64 encodes it
_Fopen

[esp+13Ch+va #C], esi
FLp+13Ch+var_28], PACFB4h

ebx, eax
_fFixupString
[esp+13Ch+uar 138], ebx ; FILE = :\ \ \
[esp+13Ch+var_13C], esi ; char = Opens c tmp secrEts msg
esi, [esp+13Ch+var 29]
_fFputs
ed®, [esp+i3Ch+var Fg]
[esp+13Ch+var_13C], ebx ; FILE =
[esp+13Ch+var_ 138], offset as & ; “%sin”
[esp+13Ch+var_134], edx
_fprintf
[esp+13Ch+var_13C], esi
dword ptr [esp+i1ZCh+var_29], FAC7D3ADL
[esp+13Ch+var_ 25], 8
_FixzupString

Bliagar 1381, ebx ; H
Leopr 190 iligac] ool | Writes the message
_fputs
Eax, [esp+13CE

[95p+13ﬂh+uar 13C], eax ;
_Fputs




| What’s happening

Linear congruential generator

From Wikipedia, the free encyclopedia

A linear congruential generator (LCG) is an algorithm that yields a sequence of pseudo-
randomized numbers calculated with a discontinuous piecewise linear equation. The method
represents one of the oldest and best-known pseudorandom number generator algorithms [l The
theory behind them is relatively easy to understand, and they are easily implemented and fast,
especially on computer hardware which can provide modulo arithmetic by storage-bit truncation.

The generator is defined by the recurrence relation:
Xpt1=(aX,, +¢) mod m

where X is the sequence of pseudorandom values, and

m, 0 < m - the "modulus"
a, 0 < a < m - the "multiplier"
¢, 0 < ¢ < m - the "increment’
Xop, 0 < Xy < m —the "seed" or "start value"
are integer constants that specify the generator. If ¢ = 0, the generator is often called a

multiplicative congruential generator (MCG), or Lehmer RNG. If ¢ # 0, the method is called a
mixed congruential generator %!




Tier 3 Solution

= Write a program to:
Compute the password given a username*
Base64 decode the string**

Run the encryption algorithm in reverse to decrypt a
given input
plaintext[i] = ciphertext[i] A (X[i] AY[i])

where you compute X andY from the given secret key
and derived password

*QOr just get it by running the Codebreaker binary in a
debugger

** Or do it online, use existing programs, etc.
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Tier 3 Solution (2)

Command Promp =l .

C:\challenge>decrypt.exe C:\tmp\secrets\welcome
Recovered plaintext

---MESSAGE BEGIN---
ier 3 of the cha11en?e completed! Great work. Encrypt the m

enges coming’ using the secret key '12
recipient Gamemaker' and email it to senior_p

essage 'KeeE the chal
3456 for the

roject@nsa.gov for further instructions.

---MESSAGE END---

Cc:\challenge>

..on to Tier 4!
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Tier 4 Solution

= You'd get the following message via email:

To:Tier3_Codebreakers

Msg:z/W4uhaRU+8N7/gKSzuwXfNPZ8T{867ajNJ33tU85swTtgXywSTefsB86
3926B5rR2Qg/oqFztnrT6nTUQ8JMulbWTUD5YIsN7uTbw6F9/GzsgdBGr567
A303kSOTEM+Fsp7QialTheUg/W/02jiGZUeW6yYdhaMrDP6vDJIg+MNRMX
Zg8ereNKyBQDvGPR4iHUNBHoCP20Sb+/gWkeupRs2mkkoBAo8rdirZuoJ
NOwnugFgT/KwoRgEHVxNneldDiGom80O2UilAUaR6pKHTu1xS6MfkVhsC
KArmVTY6MAC6Vi8CnZIvM/WZT6cgbdLesgFrtXX8uwhzcTYwLe+tamsMv
vDtiZyotgpLdBNAr6N3+znHCDInAIGlJe3shipbBQogKxbb8VNYgDR4fJIMGg
YIhnMyYn1g+mLGC41niWUqTbbBrnwSJgZ+usAwLcpHXkA64904I0HEYV+
bgWL/bKFVWL7KDAzEx4FdhwnYfe25SHirjFxVTrNiyR/FPPa/MgfixkrlVrZkY
GsZNIvDZjG8sxrHgtQokkOO7yaplHsBaYiwqCGVKumssiRyKgGig2RuDAY
yzs1uvA2JnHNBZW1gEOpyy6RPiPuV7/zsDyQiMYhEzDA1YgDneg2BagYoa
FTsCNMRX+W+L1XepcN49BEUDEMUKuUUNLT6G+QulLw==
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Tier 4 Solution (2)

* Maybe there’s a problem with the encryption
scheme...
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Tier 4 Solution (3)

= plaintext[i] = A (XL AYTI)

= byte buffer[] = SHA256(secret key)
= byte X[o-7] = (A * buffer[o-7]) +
= byte X[8-15] = (A * X[o-7]) +

= byte buffer[] = SHA256(derived password)
= byteY[o-7]= (" * buffer[o-7]) +

= We have the ciphertext, and the constants
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Tier 4 Solution (4)

= plaintext[o-7] = A (X[o-71% )

= byte buffer[] = SHA256(secret key)
= byte X[0-7] = (A * buffer[o-7]) +
= byte X[8-15] = (A * X[o-7]) +

= byte = SHA256( )
= byte =(A* ) +

= All messages include the username too, from which we can
derive the password, and then the SHA256 hash
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Tier 4 Solution (4)

- = N (X[o-7] 7 )

= byte buffer[] = SHA256(secret key)
= byte X[0-7] = (A * buffer[o-7]) +
= byte X[8-15] = (A * X[o-7]) +

= byte = SHA256( )
u byte =(A* ) +

= We know the plaintext at the beginning too, since the
program always adds ‘---MESSAGE BEGIN---
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Tier 4 Solution (5)

n — A( A
" byte = SHA256(secret key)

= byte =(A* ) +

= byte X[8-15] = (A * ) +

= byte = SHA256( )
= byte =(A* ) +

= Reversing the encryption equation, we get:

= X[o-7] = plaintext[o-7] / ciphertext[o-7] A Y[0-7]
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Tier 4 Solution (6)

. - A (X[o-7] AY[o-7))
= byte = SHA256(secret key)

= byte =(A* ) +

= byte =(A* ) +

= byte = SHA256( )

= byte =(A* ) +

= X[8-15] and Y[8-15] (and on) are computed from the
SHA256 bytes, so we have the rest of those too. ©
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Tier 4 Solution (7)

* Decrypted message:

= Congratulations!! You have solved the final tier of
the Codebreaker Challenge! Please send us an
email at senior_project@nsa.gov and let us
know how you solved it. We hope you have
enjoyed working on this problem. If you are
interested in solving even more challenging and
exciting problems on a daily basis that directly
impact our national security posture and military
forces around the world, consider applying for a
career at NSA -- https://www.nsa.gov/careers.
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Questions

... if this work interests you, consider applying for an internship or full-time
position at https://www.nsa.gov/careers

Use event code 483-1 to associate yourself with the Codebreaker Challenge
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Extra Slides




64-bit Data Types

Consider the following program:

main()§
one
(W
three
four

printf(
return o;

five
SIX

,one + two, three + four, five + six);
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64-bit Data Types - x86 64

Part 1: Move values onto the stack

mov BYTE PTR [rbp-ox2],
mov BYTE PTR [rbp-ox1],
mov DWORD PTR [rbp-oxc],
mov DWORD PTR [rbp-0x8],
mov DWORD PTR [rbp-0x20],
mov DWORD PTR [rbp-oxac],
mov DWORD PTR [rbp-0xa8],
mov DWORD PTR [rbp-ox14],




64-bit Data Types - x86 64

Part 2: Load into registers and compute

mov  rax,QWORD PTR [rbp-0x218]
mov  rdx,QWORD PTR [rbp-0x20]

lea rex, [rdx+rax*1]

mov eax,DWORD PTR [rbp-0x8]
mov edx,DWORD PTR [rbp-oxc]

add edx,eax
movsx esi,BYTE PTR [rbp-ox2]
movsx eax,BYTE PTR [rbp-ox1]
add  esi,eax

Il in rax
// in rdx

/[ rcx = rax + rdx*a

// in eax

/] in edx

/| edx = edx + eax

[l In esi

[l In eax

/] esi = esi + eax
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64-bit Data Types - x86

No 64-bit registers ®

five = ;

SIX = ;

Let’'s make it work with 32-bit ones!
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64-bit Data Types - x86

Part 1: Move values onto the stack (same as x86_64)

mov BYTE PTR [ebp-1],
mov BYTE PTR [ebp-2],
mov DWORD PTR [ebp-8],
mov DWORD PTR [ebp-12],
mov DWORD PTR [ebp-24],
mov DWORD PTR [ebp-20],
mov DWORD PTR [ebp-32],
mov DWORD PTR [ebp-28],




64-bit Data Types - x86

Part 2: Load into registers and compute

mov  eax,DWORD PTR [ebp-32]
mov  edx,DWORD PTR [ebp-28]
add eax,DWORD PTR [ebp-24]
adc edx,DWORD PTR [ebp-20]

mov  eax,DWORD PTR [ebp-12]
add eax,DWORD PTR [ebp-8]

movsx edx,BYTE PTR [ebp-1]
movsx eax,BYTE PTR [ebp-2]
lea eax,[edx+eax]

// in eax
I/ in edx
/| eax = eax +
/] edx = edx +

[/ In eax
/| eax = eax +

// in edx
[/ In eax
/| eax = edx + eax*

+CF
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Strings?

* The strings that are used here don't appear in
the list of strings

= ...ordothey? Scroll down in the code to try
and spot them.
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| Explore Code Block (10)

IDA - Ci\challenge\codebreaker2.exe

File Edit Jump Search View Debugger Options Windows Help
SH -3 HIWMEB B 3 v D0 dd @ F-Fm X > D O |Nedebuger SRGIEIHE N ol s
4 3
; — ae___________________________________________@F

EFunch’ons window O &8 x DA View-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures ng Enums Z| Imports E_-‘H Exports

- 225D

— — 225D loc_48225D: ; CODE XREF: _tier1+B33lj
__mingw_invalidParameterHandler oL [esp+i4h+nargc], offset aEAAR ; “Flr+e-C-res—rsrefr——slp"

_pre_cpp_init 2264 _special_printf

_pre_c_init 2269 eax, ds:_ imp iob

__tmainCRTStartup 226E [esp+1sh+nargu], 486h ; int

_mainCRTStartup 2276 [esp+14h+nargc], ebp ; char =

2279 [esp+14h+options], eax ; FILE =

227D _fgets

N R 2282 eax, eax

fixupString 2284 loc_48254C

_special_printf 228n [esp+14h+nargv], BAh

_getPasswordFromUsername 2292 [esp+ish+nargc], ebp

_writefunc 2295 _strchr

_isDirectary 229A C eax, eax

init_string 229C short loc_4822a1

_printWeatherForecast 3335 byte ptr [eax], 8

tierd 22A1 loc_4822A1: ; CODE XREF: _tier1+90ct;j

_setSeed 2201 [esp+14h+nargc], offset aEAALA ; “Fess-[les—ssplie+lip”

_getRand64 2208 edi, [esp+14h+arg_1824]

_BasefdEncode 22AF _special_printf

_encrypt 22BY4 eax, ds:__imp__ iob

_SHA256_Update_part_0 2289 [esp+14h+nargu], 406h 5 int

SHA224 Init 22c1 [esp+1!|h+nar§_|c], edi ; char =

_SHAZ256_Init 3333 [:;g;;hhﬂ:ptlons], eax ; FILE =

_SHA224 Update 290D Eax’ eax

_SHA256_Update 22CF j loc_48254C

_5HA256_Transform 2205 eax, [esp+ish+arg_1024]

_SHAZ256_Final 22DC [esp+14h+nargu], BAh ; char

SHAZ24 Final 22EL [esp+i4h+nargc], eax ; char =

“SHAZSE 22E7 _strchr

" 22EC eax, eax

_z?ﬁza‘:lback crl 22EE j short loc_L4@22F3

== = 22F8 byte ptr [eax], B

_b64_free 229G

_b64_new 22F3 loc_u4@22F3: ; CODE XREF: _tier1+95ETj

_b64_read 22F3 mow [esp+14h+nargc], offset aEAnA ; “Hese-Gjeee—)alg

_b64 _write 22FA call _special_printf

hfid rtrl

Function name

__gee_register_frame
__gee_deregister_frame

00001621 004022R1: _tierl:loc 402221
<




| Explore Code Block (11)

IDA - Ci\challenge\codebreaker2.exe
File Edit Jump Search View Debugger Options Windows Help

SH -9 BH8 8 ) u B0 dadetd - FwX > 00w ) u@F FEE
; — ae___________________________________________@F

EFunch’ons window O &8 x | DA View-A [ | [S1 5trings window | [©] Hex yiey - ; |
- 225D

= = 225D loc_48225D: ; CODE XREF: _tier1+B33}j
__mingw_invalidParameterHandler oL [esp+i4h+nargc], offset aEAAR ; “Flr+e-C-res—rsrefr——slp"
_pre_cpp_init 2264 _special_printf

_pre_c_init 2269 eax, ds:_ imp iob

__tmainCRTStartup 226E e h+nargu], 486h ; int

_mainCRTStartup 2276 [esp+ arge

2279 [esp+14h+options], eax ; FILE =

227D _fgets

N R 2282 eax, eax

fixupString 2284 loc_48254C

—special_printf 228A [esp+14h+nargu], BAh

_getPasswordFromUsername 2292 [esp+ish+nargc], ebp

_writefunc 2295 _strchr

_isDirectary 229A eax, eax

229C j short loc_L48220A

229E hutg =

Function name

__gee_register_frame
__gee_deregister_frame

_init_string
intWeatherF: t
_prn Eatnerrorecas 2281

tierl 22A1 loc_4B22A1: ; CODE XREF: _tier1+98ctj

_setSeed 22a1 [esp+14h+nargc], offset aEAALA ; “Fees-Gles—sagheaiip”
_getRand64 22n8 edi, [esp+14h+arg_1824]

_BasefdEncode 22AF _special_printf

_encrypt 22BY4 ! eax, ds:__imp__ iob

_SHA256_Update_part_0 2289 ° esp+ikh+nargu], 466h

_SHA224 Init 2201 ESp Gl

_SHA256 _Init ggg;‘ [EZE;;""W"U““S

_SHA224 Update 290D Eax, eax

_SHA256_Update 22CF j loc_48254C

_5HA256_Transform 2205 eax, [esp+ish+arg_1024]

_SHAZ256_Final 22DC [esp+14h+nargu], BAh ; char

SHA224 Final 22EL4 [esp+i4h+nargc], eax ; char =

TSHAZS6 22E7 _strchr

_SHA224 22EC : eax, eax

_b64_callback_ctrl 22EE short 1ot _hg

-9 - 22F0 ; s

_bb4d_free 29F3

_b64_new 22F3 loc_4822F3: ; CODE XREF: _tier1+95ET)

_b64_read 22F3 [esp+14h+nargc], offset aEAnA ; “Hese-Gjeee—)alg
_b64 _write 22FA _special_printf

héd ctrl

F
7l
F
7]
F
7]
F
7]
7
7]
Ed
7]
7
F
7
F
7
7]
7
F
7
F
F
F
F
7
7
7
7
7
7
7
7
7
| ¥
4
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| Inside special printf

€% IDA - Ci\challenge\codebreaker2.ex
File Edit Jump Search View Debugger Options Windows Help

$H -9 HHE B ) o D0 ddatF X > 00w )@ HEE
; E— ae___________________________________________@F

EFunch’ons window O &8 x DA View-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures ng Enums Z| Imports E_-‘H Exports

Function name - L arg_4 = byte ptr OCh

7] __mingw_invalidParameterHandler

— push ebp

-Pre_cpp_init nou ebp, esp

_pre_c_init push edi

__tmainCRTStartup push esi

_mainCRT5tartup push ebx

sub esp, 2Ch

mou edi, [ebp+arg_#8]

lea edx, [ebp+arg_4]
special_printf mov [ehp+uar_‘][:], edx

= - movy [esp], edi ; char
_getPasswordFromUsername call _Stl‘ll;n ’
_writefunc add eax, 1Fh

isDirectory and eax, OFFFFFFFBh
_init_string call _ chkstk_ms

sub esp, eax

tierl lea esi, [esp+17h]

e and esi, BFFFFFFFBh
~setSeed mou [esp+4], edi char
-getRand64 mou ebx, esi

_BasebdEncode [esp], esi : char
_encrypt _strcpy
_SHA256_Update_part 0 eax, byte ptr [esi]
_SHA224 Tnit edx, [ebp+var_1C]

. al, al
_SHA256_Init .
_SHA224_Update short loc_4815D%

_5HA256_Update loc_4815C6: ; CODE XREF: _special_printf+53}j
_SHAZ256_Transform eax, 668h

_SHA256_Final [ebx], al
_SHA224_Final ebx, 1
SHAZ256 eax, byte ptr [ebx]

1, al
_SHA224 - a.
"b64._callback_ctrl jnz short loc_4B15C6

b4 free loc_4015D5: CODE XREF: special printfs+untj
_b64_new mou [esp], esi char =

_b64_read mou [esp+4], edx va_list

_b&d_write call _uprintf

hfid rtrl

__gee_register_frame
__gee_deregister_frame
_fixupString

_printWeatherForecast

00000983 00401583: _special printi+3
4

Disk: 44GB




| Inside special printf (2)

€% IDA - Ci\challenge\codebreaker2.ex
File Edit Jump View Debugger

SH - B B 3w off gl @ F - # e X' > @0 O o debugger SRGIEIHE N ol s

4 3
3 l
o i |

EFunch’ons window O & X DA View-5 [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures LE E_-‘H Exports
arg_h = byte ptr 6Ch

Search Options

@ @

Windows Help

Enums E| Imports

7] __mingw_invalidParameterHandler
_pre_cpp_init
_pre_c_init
__tmainCRTStartup
_mainCRTStartup
__gee_register_frame
__gee_deregister_frame
_fixupString
_special_printf
_getPasswordFromUsername
_writefunc
_isDirectary
_init_string
_printWeatherForecast
_tierl
_setSeed
_getRandbd
_BaszebdEncode
_encrypt
_SHA256_Update_part 0
_SHA224 Init
_SHA256 _Init
_SHA224 Update
_SHA256_Update
_SHAZ256_Transform
_SHA256_Final
_SHA224 Final
_SHA256
_SHA224
_bb4_callback_ctrl
_bb4 _free
_bbd_new
_b64 _read
_bBd_write

hfid rtrl

Disk: 44GB

Function name - L

loc_4815C6:

loc_4815D5:

push
mou
push
push
push
sub
mou
lea
mou
mow
call
add
and
call
sub
lea
and

sub
mou
add
mowzx
test
jnz

call

00000983 00401583: _.

4

ebp

ebp, esp

edi

esi

ebx

esp, 2Ch

edi, [ebp+arg_#8]
edx, [ebp+arg_4]
[ebp+var_1C], edx
[esp], edi ; char =
_strlen

eax, 1Fh

eax, BFFFFFFFBh

_ chkstk_ms

esp, eax

esi, [esp+17h]
esi, BFFFFFFFBh
[esp+4], edi

[esp], es
_strcpy

h - - -
BEEeTy-var_ic] Copies the string into a buffer
shart loc 4815D5

WQPE XREF: _special_printf+53}j

eax, 668h
[ebx], al
ebx, 1
eax, byte ptr [ebx]
al, al
short loc_4B15C6

Subtracts 96 from each character

CODE XREF: _special_printf+uhtj
p char =
esp+Iyy va_list
_uprintf

Calls a regular printf function




Mystery solved!

Address Length

‘s’ .rdata:004420AC 0000000C
ordata:004420B88 00000008
ordata:004420C0 00000008
rdata:004420C8 00000007
rdata:004420CF  0000000D
ordata:004420DC 00000005
ordata:004420E2 00000006
ordata:004420EE 00000006
ordata:004420EE 00000004
rdata:004420F8 00000009 Istanbul

rdata00442104  0000000D (default) -X to enter hidden mode
ordata:00442118 00000019 S—

rdata:00442131 00000011 Powered by Yahoo

srdata:00442144 00000067 Weatherman help:n-v for versio ohn-h for help infon-l to list supported areas\n-i to speci...
rdata:004421 A8 00000010 Chitrphisecretsih

ordata:004421B68 00000018 - to enter hidden mode

ordata:00442103 00000008 +vhliiX

srdata:0044210C D000002E http:/fweatheryahooapis.coggrecastrsshw="26d

ordata:00442204 00000009 i

ordata:00442214 00000021 ahoo! Weather forecast £

rdata:00442235 0000001 C Failed to pull weather data Enter username.:

rdata: 00442254 00000021 “nError (Codel -- Invalid Setup)

roata:00442278 00000024 “nTierl of the challenge completed! Enter paSSWD rd fDr %S
rdata:0044229C 00000021 “nError (Code 2 -- Invalid Setup)

rdata:004422B0 00000011 Enter username:

rdata:004422CE 00000011 Invalid username

srdata:0044220F 00000018 Enter password for s

roata:004422F8 00000023 S npleted!

rdata: 00442320 00000118 )

roata: 00442438 00000017

rdata:0044244F 00000013 990900000003099

rdata:00442462 00000010 ¢¢¢¢c¢¢¢¢¢¢s¢
rdata:00442472 00000015

rdata:00442488 00000027

String

!
=]
m

Los Angeles
Bangkok
Beijing
Bogata
Buenos Aires

ur

Cairo
Delhi
Dhaka

Guangzhou C:\\tmp\\secrets

i

i

i

M T T T T T

i

b

i

ur

ur

| |

i

w

i

i




