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Challenge Scenario

= Terrorists have recently developed a new type of

remotely controlled Improvised Explosive
(IED), making it harder for the U.S. Armed
to detect and ultimately prevent roadside
attacks against troops deployed overseas.

Device
~orces
bomb

* Your task is to develop the capability to disarm
the IEDs remotely and permanently render them
inoperable without the risk of civilian casualties.



The Challenge

= There are six different levels to this challenge:

Tas
Tas
Tas
Tas
Tas
Tas

< 1: Compute hash and identify IED ports
 2: Refine IED network traffic signature
< 3: Decrypt IED key file

K 4: Disarm the IED with the key

 5: Disarm an IED without a key

k 6: Permanently disable any IED



The Challenge (cont.)

* Challenge materials and instructions can be
found at https://codebreaker.ltsnet.net

= Register for an account with your .edu email
address



https://codebreaker.ltsnet.net/

Reverse Engineering Tips

= Examine strings in the binary using IDA

Look for clues that relate to the functionality you are trying
to find / reverse

Utilize IDA xrefs to find code that references the string(s) of
Interest

Utilize symbols (e.g., function names) to help determine
what a section of code does

* Try setting debugger breakpoints to help RE code

Single-step after hitting a breakpoint and see how the
values in registers/memory change

Look for the result of interesting computations. You can
sometimes get the data you need from memory

= |Leverage online resources, e.qg.,Intel manuals, RE
lectures, etc. for help on reverse-engineering




Network Traffic Analysis

= Great tools available — packet analysis:

Wireshark: cross platform, parsers for many protocols

Microsoft Message Analyzer: Great features for active
capturing on Windows

= Available features/functionality:
Display filters to focus in on traffic
TCP stream following
Extract files from packet payloads
Dissecting custom protocols (Lua script interface)

Traffic statistics/characterization



Technical Walkthrough

= 2015 Codebreaker Challenge on Windows
using IDA Pro Demo

= This binary can be downloaded from
https://codebreaker.ltsnet.net/resources



https://codebreaker.ltsnet.net/resources

2015 Backstory

= NSA has discovered that the leadership of a
terrorist organization is using a new method of
communicating secret messages to its
operatives in the field

* |ntelligence suggests that each member is
provided a program that can be used to read the
messages, and that a customized cryptographic
implementation is used to generate a
public/private key pair, which is then used to
authenticate messages from leadership



2015 Backstory (2)

= A copy of the program belonging to a high-
ranking operative has been recovered ...

= Your mission is to reverse-engineer this
software and develop capabilities to exploit
the secret messaging component




2015

Challenge

s Four different levels or "tasks" to this
challenge problem

IEE
IES
IES
Tas

k 1: Execute program hidden functionality
K 2: Bypass an authentication check
k 3: Create an encoder program

K 4: Spoof a message to a high-value target
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2015 Challenge - Task 1

= We need your help with decoding a message
that we've captured ... trigger the hidden
functionality and decode the secret message

= Provided:
tier1_key.pem
tiera_msgqg.txt
codebreaker3.exe

11



tierl key.pem

PUBLIC EEY
MIGEMAOGC E-q_-r._-I]:_ 3DQEBAQUAL4AGNADCELIQEBgQCAklyyZzvV9aB T TummrzXble0Q
SNOugYzdiSIvathdP2D3vZon3i+hPokQal/ QnxXtbFREVD3/ X2U50n60HDUNZbLSA

XACTTDEwbnSyOCwuMMSAavb UL CAax+1VrY8vwlas0Gg+5aVkmeGOnQGOCBUXZT08
MG/ hECebV/22FR+1JQIDAQLE
END PUEBLIC EEY
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tierl msg.txt

At this the Sheriff looked grave and all the guild of butchers too, so
that none laughed but Robin, only some winked slyly at each other.

"Come, fill us some sack!" cried Robin. "Let us e'er be merry while we
may, for man is but dust, and he hath but a span to live here till the

13




Running the program

BN Command Prompt —

Microsoft windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:}cha11EHQE}codebreaker3.exe --help
Help:
--debug true : Show debugging information
--help : Show this help message
--symbol <symbol> : The ticker symbol to reference
--action <action> :
'open' for the days opening price
"Tow"' for the days lowest price
'high' for the days highest price
"Tast’ for the Tast price

--symbol and --action are required arguments
Sstock Information Powered by Yahoo!

C:\challenge>




Running the program (2)

Microsoft windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:}cha11EHQE}codebreaker3.exe --help
Help:
--debug true : Show debugging information
--help : Show this help message
--symbol <symbol> : The ticker symbol to reference
--action <action> :
'open' for the days opening price
"Tow"' for the days lowest price
'high' for the days highest price
"Tast’ for the Tast price

--symbol and --action are required arguments
Sstock Information Powered by Yahoo!
C:\challenge>codebreaker3.exe --symbol GOOG --action last

"Tlast’' info for 'GOOG': 783.22

C:\challenge>




Disassemble

= Disassemble the Codebreaker3 binary

{'} Load a new file

Load file C:\challenge'c

Portable executable for

Processar type

Analysis
Loading segment |Ox Kernel options 1| |Kernel options 2

Enabled
Loading offset O Indicator enabled Processor options

Options
oading options [ | Load resources
Rename DLL entries
[] Manual load
Create imports segment

16



File Edit Jump

Disassemble (2)

|E| Functions window

Search  View Debugger

53

O & x

Function name

_BIO_free
_BIO _vfree
_BIO_clear_flags
_BIO_test flags
_BIO_set_flags
_BIO_get_callback
_BIO_set_callback
_BlO_set_callback_arg
_BIO_get_callback_arg
_BIO_method_name
_BIO_method_type
_BIO_read
_BIO_write
_BIO_puts
_BIO_gets
_BIO_indent
_BIO_int_ctrl
_BIO_ptr_ctrl
_BIO_ctrl
_BIO_callback_ctrl
_BIO_ctrl_pending
BIO ctrl wpending

~

E_,‘ IDA - codebreaker3.exe Chchallengeh\codebreakerd.exe

Options

& @

Windows  Help
ﬁ EE?J. .ﬁ|+ ':;* h 9# al )( P @ O no debugger

d
3

maview-s B 2] Hex view-

1

IE Structures

LE_Z Enums

] %l @ B
|1/ I

|§§| Imports

-text:8851B7708
-text:8851B7708
-text:8851B7708
-text:8051B770
-text:8051B770
-text:8051B770
-text:0051B770
-text:0051B770
-text:0051B770
.text:0051B770
.text:0051B770
.text:0051B770
.text:ae51B771
-text:BOA51B773
-text:A851B774
-text:BOAS1B775
-text:BOAS1B7 76
-text:pOE51B779
-text:BO51B77C
-text:B0851B77F
.text:8051B784
-text:A051B78E
-text:A051B796
-text:A051B798
-text:0051B79B

; Attributes: bp-based frame

; int _ cdecl main{int argc, const char ==argu, const char ==xenup)
public main

_main

argc
argqu
enup

proc near

= dword
dword
dword

push
mou
push
push
push
and
sub
mov
call
mov
mov
mov
mov
call

; CODE XREF: tmainCRTStartup+25BTp

ptr
ptr
ptr

ebp

ebp,

edi

esi

ebx

esp, BFFFFFFFBh

esp, 48h

ebx, [ebp+argu]
___main

_opterr, B

dword ptr [esp+3Ch], 8
eax, [ebx]
[esp], eax
_basename

; path

(7]
(7]
(7]
(7]
Fd
Ed
(7]
(7]
(7]
(7]
(7]
(7]
(7]
7]
7
7
7
7
7
7
7
(7]
£

0011AB70 0051B770: _main (Synchronized with Hex View-1)
Line 52 of 4261 <

E Output window

U:DJ.III_.' rcini :lj.l_.'lldLl.lIIf- SCI TOr ULT ™
Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.

IDC




Observe Strings

= Observe the strings that show up in IDA
Click Views->Open Subviews->Strings

You should see the strings that are displayed when
you run the program

--symbol <symbol> : The ticker symbol to reference
--action <action> :
--symbol and --action are required arguments

Stock information powered by Yahoo!

18



Observe Strings (2)

!,‘ IDA - codebreaker3.exe Chchallenge\codebreaker3.exe

File Edit Jump

s Hie->-a

L]
]

E Functions window O
Function name

_BIO _free
_BIO_vfree
_BIO_clear_flags
_BIO_test flags
_BIO_set flags
_BIO_get_callback
_BIO _set_callback
_BIO_set_callback_arg
_BIO_get_callback_arg
_BIO_method_name
_BIO_method_type
_BIO_read
_BIO_write
_BIO_puts
_BIO_gets
_BlO_indent
_BIO_int_ctrl
_BIO_ptr_ctrl

_BIO _ctrl

F| _BIO_callback_ctrl
_BIO_ctrl_pending
I?-l BIO ctrl wpending

7

[A]
(]
(]
(]
(]
(]
(]
(]
(7]
(]
(]
(]
(]
[]
[]
(]
(]
(]
(]
(]
(]

A

Line 52 of 4261
E Output window

Search | View | Debugger

Options
Open subviews

Graphs

Toolbars

Calculator...

Full screen

Graph Overview

Recent scripts

Windows

Database snapshot manager...

Print segment registers

Print internal flags

Hide

Unhide

Hide all

Unhide all

Delete hidden area

Setup hidden items...
—

‘s’ .rdata:0031E0BE
rdata:0051E0D1
rdata:0051E0DG
rdata:0051E0DE
rdata:0051EOEA
Jrdata:0051E0F2
rdata:0051E10C
Line 10 of 3381

]

b

i

Propagating type information...

Function argument information has been propagated

0000000F
00000003
00000003
0000D00F
00000002
00000013
000DD0ZE

The initial autoanalysis has been finished.

Help

?

F11

Alt+F9
Ctrl+Shift+T

Ctrl+Space

F

Ctrl+Numpad+-

Ctri+Numpad++

Inval
high
last

Inval

"S5’ i

T T Y

Faile:

u]

(] &= & W ol e @

i

(o0 I T T N

i

sprin. -

[~ B @l

Cuick view

Disassembly
Proximity browser

Hex dump

Exports
Imports
Mames
Functions

Strings

Segrents
Segment registers

Selectors

Signatures

Type libraries

Structures
Enurmerations

Local types
Cross references
Function calls
Motepad

Problems

Patched bytes

Ctrl+1

@ Imnports E Exports

by <appro@openssl.org>
appro@openssl.org>
=

Shift+F4
Shift+F2 irg (Stanford University)
enssl.org=

Shift+F12 |
| Open strings window |
Shift+F7 T

Shift+F8

Shift+F3
Shift+F11

E=%s8uf=%s

Shift+F3
Shift+F10
Shift+F1

Ctrl+Alt+P

IDC |

Open strings window




| Observe Strings (3)

Strings window

Address Length Type  String

Jdata:0051E1AT Q0000019 Imvalid (failed check 5)
odata:0051E1CH 00000012 5HAZZE Init error
rdata:0051E1D2 00000014 SHAZ224 Update error
Jdata:0051E1EE Q0000013 5HAZZ4 Final error
rdata:0031E1FS 00000010 = SIGMATURE (5 VALIDF*

-
-

7]

.
-

44]

.
-

73]

.
-

5

[s] .rdata:0051E216 00DDDOOD Message: %as\n

‘s’ .rdata:0051E223  O0O000T9 Imvalid (failed check &)

[s] .rdata:0051E23C 0DODOO1F

‘s’ .rdata:0051E25C 00000026 --decoder : Enter secret message mode

E .rdata:0051E282 00000015 secret-messenger.exe

‘s’ .rdata:0051E297 00000012 Debugging enabled

@ rdata:0051E249 00000019 Failed binary name check

‘s’ .rdata:0051E2C2 00000006 Help:
= [s] .rdata:0051E2C8 00DDDO2A --debug true : Show debugging information
| ‘s’ .rdata:0051E2F4 00000020 --help : Show this help message

|J’:h w

rdata:0051E314 00000033
rdata:0051E347 00000015
rdata:00531E35C 00000026
rdata:0051E384 00000025
rdata:0051E3AC 00000026
rdata:00531E302  0000001E
rdata:0051E3FD  0000002E
rdata:0051E420 00000025

--symbol <symbol> : The ticker symbol to reference

3
-

|J’:h w

--action <action: :

‘open’ for the days cpening price

low' for the days lowest price

‘high' for the days highest price

'last’ for the last price
‘\n--symbel and --action are required argurments
‘n5tock Infermation Powered by Yahoo!

-
-

7]

.
)

¥4]

.
-

73]

.
-

44]

L T T T e T e T T Y T Y T N TN Y T T Y T e Y T T Y o

.
-

ﬁhm

Line 10 of 3881



| Observe Strings (4)

Strings window

Address Length Type  String

[s] .rdata:DDSTE1AT 00000019 C Invalid (failed check 3)

‘g’ .rdata:005TETCO 00000072 L 5HAZZE Init error

‘s’ .rdata:0051E1D2 00000014 C SHAZ224 Update error

‘g’ .rdata:0051ET1EG 00000013 C 5HAZZ4 Final error

‘s’ .rdata:0051E1F9  00ODOOTD C EESIGMATURE (5 VALID

[s] .rdata:0051E216 00DDDOOD C Message: %as\n

‘s’ .rdata:0051E223  O0O000T9 L Imvalid (failed check &)

[s] .rdata:0051E23C 0DODOO1F C = -

‘s’ .rdata:0051E25C 00000026 --decoder : Enter secret message mode

E .rdata:0051E282 secret-messenger.exe

‘s’ .rdata:0051E297 Debugging enabled

@ rdata:0051E249 00000019 Failed binary name check

‘s’ rdata:0051E2C2  0OODO00E .
= [s] .rdata:0051E2C8 00DDDO2A --debug true : Show debugging information
| ‘s’ .rdata:0051E2F4 00000020 --help : Show this help message

rdata:0051E314 00000033
rdata:0051E347 00000015
rdata:00531E35C 00000026
rdata:0051E384 00000025
rdata:0051E3AC 00000026
rdata:00531E302  0000001E
rdata:0051E3FD  0000002E
rdata:0051E420 00000025

--symbol <symbol> : The ticker symbol to reference
--action <action: :

‘open’ for the days cpening price

low' for the days lowest price

‘high' for the days highest price

'last’ for the last price
‘\n--symbel and --action are required argurments
‘n5tock Infermation Powered by Yahoo!

7]

¥4]

73]

44]

C
C
C
C
C
C
C
C
C
C
C

ﬁhm

Line 10 of 3881



Running the program (3)

BN Command Prompt

--help : Show this help message
--symbo1l <symbol> : The ticker symbol to reference
--action <action> :

'open' for the days opening price

"Tow"' for the days lowest price

'high' for the days highest price

"Tast’ for the last price

--symbol and --action are required arguments

Stock Information Powered by Yahoo!

C:\challenge>codebreaker3.exe --symbol GOOG --action last
"Tast’ info for 'GOOG': 783.22

C:\challenge>

C:\challenge>

C:\challenge>
C:\challenge>codebreaker3.exe --decoder
Failed binary name check

C:\challenge>




| Observe Strings (4)

Strings window

Address Length Type  String

[s] .rdata:DDSTE1AT 00000019 C Invalid (failed check 3)

‘g’ .rdata:005TETCO 00000072 L 5HAZZE Init error

‘s’ .rdata:0051E1D2 00000014 C SHAZ224 Update error

‘g’ .rdata:0051ET1EG 00000013 C 5HAZZ4 Final error

‘s’ .rdata:0051E1F9  00ODOOTD C EESIGMATURE (5 VALID

[s] .rdata:0051E216 00DDDOOD C Message: %as\n

‘s’ .rdata:0051E223  O0O000T9 L Imvalid (failed check &)

[s] .rdata:0051E23C 0DODOO1F C = -

‘s’ .rdata:0051E25C 00000026 --decoder : Enter secret message mode

E .rdata:0051E282 secret-messenger.exe

‘s’ .rdata:0051E297 Debugging enabled

@ rdata:0051E249 00000019 Failed binary name check

‘s’ rdata:0051E2C2  0OODO00E .
= [s] .rdata:0051E2C8 00DDDO2A --debug true : Show debugging information
| ‘s’ .rdata:0051E2F4 00000020 --help : Show this help message

rdata:0051E314 00000033
rdata:0051E347 00000015
rdata:00531E35C 00000026
rdata:0051E384 00000025
rdata:0051E3AC 00000026
rdata:00531E302  0000001E
rdata:0051E3FD  0000002E
rdata:0051E420 00000025

--symbol <symbol> : The ticker symbol to reference
--action <action: :

‘open’ for the days cpening price

low' for the days lowest price

‘high' for the days highest price

'last’ for the last price
‘\n--symbel and --action are required argurments
‘n5tock Infermation Powered by Yahoo!

7]

¥4]

73]

44]

C
C
C
C
C
C
C
C
C
C
C

ﬁhm

Line 10 of 3881



Failed Binary Name Check

DA View-4

rdata-faes1E2 16
rdata-dBes1E216
rdata:-8B@5s1E223
rdata-@B85s1E223
rdata-BAes1E223
rdata:-@Bas1E23C
rdata:-B@B851E23C
tdata-@B8s1E23C
rdata:-@es1E23Cc
rdata:-BB@51E25E
rdata:-BAB851E25E
rdata:-BaBe5s1E25SE
rdata:-@as1E2SC
rdata:-BB8Ss1E25C
rdata-aes1E2SC
rdata-@es1E2SC
-rdata:-@a@s1E282
rdata-BAes1E297
rdata-@es1E297
rdata:-faasAE297
rdata:-BBeS1E2AD
rdata-aBes1E2nD
rdata:-@aes1EZ2nD
rdata:-@Bs1E2C2
rdata:-@@5s1E2C2
rdata:-@e51EZ2CE
rdata:-@B5s1EZCE

0011Ca5C O051E25C:

DATA XREF: tier2+3cDTo

allessages _
_tier2+49Fto

db ‘Hessage: %s',8Ah,8
; char alnvalidFailedC[]
alnuvalidFailedC db "Invalid {(failed check 6)',8

; DATA XREF: tier2:loc_401E93To
; char aSignaturelsInu[]

tier2+u48FTo

DATA XREF: _
_tier2+yaBTo

; char options
options db @ DATA XREF: main+7ETo
_main+271To
; char aDecoderEnterSe[]
dDecoderEnter3Se db '--decoder : Enter secret message mode' , 8
; DATA XREF: main:loc 51B917To
; main:loc_S51BAS51To
asecretMessenge db 'secret-messenger.exe',B ; DATA XREF: main+1C4To
; char aDebuggingEnabl[]
aDebuggingEnabl db 'Debugging enabled',® ; DATA XREF: main+EATo
;: main+306To
; char aFailedBinaryHa[]
aFailedBinaryHa db 'Failed binary name check',®
; DATA XREF: main:loc_S51B%2A6To
; char aHelp[]
dHelp db "Help:',8
; char aDebugTrueShowD[ ]
abebugTrueShowd db '--debug true : Show debugging information',@

rdata:alecoderEnterSe (Synchronized with Hex View-1)

: DATA XREF: main:loc 51B887To



Failed Binary Name Check (2)

DA View-4

rdata-faes1E2 16
rdata-dBes1E216
rdata:-8B@5s1E223
rdata-@B85s1E223
rdata-BAes1E223
rdata:-@Bas1E23C
rdata:-B@B851E23C
tdata-@B8s1E23C
rdata:-@es1E23Cc
rdata:-BB@51E25E
rdata:-BAB851E25E
rdata:-BaBe5s1E25SE
rdata:-@as1E2SC
rdata:-BB8Ss1E25C
rdata-aes1E2SC
rdata-@es1E2SC
-rdata:-@a@s1E282
rdata-BAes1E297
rdata-@es1E297
rdata:-faasAE297
rdata:-BBeS1E2AD
rdata-aBes1E2nD
rdata:-@aes1EZ2nD
rdata:-@Bs1E2C2
rdata:-@@5s1E2C2
rdata:-@e51EZ2CE
rdata:-@B5s1EZCE

0011Ca5C O051E25C:

DATA XREF: tier2+3cDTo

allessages _
_tier2+49Fto

db ‘Hessage: %s',8Ah,8
; char alnvalidFailedC[]
alnuvalidFailedC db "Invalid {(failed check 6)',8

; DATA XREF: tier2:loc_401E93To
; char aSignaturelsInu[]

DATA XREF: tier2+48Fto
_tier2+yaBTo

; char options
options db @ DATA XREF: main+7ETo
_main+271To
; char aDecoderEnterSe[]
dDecoderEnter3Se db '--decoder : Enter secret message mode' , 8

; DATA XREF: main:loc 51B917To

; main:loc_S51BAS51To
asecretMessenge db 'secret-messenger.exe',B ; DATA XREF: main+1C4To
; char aDebuggingEnabl[]
aDebuggingEnabl db 'Debugging enabled',® ; DATA XREF: main+EATo
_main+3086To
; char aFailedBinaryHa[]
aFailedBinaryHa db 'Failed binary name

DATA

XREF: main:loc_51B9a6To
; char aHelp[]

dHelp db "Help:',8
; char aDebugTrueShowD[ ]
abebugTrueShowd db '--debug true : Show debugging information',@

rdata:alecoderEnterSe (Synchronized with Hex View-1)

DATA



Double-click Reference

= You should now be looking at disassembled
x86 code

We just leveraged the fact that in order to use
“Failed binary name check” in the program, the
code had to reference the address in the data
section of the program where the string was
stored.

= Using xrefs in IDA is a quick and easy way to
find interesting code sections

26



Double-click Reference (2)

loc_51B9AG: CODE XREF: _main+1D2]
__main+29A|

mov  dword ptr [esp], offset "Failed binary name check"
call puts

mov  dword ptr [esp], 1

call exit

27




| Double-click Reference (3)

mov dword ptr [esp+8], 15h

mov [esp+4], edi

mov dword ptr [esp], offset "secret-messenger.exe"
call _memcmp

test eax, eax

jnz short 1loc_51B9A6 ; Previous code block

So, InC:

if(0 != memcmp( <edi>, “secret-messenger.exe”, 21) ) {

puts (“Failed binary name check”) ; exit(1l); }




| Double-click Reference (4)

, Int main(int argc, const char **argv, const char **envp)

mov ebx, [ebp+argv]

mov eax, [ebx]
mov [esp], eax
call _basename
mov [esp], eax
mov edi, eax

argv holds the program arguments. For our invocation, argv will be:
[‘C:\challenge\codebreaker3.exe’, ‘--decoder’]

So, here, edi is a pointer to “codebreaker3.exe’




Double-click Reference (5)

So, in C:

If(0 '= memcmp( basename(argv[0]), “secret-messenger.exe”, 21) ) {

puts(“Failed binary name check”); exit(1); }

30




Running the program (4)

BN Command Prompt
Stock Information Powered by Yahoo!

C:\challenge>codebreaker3.exe --symbol GOOG --action last
"Tast’ info for 'GOOG': 783.22

C:\challenge:>

C:\challenge>

C:\challenge>
C:\challenge>codebreaker3.exe --decoder
Failed binary name check

C:\challenge>

C:\challenge>

C:\challenge>

C:\challenge>copy codebreaker3.exe secret-messenger.exe
1 file(s) copied.

C:\challenge>secret-messenger.exe --decoder
Missing required parameter. Run with --help for more 1info

C:\challenge>




Running the program (5)

BN Command Prompt

'open' for the days opening price
"Tow"' for the days lowest price
'high' for the days highest price
"Tast’ for the Tast price

--symbol and --action are required arguments
Sstock Information Powered by Yahoo!

C:\challenge>

C:\challenge>

C:\challenge>

C:\challenge>secret-messenger.exe --decoder --symbol tierl
key.pem --action tierl_msg.txt

w**wwSIGNATURE IS VALID*****

Message: Meet at 22:00 tomorrow at our secure location. C

ome alone, and do not tell anyone - this meeting is sensit

ive, as leadership will be present. To authenticate yours

elf, mention the pass code xukmefnooibmckyr74b8 at the doo

r.

wwwwwSIGNATURE IS VALID*#***

C:\challenge>




Task 1 Complete!

= Fairly straight forward

= Just looking at the strings may have been
enough to get you through this
* --decoder : Enter secret messaging mode
secret-messenger.exe

= _..ontoTask 2!

33



2015 Challenge - Task 2

* Through SIGINT we have collected a new
message file - this one appears to have been
sent to a field operative ... We believe that
this message may contain actionable
intelligence, so please report back with the
message contents as soon as possible

= Provided:

tier2_key.pem
tier2_msg.txt

34




Running the program (6)

BN Command Prompt
Stock Information Powered by Yahoo!

C:\challenge>

C:\challenge>

C:\challenge>

C:\challenge>secret-messenger.exe --decoder --symbol tierl

key.pem --action tierl_msg.txt

ww*w*SIGNATURE IS VALID*****

Message: Meet at 22:00 tomorrow at our secure location. C
ome alone, and do not tell anyone - this meeting is sensit
ive, as leadership will be present. To authenticate yours
elf, mention the pass code xukmefnooibmckyr74b8 at the doo

w;wwwSIGNﬁTURE IS VALID#****

:\challenge>

:\challenge>

:\challenge>

:\challenge>secret-messenger.exe --decoder --symbol tier2
key.pem --action tier2_msg.txt
Invalid (failed check 4)

C:\challenge>




Invalid (Failed check 4)

loc_401ED3: , CODE XREF: _tier2+1E6j

mov  dword ptr [esp], offset "Invalid (failed check 4)"
call  puts

mov  dword ptr [esp], 1

call exit
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On to tier2

Starting near where we left off, main calls _tier2:

mov edx, [esp+20h] ; key file path
mov eax, [esp+1Ch] ; text file path
call _tier2
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| Inside tier2

eax
eax, Z11B8h

____chkstk_ms

esp, eax

eax, [esp+211B8h]

ebx, [ebp+var 208146]

ecx, [ebp+var 21194]
[ebp+uvar 21194], BFFFEh
esi, eax

eax, edx

ed=, ebx

_get_file contents

ecx, [ebp+uvar_21198]

eax, esi

edz, [ebp+var_218146]
[ebp+var 21198], 18d88h
_get _file contents

eax, [ebp+var 18617]

dword ptr [esp+8], BOFFFFh ; size t
dword ptr [esp+4], 8 ; int
[esp], eax ; void =
_memset

dword ptr [esp+4], offset asc S1E13A ; ""wn”
[esp], ebx ; char =
_strtok

eax, eax

ECX, Eax

loc 4B1EY2

eb=, ebx

edi, edi

esi, 7




| Inside tier2 (2)

eax
eax, Z11B8h

chkstk_ms . I
. eax eax: key file path
eax, [esp+Z211B8h] . .
ebx. [ebp+uar 20016] edx: text file path
ecx, [ebp+var 21194]
[ebp+var 21194], OFFFEh
esi, eax

eax, edx Two calls to _get file_contents

ed=, ebx ] ]
_get_file_contents to read both files into buffers
ecx, [ebp+uvar_21198]
eax, esi
edz, [ebp+var_218146]
[ebp+var 21198], 1888h
_get _file contents
eax, [ebp+var 18617]
dword ptr [esp+8], BOFFFFh ; size t
dword ptr [esp+4], 8 ; int
[esp], eax ; void =
_memset
dword ptr [esp+4], offset asc S1E13A ; ""wn”
[esp], ebx ; char =
strtok
box. oax Initial call to _strtok to
loc 4B1E72 . . .
ebx, ebx tokenize the file by line
edi, edi
esi, 7




Inside tier2 (3)

loc_ 481AA9:

loc 4B1AD2:

loc_ 481ADE:

loc_ 4B81AEG:

[esp], ecCZ

[ebp+var 2119C], ecx
_strlen

ecx, [ebp+var_ 2119C]
ed=, eax

ed=, 1

short loc_ 4B1AEG
eax, byte ptr [ecx+eax-1]
al, 26h

short loc_481ADE
loc_ 4B1EGS

eax, byte ptr [ecx+edx]
al, 9
loc_481E48

ed=, 1
edz, BFFFFFFFFh
short loc_481AD2

eax, byte ptr [ecx+edx+1]
al, al

loc_ 481E15

ed=, ecx

short loc_481B16




| Inside _tier2 (4)

loc_481AA9: fesp]. ecx Calculates the

[ebp+var 2119C], ecx
“strlen length of the
ecx, [ebp+var_ 2119C]

edx, eax current line
ed=, 1
short loc_ 4B1AEG

eax te ptr [ecx+eax-1]
)
sho oc_481ADE

loc_481E65 Skips any tabs (0x9)

loc_481AD2: and space (0}{20)
ea huyte ptr [ecx+edx]
31 characters at the

Locef1ELD

end of the line
loc_ 481ADE:

ed=, 1

dx, BFFFFFFFFh . .
chort loc. 481AD2 Effectively builds

loc 4B1AEG: an index to the

eax, byte ptr [ecxredx+1] \Whitespace at
al, al

loc_481E15 each line's end

ed=, ecx
short loc_481B16




| Inside tier2 (5)

loc 481AF7:

loc_ 481AFF:

loc_4B1BG7:

loc_ 4B1B16:

loc_4O1B34:

; CODE XREF: _tier2+188]]j
ebx, 1
ebx, B
short loc_ 481B34

: CODE XREF: tier2+1221j
edi, BFFFEh
short loc_ 481Bi1

; CODE XREF: tier2+12Flj
ed=, 1
eax, byte pty [edzx+1]
al, al
loc_481E15S

; CODE XREF: tier2+EST]
al, 26h
short loc_ 481AF7
ecx, esi
eax, 1
ecx, ebx
ebx, 1
eax, cl
[ebp+edi+var 18817], al
ehx, B
short loc_ 481AFF

; CODE XREF: _tier2+EDTj

edi, 1

bl, bl

eldi, BFFFEh
short loc_ 4@81B@7




! Inside tier2 (6)

loc 481AF7:

loc_ 481AFF:

loc_4B1BG7:

loc_ 4B1B16:

loc_4O1B34:

; CODE XREF: _tier2+188]]j
ebx, 1
ebx, B
short loc_ 481B34

: CODE XREF: tier2+1221j
edi, BFFFEh
short loc_ 481Bi1

; CODE XREF: tier2+12Flj
ed=, 1
eax, byte pty [edzx+1]
al, al
loc_481E15S

Interprets spaces
:ﬁﬁrim;uc_unmw as binary 1's and

ecx, esl ‘

eax, 1 tabs as binary O's
ecx, ebx

ebx, 1

eax, cl

[ebp+edi+var 18817], al

ehx, B

short loc_ 481AFF

; CODE XREF: tier2+EDTj
edi, 1
bl, bl
eldi, BFFFEh
short loc_ 4@81B@7




Tabs and Spaces

At this the Sheriff looked grave and all the guild of butchers too, so
that none laughed but Robin, only some winked slyly at each other.

"Come, fill us some sack!" cried Robin. "Let us e'er be merry while we
may, for man is but dust, and he hath but a span to live here till the
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Tabs and Spaces - Revealed!

At this the Sheriff looked grave and all the guild of butchers too, so010
that none laughed but Robin, only some winked slyly at each other.011

010

"Come, fill us some sack!" cried Robin. "Let us e'er be merry while we000
may, for man is but dust, and he hath but a span to live here till the000
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mov
call
test
mouv
jz
lea
mov
mov
mouv
call
mov
cCmp
mov
mov
jbe
cCmp
jnz
movzx
mov
mov
call
mouzx
sub
cmp
mov
ja

[esp], esi

_malloc

eax, Pax

ebx, eax

loc_ 4O81EEB

eax, [ebp+var 18817]
[esp+8], esi ; size €
[esp+h4], eax void =
[esp], ebx ; uoid =
_memcpy

eax, [ebp+var_ 21198]

esi, 6

[ebp+var 21194], edi
[ebp+var 211A8], eax

loc_ 481F 83

byte ptr [ebx], 4Dh

loc_ 481F7B

eax, word ptr [ebx+3]

edi, ds:  imp_ntohs@4 ; ntohs{x}
[esp], eax ; netshort
edi ; ntohs{x) ; ntohs(x)
eax, ax

esp, 4

eax, esi

[ebp+var 2119C], eax

loc_ 481F63




! Inside tier2 (8)

[esp], esi ; size €
malloc

eax, eax Allocates dynamic space

ebx, eax

loc_ 461EEB for the decoded data and
eax, [ebp+var 18817]

[esp+8], esi 5 size t  copies it in

[esp+4], eax ; vold =

[esp], ebx ; void = . .

o Y bpsvar 21196] esi: size of decoded data
L |

Lebproar 211947, edi ebx: decoded data (heap)

[ebp+var 211A8], eax

loc 481F83

byte ptr [ebx], 4Dh Three compares:
loc_ 481F7B

eax, word ptr [ebx+3] 1. datasize > 6
edi, ds: 1mp ntohs@E4

[ ]: . tsh t . | |

EE;P; "iz:ﬂx} ; EEDES?:] 2. Cata[o =="M

csp. i 3. data[3-4] <= data size
eax, esi

[ebp+var 2119C], eax
loc_ 481F63




| Inside tier2 - Faill cases

loc_401FQO3:

mov  dword ptr [esp], offset "Invalid (failed check 1)"
call puts

mov  dword ptr [esp], 1

call exit

loc_401F7B:

mov  dword ptr [esp], offset “Invalid (failed check 2)"
call  puts

mov  dword ptr [esp], 1

call exit

loc_401F63:

mov  dword ptr [esp], offset “Invalid (failed check 3)"
call puts

mov  dword ptr [esp], 1

call exit




| Inside tier2 (9)

dword ptr [esp], 88Bh ; size t
_malloc

edx, [ebp+var 2119C]
[ebp+var 211A8], eax
eax, [edz+1]

[esp], eax ; size t
_malloc

ecx, [ebp+var_ Z211A8]
[ebp+var 211AC], eax
[ecx], eaX

eax, word ptr [ebx+5]

[esp], eax ; netshort
edi ; ntohs({x) ; ntohs{x)
esp, 4

ax, JAZBh
loc 4B1ED3
eax

[es|-

edi
edxloc_4B1ED3: ; CODE XREF: tier2+1E6T]j

eaxy dword ptr [esp], offset “Invalid {(failed check 4)"
esp _puts _

Bax dword ptr [esp], 1 ; 1int

[eb
eax

eax
logcloc 481EEB: ;: CODE XREF: tier2+142T1j




| Inside tier2 (10)

dword ptr [esp], 88Bh ; size t
_malloc

edx, [ebp+var 2119C]
[ebp+var 211A8], eax
eax, [edz+1]

[esp], eax ; size t
_malloc

ecx, [ebp+var_ Z211A8]
[ebp+var 211AC], eax
[ecx], eaX

eax, word ptr [ebx+5]

[esp], eax ; metshort The problematic compare:

edi ; ntohs({x) ; ntohs{x)

o 9A26h 4. data[5-6] == 0x3A2B
loc 4B1ED3

eax

[es|-

edi
edxloc_4B1ED3: ; CODE XREF: tier2+1E6T]j

eaxy dword ptr [esp], offset “Invalid {(failed check 4)"
esp _puts _

Bax dword ptr [esp], 1 ; 1int

[eb
eax

eax
logcloc 481EEB: ;: CODE XREF: tier2+142T1j




From the Task 2 backstory

= “Through SIGIN

T we have collected a new

message file - this one appears to have been

sentto afield o

= The first message didn’t have this problem...

= Messages must

verative”

have an ID associating them

to a given operative.

51



We have the binary...

= So bypass the check dynamically!

= Set a breakpoint at the comparison in IDA
Click the circle to the left of that line of code

= Prepare the debugger
Debugger -> Set Debugger (Local Win32 debugger)
Debugger -> Process Options...
Specify the program parameters for Task 2 from earlier
Start Process...
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At the breakpoint

O & X || i General registers

[CTOop ToOr = T rmoy T O AT — o=

eax, [edx+1] mou dword ptr [esp], 1 EAX B0BBEA3S w
[esp], eax ; size t call _exit EBX BBE110A0 % debugB2i4:BBE1168A8
_malloc ECX 08888835

ecx, [ebp+var_211A8] )
[ebp+uar 211AC], eax EDX 40000068
- reT RARARA &N 6.

[ecx], eax P,
eax, word ptr [ebx+5]
[esp]. eax ; netshort SENMddﬁ
edi ; ntohs{x} ; ntohs{x}
ESI], I Path

ax, JAZBh EE' Chchallengel\secret-messenger. exe

loc_4B81ED3 Gl CAWINDOWS SuelWn WA crunthace.dlil
£

h rpooooo = | M

@ Threads

+1] .
netshort loc 461ED3: ; "Invalid (failed check 4)" Decimal Hesx State

ntohs{x) mou dword ptr [esp], offset alnvalidFaile 8 EE 204 CC Ready
call _puts =] 5002 13E4 Ready

a1 man dAwned nte Toacnl 4 = int

TT
01BF2: _tier2+1E2 (Synchronized with EIP) @] 4772 12A4 Ready

O & X [0 stack view O & x

&.5F80..7. ez-exa ~|/po7nEcoe [TILEEEy ~
Tez-g..+C.8.§-+5 BO7LEC94 BO7SFE4
8. F=+:.3+....+C. BO74ECOE  BOAOE1AD
#.§-+.+-Tadez-38 BO7LECYC 00000060
L3+ .83Pez-.-9-.3 BO74ECAG  0OBOOBBO
BA7LECHL POBABAAO

UNENOWE 0074ECE (Synchr s
£ >

i R T e B o R o )

2-E3\e? 8%, ..3..




The result:

Chchallenge\secret-messenger.exe

Hesaage

is rea ¥ to carry out his tasking, and in 2 weeks time
the window of opportunity will be open. If it is necessary
to abort the action, the authentication code to use is pali
tcbpp /x8bx&6fwza.

xx%%%XSTGNATURE IS VALID®%xxxx
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Task 2 Complete!

= Required either bypassing the check as we
demonstrated, or modifying the binary /
message

= ...ontoTask3!
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2015 Challenge - Task 3

* The copy of the program you have is only
capable of decoding secret messages and lacks

the ability to encode new messages to ot

ner

operatives. We need this capability in order to
infiltrate the terrorist network and send encoded

messages...

= Provided:

A message to encode
A text file to encode the message into
A public/private key pair
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Recap - What we know so far

= Messages are encoded using tabs and spaces

* Once decoded, they have certain properties:
data[] size > 6
data[o] =='M"
data[3-4] <= data size
data[5-6] == 0x3A2B *
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Inside tier2 (11)

eax, word ptr [ebx+1]
mou [esp]. eax ; netshort
call edi ; ntohs{(x) ; ntohs(x)
mouzx edx, ax

mou eax, [ebp+var_ 2119C]

sub esp, 4

add eax, 7

mov [ebp+var_ 211BB], eax

add eax, edx

cmp eax, esi

jnz loc_ 481F1B

lea eax, [ebx+7]

moy esi, 188h

lea edi, [ebp+var 21116]

mou [ebp+var_ 211A4], eax

moy eax, edi
test al, 2

loc_ 481E4D

: CODE XREF: tier2+458}]j

mou ecx¥, esi

Xor eax, eax

shr ecx, 2

and esi, 2

rep stosd

jz short loc 481C55
word ptr [edi], @

; CODE XREF: tier2+23ETj
1lea eax, [ebp+var_ 2118C]

moy [esp+BCh], eax ; int

1lea eax, [ebp+uvar_ 21116]

moy [esp+8], eax ; int




Inside tier2 (12)

eax, word ptr [ebx+1] . .

mou  [esp], eax ; netshort  €5]: size of decoded data
call edli ; ntohs{x) ; ntohs{x)

mouzx edx, ax

mou eax, [ebp+var 2119C] A 5th Cﬁmparison:
sub esp, 4

dd . 7 . . )
;uu ‘Ez:p+uar_211ﬂﬂ], eax data size == data[3 4] +
dd , ed

cp eax, esi data[1-2] + 7
inz loc_A4B1F1B

lea eax, [ebx+7]
moy esi, 188h

lea  edi, [ebpruar_21116] Stores off data[3-4] + 7
mou [ebp+var_ 211A4], eax

» d. I
Pove o3k et (used as an index later)

jnz loc_ 481E4D

. ; cook xRef: Stores off a pointer to
mov ecx, esi
il eax, eax data[?]

shr ecx, 2

and esi, 2

rep stosd

jz short loc 481C55
word ptr [edi], @

; CODE XREF: tier2+23ETj
1lea eax, [ebp+var_ 2118C]

moy [esp+BCh], eax ; int

1lea eax, [ebp+uvar_ 21116]

moy [esp+8], eax ; int




In51de ~tier2

eax, [Ehp+uar 2118C]
[esp+BCh], eax ; int
eax, [ebp+var_ 21116]
[esp+8], eax ; int
eax, [ebp+var_ 211BA]
esi, [ebp+var 21188]
[esp+4], edx ; int
[ebp+uvar_2118C], 188h
eax, ebx

[esp], eax ; void =
_Base64Decode

[esp], esi

_SHA224 Init

eax, 1

luc_uﬂ1E?E

eax, [ebp+var_ 2119C]
[esp], esi

[esp+8], eax

eax, [ebp+var_ 211A4]
[esp+4], eax
_SHAZ224 Update

eax, 1

loc_481F4B

eax, [ebp+var 18817]
[esp+4], esi

[esp], eaX

_SHA224 Final

eax, 1

loc_481F33

eax, [ebp+var_ 211A8]
[ebp+uar 21188],
[esp+h4], eax ; int
eax, [ebp+var_218146]




Inside tier2 (14)

eax, [ebprvar_2118C]

[esp+BCh], eax ; int

eax, [ebp+var_ 21116]

[esp+8], eax : int

eax, [ebp+var_ 211BA] .

|:_|-5j_ll [Ehl]"‘UEII‘_E'l"IBE] C'Dmputes a p0|nter tD

EEEE:E;_SE:BE],;1EEE data[ (data[3-4] + ?) ]

eax, ebx '
[esp], eax ; wvoid «  gnd passes it to _Base64Decode
_Base64Decode -
[esp], esi
SHA224 Init

e T8 Calls to the SHA224 standard

eax, [ebp+var_2119C . .
[ESP]E esi : hashing functions
[esp+8], eax

eax, [ebp+var_ 211A4]

[esp+4], eax

SHA224_Update Passes data[7] pointer as 2nd

Eax, 1

loc 401FA4B

E:z: [ebp+var 18817] drg to _5h8224_Update
[esp+4], esi

[esp], eax

SHA224_Final Passes data[3-4] as 3rd

eax, 1

loc_481F33

eax, [ebp+var_ 211A8] arg tD _Sh3224_update
[ebp+uar 21188], @

[esp+h4], eax ; int

eax, [ebp+var_218146]




SHA224 Update

SHA224 Update( SHA224 Update(
SHA224 CTX *context,

const uint8_t *data,
size_tlen);
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Piecing together the clues

= data[3-4] length of data starting at
data[7] (that gets hashed)

= data[l-2] length of the remaining data
data size == data[3-4] + data[l-2] + 7

» data after datal is base64 decoded

‘M| | len | Ox3A2B | |
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Inside tier2 (15)

[esp+h], eax ; 1nt

eax, [ebpruvar Z218146]

[esp], eax : Char =
_BIOD new mem_buf

[esp+4], esi

dword pty [esp+8Ch], 8@
dword pty [esp+8], 8@

[esp], eax
_PEHW_read_bio_R3A_PUBKEY
dword ptr [esp+i18h], 86h ; int
dword ptr [esp+8], 1Ch ; size t
dword ptr [esp], 2A3h ; int
[ebp+uar 21188], eax
[esp+14h], eax ; int

eax, [ebp+var 21116]
[esp+BCh], eax ; int

eax, [ebp+var 18817]
[esp+h], eax ; void =
_RSA _verify

esi, [ebp+var 211A8]

edi, [ebp+var 211A4]

eax, 1

eax, eax

eax

eax, 237EEADGH

[esi+B4h], eax




Inside tier2 (16)

[esp+h], eax ; 1nt

’ bp+ 21816
i A T Creates a new

Tospra], et RSA_PUBKEY object
dword pir [ecpesls 5 from the key file that

[esp], eax

_PEW_read_bio_RSA_PUBKEY was read in
dword ptr [esp+i18h], 86h ; int

dword ptr [esp+8], 1Ch ; size t

dword ptr [esp], 2A3h ; int .
[ebp+uar 21188], eax _RSA_HEH.FY(
[esp+14h], eax ; int

eax, [ebp+var 21116] OE2A3,
[esp+BCh], eax ; int

eax, [ebp+var 108817] SHA224_hBSh,

[esp+h], eax ; void =

_RSA _verify
esi, [ebp+var 211A0] DxlC,

edi, [ebp+var_211A4] b64 decoded data,

eax, 1

Pax, eax
eax CxngE};
eax, 237EEADGHh

[esi+guh], eax RSA_PUBKEY obj);




RSA verity

RSA verify( RSA verify(
int type, Ox2A3,
unsigned char *hash, sha224 hash,

unsigned int hash len, Oxlc,
unsigned char *sigbuf, b64 decoded data,
unsigned Iint siglen, 0x80,
RSA *rsa); RSA PUBKEY _obj);

So,

‘M> | len data2 | len datal | Ox3A2B | datal | data?
datal = 7?7?77

data2 = b64( )
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I In51de ~tier2

esi, [Ehp+uar 21108]

edi, [ebp+var_ 211A4]

eax, 1

eax, eax

eax

eax, 237EEADGh

[esi+84h], eax

eax, [ebp+uvar 2119C]

[esp+4], edi ; void =

edi, [ebp+var Z211AC]

[esp+8], eax ; size t
[esp], edi ; void =

edi, [ebp+var_ 21116]

_memcpy

edx, [ebp+var_2118C]

eax, [esi+i]

[esp+4], edi ; void =

edi, esi

[esp], eax void =
[esp+8], edx size t
_memcpy

esi, [esi]

eax, [ebp+var_2119C]

dword ptr [edi+84h], 237EEADGh
byte ptr [esi+eax],

loc_4B1E93

dword ptr [esp], offset aSignaturelslUal ; "==xx=x=xSI1GHATURE IS5 UALIDw=sxsx"
__puts

[esp+4], esi

dword ptr [esp], offset aHessage$S ; "HMessage: %swn™
_printf

dword ptr [esp], offset aSignaturelsVal ; "#xxxxSIGHATURE IS5 UALID*xeex"
_puts




| Inside tier2 (18)

esi, [ebp+var 211a8]

edi, [ebprvar_211A4] Loads pointer to datal into edi
eax, eax

eax

eax, 237EEADGH ' iy I
[esi+8uh], eax Copies it into memory malloc'd
eax, [ebp+uvar 2119C] . . .
[esp+4], edi ~ ; woid = previously (pointed to by esi)
edi, [ebp+var Z211AC]

[esp+8], eax ; size t

[esp], edi ; void =

edi, [ebp+var_ 21116]

_memcpy

edx, [ebp+var_2118C]

eax, [esi+i]

[esp+4], edi ; void =

edi, esi

[esp], eax : void = . . \ .
[esp+8], edx  ; size t |f RSA_verify indicates a valid
_memcpy ) )

esi, [esi] signature, prints message below
eax, [ebp+var_2119C]

dword ptr [edi+84h], 237EEADGh

byte ptr [esi+eax], @

loc 4B1ED3

dword ptr [esp], offset aSignaturelslUal ; "==xx=x=xSI1GHATURE IS5 UALIDw=sxsx"
__puts

[esp+4], esi

dword ptr [esp], offset aHessage$S ; "HMessage: %swn™

_printf

dword ptr [esp], offset aSignaturelsVal ; "#xxxxSIGHATURE IS5 UALID*xeex"
_puts




We can now craft messages!

*

‘M | Ten data2 | len datal | Ox3A2B | datal | dataZ2
datal =
data2 = b64( RSA_sign ( SHA224 ( datal ) ) )

= Compute hash of the message text

= Compute RSA signature of message text hash
using provided RSA private key

= Baseb64 encode the RSA signature
= Calculate lengths

= Builld header

= Encode 1n tabs and spaces
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Task 3 Complete!

= Required reverse engineering the algorithm
and writing a complimentary solution

= ...ontoTask 4!
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2015 Challenge - Task 4

= A military organization wants to make the messages appear
to come from the group's leadership. ... Program binaries
and keys have already been distributed throughout the
terrorist organization, though, so achieving this effect must
be done only via the message file.

= Craft a message that can be sent to the same high-ranking
member that the message from Task 1 was originally sent to

= Provided:

A message to encode
A text file to encode the message into
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The problem... No private key ®

M | Ten data2 | len datal | Ox3A Ox2B | datal | data?
datal = message text

data2 = b64( ( SHA224( datal ) ) )

= We have the person’s public key, but computing the
RSA signature requires the private key

= Maybe there is a flaw we can exploit?
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| A further look

esi, [ebp+var 211a8]

edi, [ebp+var_ 211A4]

eax, 1

eax, eax

eax

eax, 237EEADGh

[esi+84h], eax

eax, [ebp+uvar 2119C]

[esp+4], edi

edi, [ebp+var Z211AC]

[esp+8], eax

[esp], edi

edi, [ebp+var_ 21116]

_memcpy

edx, [ebp+var_2118C]

eax, [esi+i]

[esp+4], edi

edi, esi

[esp], eax

[esp+8], edx

_memcpy

esi, [esi]

eax, [ebp+var_2119C]

dword ptr [edi+84h], 237EEADGh
byte ptr [esi+eax],

loc_4B1E93

dword ptr [esp], offset aSignaturelslUal ; "==xx=x=xSI1GHATURE IS5 UALIDw=sxsx"
__puts

[esp+4], esi

dword ptr [esp], offset aHessage$S ; "HMessage: %swn™
_printf

dword ptr [esp], offset aSignaturelsVal ; "#xxxxSIGHATURE IS5 UALID*xeex"
_puts




! A further look ... (2)

esi, [ebp+var 211a8]
edi, [ebproar 211041 esj = Ox88 bytes of malloc'd mem
EEH: eax
Bdx
Coei+aun]. oan if RSA_verify returns <= 0:
. [ebp+ 2119¢C .
Tespeb]oeas — 0] [esi+0x84] =0
edi, [ebp+var Z211AC]

[esp+8], eax else:
[esp], edl

edi, [eopsvar_21116] [esi+0x84] = 0x237EEAD6
edx, [ebp+uvar 2118C]

eax, [ESi+H]

cdiy i memcpy([esi+4], sig, siglen)
[esp], eax

[esp+8], edx

_mencpy

esi, [esi] If [esi+0x84] == Ox237EEADG:

eax, [ebp+var_2119C]

dword ptr [edi+84h], 237EEADGh I I i

dunrd ptr Ledi ol // signature is valid
loc_4B1E93

dword ptr [esp], offset aSignaturelslUal ; "==xx=x=xSI1GHATURE IS5 UALIDw=sxsx"
__puts

[esp+4], esi

dword ptr [esp], offset aHessage$S ; "HMessage: %swn™

_printf

dword ptr [esp], offset aSignaturelsVal ; "#xxxxSIGHATURE IS5 UALID*xeex"
_puts




A problem

‘M7 | | Ten datal | Ox3A2B | datal |

esi = 0x88 bytes of malloc'd mem

if RSA_verify returns <= o:
[esi+0x84] =0

else:

[esi+0x84] = ox237EEADG6

memcpy([esi+4], sig, siglen)

if [esi+0x84] == 0x237EEADG:

/[ signature is valid

Both are set by
Base64Decode, based
on ‘data2’ and ‘len
data2’
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A problem

‘M7 | | Ten datal | Ox3A2B | datal |

esi = 0x88 bytes of malloc'd mem

if RSA_verify returns <= o:
[esi+0x84] =0

else:

[esi+0x84] = ox237EEADG6

memcpy([esi+4], sig, siglen)

if [esi+0x84] == 0x237EEADG:

/[ signature is valid

If siglen is greater than ox8o, the
memcpy will overwrite the
signature verification value
with data from sig

To exploit, craft data2 such that
base64 decodes into a buffer
with ox237EEADG at byte
0X80
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An alternate solution...

= Recall:
o |ntelligence suggests ... a

, Which is then used to authenticate messages from
leadership

= Maybe there’s a problem with the keys...
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With your powers combined

= Task 1: public key for high-ranking member
= Task 2: public key for field operative

= From Wikipedia, regarding attacks on the RSA
cryptosystem:

If n = pg is one Bublic key and n’ = ﬁ’q' is
another, then if by chance p = p’ .. then a
simple computation of gcd(n,n’) factors both

n and n’, totally compromising batﬁ keys.

https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Security_and_practical_considerations
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The keys share a common
factor ©

= Computing the GCD on both keys reveals the
private key to both

= This can be used to sign a message to either
recipient

= |dea for this attack:
o 2012 research paper from U of Mich:
We were able to remotely obtain the RSA private keys for

0.50% of TLS hosts and 0.03% of SSH hosts because their

public keys shared nontrivial common factors due to poor
randomness.

factorable.net
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Task 4 Complete!

= Required:
Exploiting the four-byte buffer overflow vuln, or
Computing the GCD of the provided public keys
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Questions

... if this work interests you, consider applying for an internship or full-time
position at https://www.intelligencecareers.gov/NSA

Check the site for an event code to use when applying (to associate yourself
with the Codebreaker Challenge)
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